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READ THIS NOTICE
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CLUDING, WITHOUT LIMITATION, LOST PROFITS OR LOSS R DAMAGE TO DATA ARISING OUT OF THE USE OR INABILIY TO USE THIS MANU-
AL, EVEN IF E-WATCH OR ITS SUPPLIERS HAVE BEEN ADBED OF THE POSSIBILITY OF SUCH DAMAGES.

UNITED STATES FEDERAL COMMUNICATIONS COMMISSION NOT ICE

The following information is for FCC compliance Gfass A devices: This equipment has been testdoamd to comply with the limits for Class A digiitdevice,
pursuant to part 15 of the FCC rules. These lianiésdesigned to provide reasonable protectiomagharmful interference when the equipment is afpefrin a com-
mercial environment. This equipment generatess, &l can radiate radio-frequency energy andtiinstalled and used in accordance with the iestsn manual,
may cause harmful interference to radio commuraaati Operation of this equipment in a residentiahas likely to cause harmful interference, in ethcase users
will be required to correct the interference airtloevn expense.

You can determine whether your equipment is causitegference by turning it off. If the interfer@stops, it was probably caused by the e-Watch@®aetent or one
of its peripheral devices. If the equipment causesference to radio or television reception,toeorrect the interference by using one or métbefollowing mea-
sures:

Turn the television or radio antenna until the ifgence stops.

Move the equipment to one side or the other otelevision or radio.

Move the equipment farther away from the televisiomadio.

Plug the equipment into an outlet that is on aedéit circuit from the television or radio. (Thgtmake certain the equipment and the televisiaadio
are on circuits controlled by different circuit Bkers or fuses.)

Madifications to this product not authorized by Exéh could void the FCC approval and negate yotlraaity to operate the product.
COPYRIGHT AND TRADEMARK NOTICE
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PREFACE

The preface describes the purpose, audience, asgeom, and
conventions of this guide and provides informatimm how to
obtain related documents.

The preface covers these topics:
* Purpose
* Audience
* Organization
* Related Documentation
» Conventions
* Obtaining Documentation
* Documentation Feedback
* Obtaining Assistance

Purpose

This guide provides instructions for administerinige SiteWatch™

Situational Awareness Software and instructionsrfstallation of e-Watch

cameras and encoders for the e-Watch® Situationalréness System. It
includes descriptions of procedural tasks to cotepléhen administering
the suite as well as diagrams and illustrationgldntifies Graphical User
Interface (GUI) buttons, menus, dialog windows, #redr configuration.

Audience

The SiteWatch Situational Awareness Software Adstiation Guide
provides operating instructions for personnel respgae for setting up and
maintaining the e-Watch Surveillance System. Sonmewkedge of
Microsoft Windows® and Windows® Web Browsing is feneed. Some
knowledge of network protocols and TCP/IP princspkepreferred.

It is assumed that the reader of this guide is famwith the e-Watch
Situational Awareness System. For information armt@dures on how to

Xi
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operate the e-Watch interface, refer to e-WatchpQation document
URG-9106-001 SiteWatch™ Situational Awareness SaféwJser Guide,
available from e-Watch Corporation.

Technical training from a qualified e-Watch traiginprogram is
recommended. This guide is designed to supplematt gaining and is
not meant to replace classroom training from aifjedlinstructor.

Organization

This document is organized as shown in the follgwable
Table 0-1 Document Organization

Part Description
Part 1 ‘Administration Guide’

Contains information on set-up and administratibaro
e-Watch Surveillance system.

Part 2 ‘Appendices’

Contains lists, glossary and meaning of abbreviatio

Related Documentation

Refer to the following documents for further infation about related
e-Watch applications and products:

. URG-9109-001—e-Watch® Camera Installation Guide

. URG-9110-001—SiteWatch™ Situational Awareness &yst
Administration Guide

. URG-9111-001—e-Watch® Situational Awareness Sysgentk
Start Guide

. URG-9105-001—GateWatch™ Third-Party Integratiofit@are

Administration Guide
. URG-9112-001—e-Watch Product Overview

Xii
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Conventions

This document uses the following conventions:

Table 0-2. Conventions

Convention

Description

Boldfacefont

Commands and keywords arebioldface

Italic font Arguments for which you supply values are
in italics.

[] Elements in square brackets are optional.

{xly|z} Alternate keywords are grouped in brackets
and separated by vertical bars.

[Xly|z] Optional keywords are grouped in brackets
and separated by vertical bars.

String A non-quoted set of characters. Do not use

guotation marks around the string or the
string will include the quotation marks.

Screen font

Terminal sessions and information the system
displays are irscreen font.

Boldface  screen Information you must enter is bold-
font face screen font.
Italic screen font |Arguments for which you supply values are

in italic screen font.

The symbol ~ represents the key labeled Con-
trol - for example, the key combination of "D
in a screen display means hold down the
Control key while you press the D key.

--> This pointer highlights an important line of
text in an example.
<> Non-printing characters, such as passwords,

are in angle brackets.

Xiii
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Obtaining Documentation

The following sections provide sources for obtandocumentation from
e-Watch Corporation.

World Wide Web
e-Watch documents can be found by going to the &tWaeb site
www.e-watch.com

By Mail

e-Watch Corporation.

7800 IH 10 West, Suite 720
San Antonio, Texas 78230
210.349.2000

support@e-watch.com

Documentation Feedback

You can submit technical comments about e-Watchumhentation in the
following ways:

E-mail your comments tsupport@e-watch.com
To submit comments by mail, write to the followiaddress:

e-Watch Corporation
7800 IH 10 West, Suite 720
San Antonio, Texas 78230

We appreciate your comments.

Obtaining Assistance

The following sections provide sources for obtagnessistance from e-
Watch Corporation.

Customer Support

For technical assistance please send requesispfmrt@e-watch.corar
your local e-Watch reseller. You may also call 34®-2000 and ask for
Customer Support.

Sales

For assistance with sales or marketing pleaset8H349-2000 and ask for
Sales or send requestsstes@e-watch.com

Xiv
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CHAPTER 1

Introduction

Overview

e-Watch is a comprehensive surveillance and mong@ystem adapted for
transmitting Motion Picture Experts Group (MPEGYeo streams, high
resolution Joint Photographic Experts Group (JPEt@Yges, Motion JPEG
(MJPEG), and detected event data over both wiredvareless networks
(Local Area Network [LAN] and Wide Area Networks AM]). Additional
functions, such as access control, environmentalnitoring, and
biographical database connectivity can be proviétin one integrated
system.

The e-Watch system is based on standard networking Internet
technology. Real-time data, as well as archived,dzn be viewed from a
monitor station or any authorized Personal Comp(R&) on the LAN,
WAN, or the Internet. The archive application tracknd maintains all
situational awareness information and provides 4sigged access for fast
location and display of data related to a speeifient.

Wireless monitoring is another important componentthe e-Watch
system. Hand-held wireless devices allow secuffigeys, administrators,
police officers, firefighters, and other responsrspnnel to view full
motion video from all cameras on the network atggaphical positions not
bounded by physical wiring. These hand-held devicag be used inside or
outside the facility, based on their configuration.

Automated notification of alarm conditions and othevents can be
provided to response personnel via dial-up circggdlular phones, pagers,
e-mail, or via the Internet.

Administration of the e-Watch system consists ohagang hardware and
software components. Hardware administration inetuthe installation and
setup of e-Watch cameras and a brief overview®strver configuration.

The software includes installation and setup ofSieWatch™ Situational
Awareness Software application, magnetic tape hadR#HCP service and
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the ViewWatch™ module. Other required third-partftware will be
reviewed as well.

Procedures

Setting up the e-Watch system consists of theviatlg procedures:

CoNOhWNE

Verify Server and Monitor Station prerequisites
Review network capabilities and configuration
Choose data root

Install SiteWatch Server software

Customize Server installation

Prepare tape volumes

Prepare DHCP

Install cameras and encoders

Install ViewWatch

Install video filter

Install map files and define maps

Define sites

Set up cameras

Update camera firmware

Set up maps

Verify video

e-Watch Components Required

The following is a list of components required fostallation, setup and
most administration tasks. The SiteWatch instalfatCD can be obtained
from the Downloads page on the e-Watch website.

1

2.
3.
4.

SiteWatch installation CD

Hardware security device—USB or parallel key
e-Watch serial number

e-Watch registration number

Customer Supplied Components

The following is a list of components that are digapby the customer for
basic and advanced operation of the e-Watch slameé system.

1.

2.
3.
4

Server with operating system

Tape device (optional)

Any necessary third-party software
Monitor station with operating system
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Requirements

The SiteWatch Situational Awareness System is d@dnto run on a
dedicated server using multicast network technol@gyile it is possible to
run the system without using a dedicated serves,nbt recommended nor
supported. The following list of requirements iggested as a guideline
for developing the system infrastructure. Individegstems will vary in
their performance.

Network Requirements

SiteWatch is a network-based application. As sutie network

infrastructure is a key component to the efficiemtning of the SiteWatch
system. There are a few absolute network requir&riarrunning the e-
Watch® Situational Awareness System, one of wisdhat the network be
Ethernet multicast compliant.

Multicast is an IP technology that allows for strsaof data to be sent
efficiently from one source to many destinationsstéad of setting up
separate unicast sessions for each destinatiolketsaare replicated at
router hops where the paths to different destinatidiverge. e-Watch can
use multicast to efficiently route video streams rtaltiple viewing
stations. In order to use multicast on your netydriill need to support
multicast IP traffic as opposed to just unicastridfic. Certain types of
network topologies do not work well with the mu#tst protocol and
require special hardware and/or software configomat In some cases
these network topologies cannot support multiceatia

If your network topology supports the use of mast you will also need
switches and routers that are multicast compli@tandard switches, hubs,
and routers will allow the use of multicast at tepense of network
performance and reliability. Compliant routers artbe central
communication points for multicast traffic. On theuters, multicast is
managed by special hardware and services whictv atlalticast traffic to
co-exist in a unicast environment without adversahgcting the normal
network traffic. Using non-compliant equipment wgénerally result in
poor system performance and even, in some casetedior total network
outages.

Multicast traffic is much easier to control where thwitches and routers
used are multicast compliant and have a multicaging protocol such as
IGMP Snooping enabled. In general, multicast rauprotocols limit the
routing of multicast packets to network hosts whérey have been
explicitly requested. In the absence of any mudticeouting protocol
multicast packets are routed to all network hosthijch can cause
excessive loads on network devices. Consult yotwaerk provider for
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more information about the multicast routing pratigscavailable on your
network.

e-Watch multicast data streams are typically togdéor a shared 10Mb
network to sustain without adversely affecting sgstperformance. We
recommend installing e-Watch equipment in netwovitsh at least
switched 100Mb per second bandwidth.

Your network topology becomes even more importahienv multiple
networks are used together. Special consideratioost be taken to
evaluate network equipment and the physical netwegif because some
setting and configuration changes may be required.

If your network is set up to run virtual physicatworking schemes such
as VLANs and/or ELANSs, you may have to upgrade yeguipment to
meet the load requirements to use multicast. Inesaases, loading
multicast on top of existing services overloadgeysrouters and causes
network failures.

e-Watch cameras and encoders are designed to lie amseEthernet
networks; therefore, the normal 100 meter netwodpdimitation applies.
If a repeater is added to the drop, the maximunlecédngth can be
extended greatly. Repeaters range in distances &amaximum of six
hundred feet to thousands of feet.

If e-Watch cameras are used as part or for alloof ecurity system, you
should keep all network equipment in controlledesscareas. This will
minimize the risk of security system outages dugamnopering.

If e-Watch cameras and/or encoders are being us#dyour security
system, uninterruptible power should be applieclbmetwork equipment
associated with the security system.

SiteWatch can be run over a wireless system bygusireless hubs and
wireless clients connected to your existing netw@kanges to the ARP
(Address Resolution Protocol) table update intervahd other special
considerations may be necessary to make the wsretbsnt operate

properly.
For more information, refer to the FAQ sectiortlod e-Watch web site at

www.e-watch.com/FAQ.htmor the e-Watch® Product Overview at
www.e-watch.com/documents/ProductOverview.pdf

Hardware Requirements

The following is a list of the customer furnisheatdiware requirements for
the SiteWatch Situational Awareness server comgonkn order to
function correctly and at its maximum efficiencyistrecommended that
the SiteWatch server run on a dedicated machinee ¥iteWatch
application runs in real time and relies heavilysystem resources. If it is
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Processor

Memory

Peripherals

Storage

necessary for other applications to be installb@ memory and CPU
requirements will be increased considerably.

A fast processor is highly recommended. e-Watclegsses video data for
storage and rebroadcast in real time. This meaas ttie system is
continually manipulating and rebroadcasting datat asceives it. If the

server misses packets because its processor wadhmese packets will be
lost. Occasional lost bits or even packets will setiously degrade the
images being transmitted. To prevent as much dams &s possible, we
recommend the latest state of the art processdabiea

* Atleast 3 GHz Intel P4 or AMD K7 processor.

The memory requirements for the server hardwar@airas great as those
for a monitor station. This base memory configaratssumes you do not
have any other major application running. Althoutgks not recommended
or supported, if you plan to run other applicationsluding a monitor
station on the same server, please increase themeamwcordingly.

¢ 2 GB minimum
+ 4 GB recommended

In order to use the telephony feature of the e-W&ituation Awareness
Software, a modem must be installed in the compAtseo are required:

e Monitor
» Keyboard
* Mouse

* Gigabit Ethernet Network Interface Card
« CD-ROM drive

The storage requirements on the server are direeliyed to the amount
and type of e-Watch imaging data you wish to colles well as the
number of cameras connected to the system. Becetdlatch uses
Activity Gated Storage™ to reduce storage requirgs)ehe frequency of
activity in the cameras' fields of view is alsoactbr in the amount of
storage required. A tape drive is required for dptional offline storage
configuration. Please refer to the e-Watch storag®culator at

www.e-watch.com/storagecalc.htfor a useful tool in calculating your
probable storage needs.
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Hardware Setup

The following is a setup guide for the customermigal server to be used
with SiteWatch.

Operating System

SiteWatch currently supports the Microsoft® Windo2@800, Windows
XP Professional, Windows Server 2003 and Windovesv& 2008
operating systems.

Service Packs

e-Watch has taken great steps to ensure comptiwilih current service
packs. It is advisable to upgrade the server ¢ddtest service pack and
security upgrades. If you believe a service paekusty patch or upgrade
has caused a problem with your e-Watch softwaegga contact e-Watch
Customer Suppogupport@e-watch.com

Internet Information Services (I1S)

SiteWatch is a web-based system and relies heawilyts web server.
Currently SiteWatch runs only on Microsoft's IIS lweerver. The IIS
server must be installed before the SiteWatch egipdin is installed.

Simple Mail Transfer Protocol (SMTP)

One of the communication options the SiteWatchiagpbn uses is e-malil
for alert and alarm notification. To enable thiatiee, SMTP must be
installed on the server. SMTP is installed as amopwvith 11S. For further

information on installing SMTP and 1IS, please adhyour Microsoft
documentation.
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Maximum Camera Connections

SiteWatch licensing enforces a maximum number Wateh camera and
encoder connections to the SiteWatch server. isgfiimber is exceeded,
you may receive the following popup message on YdiawWatch
stations.

h http:/ fewat ch - Alarm - e =18} %]
e-Watch Alarm
Alarm Details
Searver: EWATCH?
Type: Server Error
Source: EncoderDatabhase: Mamximum number
of caneras (2] sxceeded
Time: Mon Jam 20 10:26,57 CST 2006
Close
:gl Done | : i B Intermet o

Figure 1-1. Maximum Connections Exceeded

If you receive this message, you need to purchdditi@nal licenses. You
can review the number of licenses you have andtiaber of cameras and
encoders currently connected to the SiteWatch sedoyerunning the
Camera Connections Report on any ViewWatch station.
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CHAPTER 2

Web Registration

Each version of SiteWatch has a unique serial nurthiae is used to obtain
a registration number. The serial number is aasediwith a HASP key
that should have arrived with your SiteWatch paekégigure 2-1). This
registration number is required to install the &gtion. SiteWatch cannot
function without this registration number.

Figure 2-1. USB HASP Security Key

Serial Number

The serial number for your SiteWatch is printedaodocument similar to
figure 2-2. This document should have been induideyour SiteWatch

package. Ifitis not or has been misplaced pleasgact e-Watch technical
support for assistance (210) 349-2000.
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e-Watch ®

720 Lincol Cerder
7200 IH-10 “West

Sap Seomdo, T2 72230
T 2103492000
F210.341.1020

e eritchire corm

The serial nutnber of your key is:

1901635962

Please register wour product at wanw.ewatchine .comAvebRegistration
Product registration is requited before you begin installation
Durityg the authorization process you will be given an avthorization number required to activate the application.

Figure 2-2. Serial Number of Key

Online Registration

To obtain your registration number you must registe line using your
serial number. Open a web browser and log dritfo//www.e-watch.com/
webRegistration You will see a page similar to figure 2-3, fdut this

form and click submit. The next screen will askuyto enter your serial
number (figure 2-4). Enter you serial number alick submit. The final

screen will give you your registration number (figu2-5). Save this
number for future maintenance or upgrades.



http://www.e-watch.com/webRegistration
http://www.e-watch.com/webRegistration
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@

Company Name

Company Address1

Company Address2

Company City

Company State

Company Zip

Company Phone Number

Point of Contact Name

Point of Contact Email Address
e-Watch Software Version

Where Did You Purchase This
Product

Figure 2-3. Web Registration Screen 1

Product Serial Number ]

Figure 2-4. Web Registration Screen 2

&

Registration Number 7471882333304565196

Figure 2-5. Web Registration Screen 3

Camera Licenses

You have purchased one camera license for eachraatinat you will
connect to your SiteWatch server. The number @nlses is encoded in
your registration number.

If you attempt to connect more cameras to yourV#ateh server, the
server will refuse the connection. If you have dedfi a ViewWatch station
to receive station alerts (see Defining Alerts iha@ter 15), you will
receive an alert on that ViewWatch station (Figexu@). You will also find
an error in the System Log Report found in the \Wéatch Reports Menu

10
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(Figure 2-7), and an error event in the e-Watchftaghd in the Windows

Event Viewer (Figure 2-8).

IMPORTANT: If you purchase new cameras or encodersbe sure to use Online
Registration to obtain a new registration number al enter it into the

Registry using the e-Watch Server Application (Figee 2-9).

—

Figure 2-6. ViewWatch Station License Alert

e mummnar of ¢ (1) ayreaded. Camara connachon from G007 A0:00
mmiser of cameras (1) exceeded. Camera connechon from D007 40-01

=
Faread:

01:01- 13 FH 03/04/2000 Encodarfieg
0101213 PM 03/04/2008 Encod 1 onThread: Maor
D10L14 8H 03704/ 2008 Encodeifsgats stionThread: Maxium romber of camerad (1) excsaded. Camera conpaction lrom 00:07 5001

Figure 2-7. e-Watch System Log Report With Licésars
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bvencproperies —_BE|
Event |

D ate: 3402009 Sowrce:  e-wWatch

Time: 1:01:13 Pk Categary: Mone
: : + |

Type: Error Event |D: 0

User: M A,

Computer. EwATCHDEY

D ezcription;

EncoderRegistrationThread: Maximum number of cameraz [1] exceeded.
Camera connection from 00:07:40:07:14:40 [Audio) refused.

Faor maore information, zee Help and Support Center at
hittp: A /go. microzaft, comdbmlink/eventz. asp.

Figure 2-8. Windows Event Viewer With License Error

(2 siteWatch 5.0 Service Yersion 5.0.1.3 App Yersion -0 x|
About e-Wakch

Fegistry |Tapes | Images | Tape Uilities | Eia:kupl Expl:urtl

ey |FreloadCameraContrals x|
FroxyFarsFirst
FroxyFarsLast
Froxystream Timeout
EegistrationMumber
Fesetlicenses
FetrievedFileExpirationDays

FetrievedRelativePath hd

The e-vatch Registration Mumber

BB18726134430282912

Set

Figure 2-9. Setting The Registration Number Usiag/&r App
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CHAPTER 3

SiteWatch™ Server Installation

The following is an installation procedure for terver components of the
SiteWatch Situational Awareness Software. It isuassd that the
Windows® server software and IS have already bestalled. A basic
knowledge of Windows and installation procedureecuired. If there are
any previous versions of SiteWatch installed onsthiever, you may choose
between an upgrade and a full installation.

WARNING - Please ddNOT connect the hardware security device key untirutded to
do so by the software.

Insert the SiteWatch installation CD into the s€ss€D-ROM drive. The
installation CD will automatically start the ind&l If you do not have a
SiteWatch CD, the CD image is available from thevblmads page on the
e-Watch website.

Starting The Installer

This procedure requires system/network administraamd security
privileges to install applications on the server.

1. Ifthe installation CD automatically starts tinstaller skip to step 5,
otherwise continue with step 2.

2.  Click theStart button on the Windows task bar.

3. Click theRun button from the Windows start menu.

4 EnterD:\autorun.exe where "D" is the drive letter of the CD-
ROM drive. Click theOK button.

5. Click thelnstall Software button.

IMPORTANT: Carefully read the license agreement. If you agnéd the license
agreement, click th&es button. If you do not agree with the license agreset,
click theNo button. The license agreement specifies the tandsonditions of the
SiteWatch software. If you do not agree with tleeitise agreement, the installer
will not proceed with the installation.

13
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6. Make sure theSiteWatch (Server) " option is selected on the
Setup Type window, and click tidext button

7. If a previous version of SiteWatch is installedtbe server, the
upgrade window will be displayed (Figure 3-1).

InstallShield Wizard x|
FReady to upgrade I - -

There appearz to be a previous ingtallation of e atch on pour zuztem.

Click Mest to beagin the upgrade.

[setallShield

< Back I M et > I Caricel

Figure 3-1. Upgrade Window

8. If you click Next, the installer will upgrade yosoftware, and keep
all defined cameras, maps, and sites. Options ské Registry
using the e-Watch Server App will be retained. hwred images will
not be deleted. The previous version of SiteWaiitlhbe moved to a
new folder named eWatch Backups.

9. If your computer has multiple hard drives or maggrives, the
"Data Root " window will be displayed. The installer will aglou
to select the data root. This is where the seriéstore its captured
e-Watch image data. Typically you should use tinedwrith the most
space available. You may wish to refer to the gf@m@alculator at
www.e-watch.com/storagecalc.htifhe Data Root may be on a disk
drive attached to the SiteWatch Server, or mayrba network
resource. If the server has only one drive and apped drives, the
installer will auto select the machine's OS rdotive C ", and not

14
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10.

11.

12.
13.

14.
15.

display the Data Root " window. If you get theData Root "
window, select the data root and click hentinue button.

The installer will now begin installing the heuake security device
drivers. This step may take several minutes, plbaggatient and
wait for the next window.

You will now be asked to connect the securityicee Connect the
hardware security device to the server. If the sgcdevice is a USB
device, please wait for it to be detected and llestdy the operating
system. The USB hardware key is active when ittéigip. The
parallel port version does not require driver iiateon and no light
will indicate readiness.

Enter your registration number and click Wext button.
The next window will inform you to verify thefarmation by
running the e-Watch Server App. Click t&& button.

Click theFinish button to end the installation.

Click theExit button to exit the installer.

Server Software Uninstall

The following procedure covers how to uninstall BieeWatch application.

1.
2.
3.
4

5.

© N o

Insert the e-Watch installation CD into the sésv€D-ROM drive.
Click theStart button on the Windows task bar.

Click theRun button from the Windows start menu.
EnterD:\uninstaller\setup.exe where D" is the drive
letter of the CD-ROM drive. Click th@K button.

The first window is a confirmation window. It Wask if you are sure
you want to uninstall this version of SiteWatchu¥aill be given the
option to backup your installed files prior to ustialling. You will
also be given the option to keep or delete archivedjes. If you do
not want to continue with the uninstall, click tR® button and go to
step 8. If you do want to continue with the unifistdick the YES
button.

Wait for the command screens to complete.

Click theFinish button to end the installer.

Click theExit button to exit the installer.

15
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CHAPTER 4

SiteWatch™ Server
Configuration

This section will cover the software setup of theeWatch application
server components.

Server Configuration

To obtain the best performance from SiteWatch, gbould make a few
adjustments to the server computer.

Processor Scheduling

The e-Watch server program runs as a backgroundcserFor best

performance, configure the server to optimize pssoe scheduling for

background services. Right-click the My Computemicselect Properties,
then click the Advanced tab. In the Performance, lmhixk the Settings

button, then click the Advanced tab. In the Preoescheduling box, select
Background services. Click OK.

Memory Usage

The e-Watch server program processes a large anobungtwork traffic.

Experience has shown that network traffic is preedsmost efficiently if
the server is configured to optimize memory usagegfogram execution.
Right-click the My Computer icon, select Propertigeen click the
Advanced tab. In the Performance box, click thei&gt button, then click
the Advanced tab. In the Memory usage box, s€lemgrams. Click OK.

Virtual Memory

If you wish to increase the amount of virtual meynased by Windows,
right-click the My Computer icon, select Propertigben click the
Advanced tab. In the Performance box, click thei&gt button, then click
the Advanced tab. In the Virtual Memory box, clitte Change button.
The amount of virtual memory you will need dependshe number of e-
Watch cameras and the requirements of any othgrgms running on the

16
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Log Files

Application Log

computer. SiteWatch usually works well with virtualemory set to
“System managed size”.

SiteWatch uses Microsoft Internet Information Seegi and Simple Mail
Transfer Protocol. These services create log filesthe folder
windows\system32\logfiles. Microsoft Windows doest automatically
delete these files, and they will eventually occaplrge amount of disk
space. You should archive and delete these fgslarly. The VBScript
file c:\e-watch\exe\ewlogs.vbs is installed witlieSVatch and provides an
example of how to automatically delete the logsfile

SiteWatch writes information and error messageth@oApplication Log.
The Application Log can be viewing using the Windo®vent Viewer
program. You should review the Application Log pelically. Like all
service applications that write to the Applicationg, the e-Watch Service
program will halt if the Application Log fills uplo prevent this, open the
Application Log’s properties page and select “Ovwéievents as needed”.
You may also wish to increase the size of the Aypion Log.

e-Watch Server App

The SiteWatch Server software keeps many settingghe Registry to
control the operation of the server and to tune sb&éware to your
particular installation. Run the e-Watch Server Appview and change
these settings.

1. Double-click the e-Watch Server App icon on teever desktop.

2.  Click the Registry tab.

3. Highlight the setting you wish to review or chang brief descrip-
tion of the setting and its value are displayed.

4.  After changing a value, click tigetbutton to save the new value. If
you do not click thé&etbutton, the new value will not be saved.

While the default settings are appropriate for mostallations, you may
need to set the values of the following installatgpecific settings:

1. AcceptAllConnections- This setting determines whether the Site-
Watch server accepts all incoming connections fremote Site-
Watch servers. This setting is only used in mailtisr operation.

2. AlertFromEmailAddress - This setting is used as the ‘From’
address for e-mail error messages and alertsmkiiealerts do not
work, verify that the value of this setting is dida-mail address.

17
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10.

11.

12.

FirmwareVersion andFirmwareServer - These settings determine
the version of the latest e-Watch camera firmwarkthe server from
which it can be downloaded. If FirmwareServerlank, the firm-
ware will be downloaded from the SiteWatch Server.
ImageRetentionDays- This setting determines how long archived
images are retained on disk before being backed tgpe or purged.
Reduce the value of this setting if archived imag@ssume exces-
sive disk space.

ProxyPortsFirst andProxyPortsLast - These settings determine the
first and last port number in the range of IP pamnbers that the sys-
tem can use for UDP unicast video streams. Thesystquires one
port for each camera stream that is set to unmasle, and one port
for each camera stream that is received from ateserver.
RetrievedFileExpirationDays - This setting determines how long
images retrieved from a tape backup are retaineatiskrbefore being
purged. Reduce the value of this setting if regteimages consume
excessive disk space.

ServerName- This setting is the name of the SiteWatch setivatris
displayed in error and alert messages, and usieéntify the server
in multiserver operation. If ServerName is lefil, the server’s
network name is used. A static ServerName is elageal for multi-
server operation.

SupportEmail - This setting is used as the ‘To’ address foragtm
error messages. Enter the addresses of personshehta receive
error messages from the server. Multiple addresseallowed.
TapeDevice- This setting is the magnetic tape device thi\#atch
uses for optional tape backups. If no tape degiselected, Site-
Watch will not backup your image files to magnétipe.
TFTPServerEnableandTFTPServerFolder - These settings con-
trol the SiteWatch built-in TFTP server. If youshito use a different
TFTP server, seEFTPServerEnableto false

TimeServers- This setting is used as the Internet addre d§Tét
time servers, if you want the e-Watch Service tepkihe server's
clock synchronized. Multiple addresses are allawéglou are using
the operating system's clock synchronization featieave this set-
ting blank.

UDPJpegPortsFirstandUDPJpegPortsLast- These settings deter-
mine the first and last port number in the rangdPgbort numbers
that the system can use for UDP JPEG image stregmesdefault
protocol for JPEG image streams is TCP, so youodmeed to adjust
these settings unless you plan to use UDP for Jirta@e streams.

18
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Built-in TFTP Server

The SiteWatch service includes a built-in TFTP semhat uses the well-
known TFTP port 69. If you want to disable thelbin TFTP server and
use a third-party TFTP server, set the registryey@FTPServerEnableto
false

Automatic Firmware Maintenance

When a camera connected to the SiteWatch servVieesdrvice compares
the camera’s firmware version to the version reedroh the registry value
FirmwareVersion (see Appendix D). If they are different, the Bifach
server will automatically download new firmware tike camera. To
disable this feature, set the registry vaiirenwareAutoUpdate to false.

The SiteWatch installation will place the latestnesa firmware file into
the folder C:\e-watch\firmware, where “C” is thewdr letter of the disk
drive where SiteWatch in installed.

IMPORTANT : Do not change the name of the firmware file. $hevice
derives the name of the firmware file from the fivare version number by
adding the prefix “ew.” and the suffix “.rom”. Fexample, if the current
firmware version number is 3.0.1.5, the SiteWatetvise will look for a
firmware file named “ew.3.0.1.5.rom”.

IP Port Usage

All e-Watch components communicate with SiteWatsimg IP port 3792.
This port is registered to e-Watch with the IntérAssigned Numbers
Authority (http://www.iana.org).

At startup, e-Watch cameras initiate a TCP/IP sbckenection to the e-
Watch Server on port 3792. This connection is usesend JPEG images
and alert data from the camera to the server. r A#ieeiving the socket
connection from the camera, the e-Watch Serveniag a TCP/IP socket
connection to the camera on port 3792. This commedt used for camera
configuration and control.

The built-in TFTP server uses the well-known TF Tt [69.
All multicast video streams use port 5002.

Secondary monitors listen for connections from \éatch on port 50001.
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Using Network Storage

Ordinarily, images are archived on the server wigt@WVatch is installed.
However, you can use a different computer or otletwork storage device
if you wish, as shown in Figure 4-1.

Server

(g ‘

Sitetatch

m 2T
M Ethernet

|

Metwiork
Storage

Figure 4-1. Using Network Storage

There are three important configuration issues wis#mng network storage.

1.

The logon account used for the e-Watch Servicst imave read/write
access to the folders on the network storage deWieen SiteWatch
is installed, the e-Watch Service is configuretbtpon as the local
System account. Typically, this account does aothread/write
access to folders on other devices.

Two Internet Information Services (11S) virtuatettories must be
changed to reference the folders on the networkgédevice. The
lIS logon account for these directories must haaelfwrite access to
the folders. The default 1IS logon account tydicdoes not have
read/write access to folders on other devices.

The folders on the network storage device mustdoessible from
the SiteWatch server by a Universal Naming ConeentUNC)
name, for example, \\<server>\<share>.

Follow these steps to use a network storage désicchiving images.

1.

2.

Create two network shares on the network stodagie, one for
images and one for retrieved images.

Use the e-Watch Server Application program tangeahe registry
valuesimageRootandRetrievedRoot Set these registry values to
the UNC names of the corresponding shares on tfariestorage
device.
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3. Use the Windows Internet Information Services BtgaT program to
change the virtual directories nammdatchimagesandewatchre-
trievedimages Click the radio button to specify that the caorite
should come from “A share located on another cosrpuilThe Local
Path for each virtual directory should be the UN(tne of the corre-
sponding share on the network storage device.k @ie “Connect
As” button and enter a username and password eaiti/write access
to the network storage device shares.

4. Use the Windows Service Manager program to chémgégon
account for the-Watch Service The logon account must have read/
write access to the network storage device shares.logon account
must also have the “Log on as a service” policylene-Watch server
(later versions of Windows will automatically grahtis privilege
when the logon account is set).

Multicast Addresses

e-Watch cameras and encoders use format masksl stotke SiteWatch

server’s registry to derive video stream multicadtresses from the IP
address. In each format mask, a number repreadinted value, and an
alphabetic character A-D represents the correspgndctet of the IP

address. The default format masks and derivedicastt addresses are
shown in the following table.

21



| |Chapter 4

Table 4-1. Multicast Addresses

Default Sample Derived
Stream Registry Value Mask Camera IP Multicast
Address Address

SIF Video MulticastAddressSif 239.194.C.D 192.168.00|239.194.10.20
QSIF Video MulticastAddressQsif 239.195.C|D 192.16800 239.195.10.20Q
Motion JPEG| MulticastAddressMjpeg 239.196.C.D 192.1680| 239.196.10.2(
Audio MulticastAddressAudio| 239.197.C.p 192.168.10/2039.297.10.20

You can use the e-Watch Server Application to ckathg format masks
and thereby change the video stream multicast agese For example, if
you change the value of MulticastAddressSif to “288B.D“, then a
camera with IP address 192.168.10.20 will use wcadti address
“238.10.168.20" for the SIF video stream. The moakt addresses used by
a camera are displayed on the Multicast tab in\tiesvWatch Camera
Definition screen and in the e-Watch Camera Comdijon Utility.

CAUTION : The Multicast Protocol requires that multicastd@$ses be mapped to
Ethernet MAC addresses. Because the upper 5 biteeanulticast address are
dropped in this mapping, the resulting Ethernet Maddress is not unique. In fact,
32 different multicast addresses all map to theesthernet MAC address. If two
video stream multicast addresses map to the sameret MAC address, the
video streams will be corrupted. The e-Watch détldresses have been chosen
to guarantee that the mapped Ethernet MAC addraesdlebe unique. If you
change any of the format masks in the registry,most make sure that you do not
create duplicate Ethernet MAC addresses. A comjplescription of the Multicast
Protocol and Ethernet MAC address mapping can tedat
http://lwww.cisco.com/univercd/cc/td/doc/cisintwk/itdoc/ipmulti.htm
If you inadvertently create duplicate Ethernet MAddresses, they will be
reported in the Camera Database Exception Report.

Multicast Address Dynamic Client Allocation
Protocol

If for any reason the multicast addresses definedhb registry format
masks are not suitable for use on the local aréaank, you can use the
Multicast Address Dynamic Client Allocation ProtbddADCAP) to
achieve even more control over the multicast adedes MADCAP
support is provided by the Dynamic Host ConfigioratProtocol (DHCP)
server software that is bundled with server vesioiiMicrosoft Windows,
such as Windows 2000 Server and Windows 2003 Server
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MADCAP is very similar to DHCP, so administratoreavare familiar with
DHCP will have no trouble configuring MADCAP. WhénADCAP is
used, multicast addresses will be assigned fromeaddoools created by
the administrator instead of being derived fronamera’s IP address. See
the Caution statement in the preceeding sectiorardarg duplicate
Ethernet MAC addresses when creating multicastessdpools.

For details on how to install a MADCAP server, ofiba Windows Help
file on your Microsoft Windows server and look metDHCP section under
Networking.

For details on how to configure an e-Watch cameraroder to use
MADCAP, see the chapter “ViewWatch Camera Setughis guide.
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CHAPTER 5

Magnetic Tape Backup

SiteWatch™ includes integrated magnetic tape baekgjrestore software.
Backups are performed automatically, and SiteWatakes sure that image
files are not purged from the archive until theydnédeen backed up. When
a ViewWatch user requests images that has beeretbagk and purged,

SiteWatch will call for the correct tape volume amedtore the files. If you

have a supported robotic tape library, SiteWatdhevien load and unload

the correct tapes. The tape backup and recovergegure is made

completely automatic for lights-out operation.

If you have a robotic tape library, you can instak Media Robot Utility
(MRU) to manipulate the tapes in the tape librdrgcate the folder
\additional files\Media Robot Utility on the SiteWatch CD and double-
click setup.exe If you use a tape drive on a different computent the
SiteWatch Server, install MRU on the tape drivemputer.

You can, of course, use your own third-party backofware to backup the
e-Watch® images. If you do, SiteWatch cannot make ghat images are
backed up before being purged, and you will be agssible for restoring
images to disk when they are needed.

Configuring The Registry

The operation of the tape backup and restore suodtws controlled by
several registry entries. These entries can begdthnsing the e-Watch
Server Application program.

The e-Watch Service, the disk storage and the dapies are usually on
the same computer. In this case, configure thetrggias shown in Table 5-
1.
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Table 5-1. Registry Entries For Tape Operation, dlotape Drive

Registry Entry Value

BackupStartTime 0000

TapeControl {manual | robot }
TapeDevice device name
TapeRobotDevice {<blank>device identifier}
TapeServer <blank>
TapeServerimageRoot <blank>
TapeServerRetrievedRoolt <blank>

Choose a value for BackupStartTime. Backup rung gec day, at the time
selected (in 24 hour time, as hhmm). Midnight i®@01 o’clock AM is
0100 etc.

If you are using a robotic tape library set theueabf TapeControl to
robot , otherwise set it tmanual .

SiteWatch automatically inventories the comput&GSI tape devices and
loads a pulldown list for the value of TapeDeviSelect the name of the
desired device from the list.

If you are using manual backup, leave the valueTapjeRobotDevice
blank. If you are using a robotic tape library, sie value of
TapeRobotDevice to the device’s system identiflére identifier will be
similar to “Scsil:b0t0I0”. The easiest way to detgre the device’s system
identifier is to start MRU. MRU automatically inviemies the computer’s
robotic tape libraries and displays the systemtiienfor each library.

Leave the values of TapeServer, TapeServerimageRaod
TapeServerRetrievedRoot blank. These are used fonlgperation of a
tape drive that is installed on another computer.

Using Backup With Network Storage

Figure 5-1 shows the use of a network storage devitie tape drive
installed on the SiteWatch Server.
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SiteWWatch éewer Metwork Storage
YWith Tape Drive

Figure 5-1. Tape Drive With Network Storage

Refer to the section “Using Network Storage” in Qteat 4 for details on
configuring SiteWatch to use the network storageade Configure the
registry as shown in Table 5-1. No special confaigjon of the tape server
registry entries is required.

Using A Tape Drive On Another Computer

You can also use a tape drive installed on a @ifecomputer from the
SiteWatch Server.

IMPORTANT : The e-Watch Tape Service requires a special tragjen code. See
Obtaining Assistance in the Preface for contadrmftion.

Installing The e-Watch Tape Service

Insert the SiteWatch CD into the CD drive on theetaerver computer. If
the autorun program does not start, double-clidoran.exe in the root
folder of the CD. Clicknstall Software. On the Setup Type screen, click
the radio button for SiteWatch Tape (Remote Tap®i&s). Click Next.
Follow the installer instructions to complete thstallation.

IMPORTANT : If you are using a network storage device othantthe tape server, use
the Windows Service Manager program to changedfen account for
the e-Watch Tape Service The logon account must have read/write
access to the network storage device shares. ogjoa bccount must also
have the “Log on as a service” policy on the tagreexr (later versions of
Windows will automatically grant this privilege win¢he logon account
is set).
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Configuring The Registry

Figure 5-2 shows the tape drive and disk storage different computer.
Figure 5-3 shows the tape drive on a different catierp using a network
storage device.

== ==
=
E ":h" Ethernet \]'
= J J =
Siteyatch Server Tape Ser-ver

With Disk Storage

Figure 5-2. Remote Tape Drive And Disk Storage

=

E @ Ethernet }

— —
SiteWWatch Server Tape Drive Server

LI

Metwork Storage

Figure 5-3. Remote Tape Drive With Network Storage

Use the e-Watch Server Application program on theV#atch Server to
configure the registry as shown in Table 5-1.
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Table 5-2. Registry Entries For Tape Operation, BenTape Drive

Registry Entry Value

BackupStartTime 0000

TapeControl {manual | robot }

TapeDevice device name

TapeRobotDevice { <blank> |device identifier}

TapeServer IP address or network name of tape
server

TapeServerimageRoot Folder or UNC name of imageefpfdom perspective of
tape server

TapeServerRetrievedRoot  Folder or UNC name of netddolder, from perspective
of tape server

Set the value of TapeServer to the IP addresstaonie name of the tape
server.

Set the values of BackupStartTime, TapeControl, eDegvice and
TapeRobotDevice as described above.

SiteWatch automatically inventories the tape seceenputer’s SCSI tape
devices and loads a pulldown list for the valudappeDevice. If there are
no entries in this list, verify that the IP addressietwork name of the tape
server is valid and that the e-Watch Tape Sergigesitalled and running on
the tape server.

Set the values of TapeServerimageRoot and TapaRatveevedRoot to

the names of the image and retrieved folders.dfdisk storage is on the
same computer as the tape drive, as in Figurete2e will be the folders’

path names. If using a network storage device,hasvis in Figure 5-3,

these will be UNC names. Refer to the section “gdetwork Storage” in

Chapter 4 for details.

IMPORTANT : The e-Watch Tape Service running on the tapessenust be able to open

the image and retrieved folders using the valuekapeServerimageRoot
and TapeServerRetrievedRoot. While you use the telfwserver
Application running on the SiteWatch Server to #edse values, the
values must be correct from the perspective ofdape server.

Verifying Installation

Start the e-Watch Service on the SiteWatch sermdrthe e-Watch Tape
Service on the tape server, if not already started.
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On the tape server, double-click the e-Watch Tagree3 App icon on the
desktop to start the e-Watch Tape Server Applioapoogram. If you
receive the message “Registry Key Not Found”, tum é¢-Watch Server
Application program on the SiteWatch Server to &te value of the
TapeServer registry entry. TapeServer must beRhadtress or resolvable
network name of the tape server.

Click the Check Registry button. If any errors agorted, run the e-Watch
Server Application program on the SiteWatch Seteazheck the value of
the TapeServerimageRoot and TapeServerRetrievediegistry entries.

These path or UNC names must be valid from thepgets/e of the tape
server.

Using The Tape Service On The SiteWatch Server

The e-Watch Tape Service can also be installethersite Watch Server, if
you so desire. This is not required, because tWateh Service program
can handle all backup and restore operations. Hewegwou may wish to

install the e-Watch Tape Service so that you cap sind restart the e-
Watch Service program without interfering with bapkand restore

operations. This is particularly advantageous i ave a large number of
cameras, and tape backup operations take a lomg tim

Install the e-Watch Tape Service on the SiteWatelvé& as described
above. Configure the registry as shown in Table 5-3

Table 5-3. Registry Entries For Tape Operation,d&grvice On SiteWatch Server

TapeServerRetrievedRoolt

Registry Entry Value
BackupStartTime 0000
TapeControl {manual | robot }
TapeDevice device name
TapeRobotDevice { <blank> |device identifier}
TapeServer IP address or network name of SiteWatch
Server (do not leave blank)
TapeServerimageRoot <blank>
<blank>
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Formatting The Tapes

SiteWatch tapes must be formatted prior to usgouf tape device is on the
SiteWatch server, use the e-Watch Server App pnogra the SiteWatch
Server to format the tapes. If you are using thWageh Tape Service on
another computer, use the e-Watch Tape Server Apinat computer to
format the tapes.

If you are using manual backup:

Double-click the e-Watch Server App icon on teeser desktop.
Click the Tape Utilities tab.

Insert a blank tape in the tape drive.

Enter the Volume ID.

Click the Format button.

Repeat for additional tapes.

oukwhpE

If you are using a supported robotic tape library:

Start the MRU program.

Double-click the e-Watch Server App icon on teeser desktop.
Click the Tape Utilities tab.

Load the cartridge with blank tapes.

Use MRU to move the tape in slot 0 from the wahe drive.
Enter the Volume ID.

Click theFormat button.

Use MRU to move the tape from the drive backtape slot.
Repeat steps 5 through 8 for additional tapes.

©COoNoh~wbE

CAUTION : The software assigns slot numbers to the tape \edumthe
order in which they are formatted. Be sure to forrttee tapes in order
beginning with slot 0, and be sure to return theesto the correct slots.

Making Special Backups

You can use the e-Watch Server App on the SiteWaaiver (or the e-
Watch Tape Server App on the e-Watch Tape Serwoogpater) to make
special tape backups. These backups are sepa@te tfie normal
SiteWatch backups, and are not tracked by the SitetWbackup software.
You may wish to backup images in this way to saéeduhe record of an
incident.

Tapes do not need to be formatted prior to makingpecial backup.
SiteWatch will write directly to a blank, unformadt tape. If there is any
data on the tape, the data will be destroyed. @ped to be used for the
special backup should be labelled “Tape NumbefTdpe Number 2, etc.
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IMPORTANT : Do not use a formatted e-Watch tape that is parthe normal tape
rotation to make a special backup.

Follow these procedures to make a special backup.

Double-click the e-Watch Server App icon on teeser desktop.
Click theBackup tab.

Insert a blank tape labelled “Tape Number 1’hia tape drive.
Select the desirdelom andThrough dates and times.

Select the desired cameras by clicking the cbeaks in the Cam-
eras window.

Click theBackup button.

ogkrwpbpE

o

After the special backup completes, you shouldeapitotect the tapes and
clearly label the backup set.

Restoring Special Backups

Follow these procedures to restore the images &apecial backup.

1. Double-click the e-Watch Server App icon on teever desktop.

1. Click theBackup tab.

2. Insert the tape labelled “Tape Number 1" from bilackup set in the
tape drive.

3.  Click theRestorebutton.

After the restore is complete, the images are abklfor viewing using
ViewWatch™. See the SiteWatch Situational Awaren8gstem User
Guide, document number URG-9106-001, for details.

The restored images are retained on disk for thgtheof time specified by
the registry value RetrievedFileExpirationDays.saalue can be changed
using the e-Watch Server App.
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CHAPTER 6

Dynamic Host Configuration
Protocol (DHCP) Setup

The e-Watch cameras and encoders are configuregbt@in their IP
configuration from a DHCP server. Once the camenas encoders are
operational, they can be reconfigured to use acstBt configuration if
desired. Prior to installing e-Watch cameras antbéers, a DHCP server
must be running on the network to provide initRldonfigurations.

The e-Watch cameras and encoders are also cordigoreobtain the

SiteWatch server IP address from a DHCP servere@ne cameras and
encoders are operational, they can be re-configiorade a static SiteWatch
server IP address if desired. Prior to installingVatch cameras and
encoders, the DHCP server must be configured twiggothe SiteWatch

server IP address.

The DHCP server may be on the same computer &sitd/atch server or
may be on a different computer.

Configuring the DHCP server to provide IP configioas is beyond the
scope of this document. Consult your network adstriator.

The following instructions are for configuring a ddosoft DHCP server to
provide the SiteWatch server address.

1. If necessary, install and/or start the DHCP seron the DHCP
server.
2. Run the DHCP service manager by clickBtgrt/Settings/
Control Panel/Administrative Tools/DHCP.
3. Define the Vendor Class.
a. In the tree list, highlight the DHCP server thati want to
provide IP addresses to the e-Watch cameras amdersc
b. Click Action/Define Vendor Classedo open the DHCP Vendor
Classes dialog.

c. Click theAdd button.
d. Enter Display name: e-Watch
e. Enter Description: e-Watch Vendor Class
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Click in the ID box directly under th&SCII: label ; the
cursor should appear under h8ClII: label

In the ID box under thASCII: label , enterrEWATCH
Verify that the ID box displays under tBenary label:

45 57 41 54 43 48

Click the OK button, then th€losebutton in the DHCP
Vendor Classes dialog.

4. Define the Predefined Option and Value

a. In the tree list, highlight the DHCP server immagely beneath
the DHCP root.

b. Click Action/Set Predefined Optionsto open the Predefined
Options and Values dialog.

c. SelecOption Class: e-Watch

d. Click theAdd button under th©ption name:  box

e. Enter Name: Server

f. Select Data Type: IP Address

g. Leave the Array box unchecked.

h. Enter Code: 1

J.

K.

i. Enter Description: e-Watch Server

J. Click theOK button.
Select Option Name: 001 Server  (if not already
selected.)

In the Value box, enter the IP address of the\@#tch server.

m. Click theOK button.
5. Configure the Server Option.

a.

If you define the SiteWatch server address aeaes0Option, it
will apply to all defined scopes. If you haveidefl scopes and
want to define the SiteWatch server address atdbpe level,
skip this step and continue with step 6.

In the tree list, highlight Server Options beline DHCP
server.

Click Action/Configure Options to open the Server Options
dialog.

Click the Advanced tab.

. Select Vendor class: e-Watch

In the Available Options box, check the checkimx001
Server.

In the Data entry box, verify that the IP Addrdsplayed is the
IP address of the SiteWatch server.

Click theOK button.

Verify that the Server Options box on the righttee DHCP
Manager now displays a line for Option Name 00v&er
Vendor e-Watch, Value: SiteWatch server IP address.

6. Configure the Scope Option.
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If you define the SiteWatch server address apesOption, it
will apply only to IP addresses within the scopeldress pool.
If you want to define the SiteWatch server added¢gbe server
level, skip this step and back up to step 5.

In the tree list, open the node for the desicaghs, then

. highlight Scope Options below the desired scope.

Click Action/Configure Options to open the Scope Options

dialog.
. Click the Advanced tab.
. Select Vendor class: e-Waitch

In the Available Options box, check the checkliax001
Server

In the Data entry box, verify that the IP Addrdisplayed is the
IP address of the SiteWatch server.

. Click theOK button.

Verify that the Scope Options box on the righttegd DHCP
Manager now displays a line f@ption Name 001
Server, Vendor e-Watch, Value: SiteWatch

server IP address
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CHAPTER 7

General Camera and Encoder
Hardware Installation

Overview

e-Watch® Cameras and Encoders are designed astgesurveillance
cameras that operate over an IP network. These raansnd encoders
represent the state-of-the-art in network videoaillance (Figure 7-1).

Figure 7-1. e-Watch Daylight Camera

Key Features And Benefits

e-Watch Cameras and Encoders operate as part ad-\&latch video
surveillance network. This camera provides highliguanotion and still-
frame imagery for users on an e-Watch surveillaneévork. Motion
imagery may be viewed on one or more viewers otPanetwork. High-
resolution still images are generated when mosafeiected by the camera,
and the images are archived on a network servéerQtamera features
include:

» 10/100 Ethernet interface

* Power delivered via the Ethernet cable - no exiesdapters required
e Simultaneous MPEG, MJPEG and JPEG video capture

* User selectable video motion detection sensitivity

» Static or DHCP IP addresses

» User-controlled zoom (Daylight and Day/Night only)
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Technical Overview

Video Camera

Encoders

Processor

The e-Watch Daylight and Low-Light cameras use @fgssional-grade
CCD camera module with 470 lines of TV resolutibhe camera module
provides user-controlled optical zoom.

The cameras and encoders contain three separate eicoder chips.
These chips may be configured to produce either GHE/ideo, Motion
JPEG, or JPEG images.

JPEG images are captured at a resolution of 708 Wser controls
determine the JPEG capture rate and the amourdrnopression applied.
Compressed image sizes range from approximately lyd&s to 100k
bytes. The maximum JPEG capture rate is 2 imageseoend.

MPEG-1 video is generated at either SIF (352 x 248plution or QSIF
(176 x 112) resolution. The bit rate of the SIF eadstream is
approximately 900 Kilobits per second(Kbps), anel ibit rate of the QSIF
stream is approximately 125 Kbps.

Motion JPEG is generated at QSIF (176 x 112) réwolu The bit rate of a
Motion JPEG stream is configurable, and can bewsak 10 Kbps.

The cameras and encoders contain a PowerPC corerabedded AT/
Nucleus® Real-Time Operating System. Applicatsmftware controls
the camera module, encoder chips, installed optiand supports the IP
network stack.

Network Interface

Power

The camera contains an integrated Ethernet Ineedperating at 10 or 100
Mbps over CATS twisted-pair cabling. The interfaaato-negotiates the
network speed as required, and is fully compliarthwhe IEEE 802.3
Ethernet standard. A wireless Ethernet Interfacalso available as an
option.

The e-Watch cameras and encoders have a wide @frmagwer options.
Please consult the specific camera model manuahflmmation on power
specifications.
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Motion Detection

Options

Installation

The JPEG encoder chip is programmed to continwzlyture and save
uncompressed images into the system memory. TheefP@vprocessor
analyzes differences between adjacent images tectdetotion and to
determine the location of the motion within the gaaUpon detection of
motion, the camera stores the current JPEG or Mirta@es on a network
server based on the configuration selected by ske u

The Camera supports a variety of plug-in option ulesl These include:

« An External Video option card, which provides ihgonnectors for
external video sources.

* A Pan/ Tilt option card, which provides contaabstire outputs to con-
trol a simple Pan/ Tilt camera mount.

* A Dome Interface card, which provides an RS-422 gath to control
a common '‘Dome’ style surveillance camera.

« A wireless Ethernet Interface card, which providesireless network
connection.

The e-Watch camera models have an integrated cahesisaand video
encoder. The e-Watch encoder models provide a BRGhector for
connecting the video encoder to a standard NTSGranThe following
steps apply to both camera and encoder models.

1. Mountthe camera or encoder using any necessatgroer-supplied
equipment.
2.  Connect the coaxial video cable from the extecaatera to one of
the BNC connectors on the e-Watch encoder (encodéeels only).
3. Connect the e-Watch camera or encoder to theonketyy connecting
a CAT5 Ethernet cable to the RJ-45 connector orcéineera or
encoder.
Connect the CAT5 cable to a switch or other netvdevice.
Provide power by one of the following methods@ewer
Requirementsection of this chapter):
a. Connect an external power supply (not supplied).
b. Connect the CAT5 ethernet cable to a certified-spian power
inserter.
c. Connect the CAT5S ethernet cable to an .af switch.

ok
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7.

Verify that the blue LED on the front panel lightp, indicating that
the camera or encoder has obtained an IP addmessfDHCP
server.

IMPORTANT : Write down the hardware (MAC) address printedtio@ outside of the

IMPORTANT:

camera or encoder, and its location; you will ngeslinformation later.

If installing an encoder, write down the BNC conteedo which the
coaxial cable is attached; the top connector igwid and the bottom
connector is video 2.

Customer-Supplied Components

It is assumed that the customer has already iedtall SiteWatch Server,
and that the server is functional. It is also assdithat the customer has
suitably configured network switches and routerddifional information
on these topics may be found in TEC-0007-001 e-kVa&andwidth
Requirements.

To add the camera to the e-Watch network, the oustanust supply the
following items:

Precautions

Ethernet Cabling
Suitable camera mount
Appropriate power equipment for the specific caanarencoder

Suitable multicast capable Ethernet 10/100 Swaitith an available
port

Handle The Camera With Care
Do not drop, shake or subject the camera to excesgiration.

Damage may occur due to improper handling, storageansportation.

Do Not Attempt To Disassemble The Camera
Risk of electrical shock is present.

Service should be performed by qualified servicsqenel.

Do Not Expose The Camera To Rain Or Moisture

Camera usage in outdoor or high-humidity areas iregua suitable
environmental housing.
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Disconnect power if the camera becomes wet. Sasicedrom qualified
personnel.

Do Not Use Strong Or Abrasive Cleaners

Use a clean, dry cloth to clean the housing. Dousa paper tissue or
towel.

Clean the lenses with lens tissue or with cottoth armild lens cleaning
solution.

Do Not Operate The Camera Beyond The Specified Rati ngs

Operation of the camera in environments exceedimgg Specifications
requires a suitable environmental housing.

Mount The Camera Securely

The installation method and materials used shoellddpable of supporting
four times the combined weight of the camera, lesnsd associated
peripheral devices.

Site Selection

Select a location for installation of the camerie Tocation must be clean
and dry, and the temperature and humidity must exteed the

Environmental Specifications. Failure to do so meagult in equipment

failure and loss of warranty protection.

Avoid locations where sunlight falls directly oretbamera.
* Sunlight will 'wash-out' the camera's image.

« Direct sunlight may overheat the camera.

Lens Selection

The cameras contain a variable zoom lens, whichdeguate for most
camera applications (Figure 7-2 and Figure 7-3).

Figure 7-2. Wide Shot, 100" distance
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Figure 7-3. Tight shot, same distance.

The CS-Mount camera is equipped with a CS-mountrfounting third-
party lenses and adapters.

Low-Light Behavior

Daylight Camera

The Daylight Camera is equipped with a color cameradule. This
module has a sensitivity of 3.0 Lux to 0.2 Lux, eeging on the selected
shutter speed. This camera is intended for daytisee and is not equipped
with any features to enable its use under pootifighconditions.

As the ambient light gets progressively darker, ¢henera’'s image will
become noisy, and produce the 'snow' seen on $&lavisets between
channels. Given the 1.0 Lux sensitivity, thislWwegin to occur at lighting
conditions similar to sunrise or sunset.

This video noise is somewhat dependent on the atafuroom, and on
any adapter lenses that may be in use.

To operate the camera below approximately 1.0 exiernal illumination
must be provided. In many applications, this mayabeomplished with
ordinary floodlights or streetlights.

Low-Light Camera

The Low-Light camera is equipped with an enhancachera module,
improving the sensitivity of the camera under pbghting conditions.

This is done under user control, by removing theea's internal color
filter. This improves the sensitivity of the cameslowing operation of the
camera down to .02 Lux. This corresponds to lightionditions similar to
that of a quarter moon. The user can further imprthe sensitivity of the
camera by reducing the shutter speed - longereshiittes provide more
sensitivity.

Note- The LowLight Camera produces monochrome (Black-&fidte) images when
this low-light feature is in use.
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Infrared llluminators

When the low light camera is operated with the cblter switched out, it
is sensitive to infrared illumination. This allowlse use of the camera in
scenes which are apparently dark as viewed withamuayes, but which
are well-illuminated by infrared light.

A variety of infrared illuminators are availabl®in several manufacturers.
These illuminators typically require a source o¥/d2 DC or 120 Volt AC
power, which is not provided by the camera.

Inexpensive IR illuminators typically use an ar@yinfrared LEDs, and
require 12 VDC power. They produce invisible inéarlight with a
wavelength of approximately 940 nanometers. Thag te be directional,
producing a 'beam' or narrow cone of infrared ligimd, as such, are less
effective at illuminating a wide scene. They amodimited in the amount
of optical power they can produce.

More expensive IR illuminators use special infrafledd lamps, powered
by 120 volts AC. These illuminators can illuminateler fields of view, or
can be used at greater distances.

CS-Mount Camera

The CS-Mount Camera has the same basic componerttse aDaylight
Camera without integrated zoom and optics. Custsraee required to
supply their own lenses. The Entry-Level Camera &aCS-mount for
attachment of an appropriate lens.

Camera Mounting

e-Watch Cameras are equipped with standard 1/4-@0nting threads
located on the top and bottom surfaces of the snoboas shown (Figure 7-
4).

Figure 7-4. Camera Surfaces with Mounting Threadsdted
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This threaded hole makes the camera compatible avitide variety of
camera mounting brackets and enclosures. Wherllingtdne camera on a
mounting bracket, care should be exercised to enthat the mounting
screw protrudes no more than 3/8" (10 mm.) into ¢henera to avoid
damage to the internal camera module.

The camera weighs 1 Ib. 14 oz. As a rule of thutine,mounting bracket
selected should be capable of supporting 3 timesvisight of the camera.
Visit www.e-watch.com/accessories.htior a list of suitable mounting
brackets.

Cabling Requirements

Cable Type

e-Watch cameras and encoders must be connectegdd an a suitable
Ethernet switch. The user must provide the necg<sdaling.

e-Watch Cameras and Encoders require ordinary CATFshielded

Twisted Pair (UTP) cabling, commonly used for 100p0d Ethernet. This
cable must be compliant with the ANSI/TIA/EIA 568asdard for

Category 5 Data Cables. In addition, the cabliny meguire compliance
with local building codes. Verify building code rggements prior to cable
installation.

Ethernet Connectors

The camera's rear panel has an Ethernet-standaodi®an RJ-45 socket,
which accepts a standard Ethernet RJ-45 plug (Eiguf).

1 TX+
2 TX-

3 RX+
4 GND
5 GND
6 RX-

7 -48V
8 -48V

Figure 7-5. The Pinout of the RJ-45 Socket on then€ra
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Network switches, on the other hand, have the TX qad the RX pair
positions exchanged as shown. This allows the @isst@ight-through"
cables when connecting the camera directly to &chwi

1 RX+
2 RX-
3 TX+

4 GND
5 GND
6 TX-

7 -48V
8 -48V

Figure 7-6. Straight-Through Cable PinOut

Straight-through Connections

"Straight-through" cables may be purchased fromaaety of sources.
Check with networking equipment suppliers in yorgaa

Testing The Cable Installation

Prior to using the cable, test the cable to vetifyt the cables have been
terminated correctly. A variety of cable testilsganners" are available.
These testers range widely in price and sophigticabut all of them will
at least verify the correct wiring of the cabled€n-end.

If you are powering your camera via the Etherndilegathere is an

additional requirement. Power-over-Ethernet requirthat the DC

resistance of each wire, end-to-end, must be hess 20 ohms. The more
advanced TS-680A listed above will measure thieatly, but is quite

expensive. To measure this with a common ohmmeter:

e On the far end of the cable, short pin 4 to 5 jgind7 to 8.

« On the near end of the cable, measure the resestagtween pin 4 and
5, and between pins 7 and 8.

» The DC resistance should be less than 40 ohmacim ease. The num-
ber of ohms is doubled in this case because wmeaasuring the cable
in parallel instead of singly.

Camera And Encoder Replacement

SiteWatch uses a camera’s hardware, or MAC, addasss® unique
identifier. When you add a new camera to the ndtw®iteWatch detects
the new MAC address and automatically creates acawera definition.

If you need taeplacea camera or encoder, you probably want to keep the
association between the existing camera definiiod the new camera
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device. That way, you do not have to change yoapsnand you can
continue to browse previously archived images.

Follow this procedure teeplacea camera or encoder:

1.
2.
3.

4.

5.
6.

Disconnect the old camera from the network.

Log on to ViewWatch and clidRefine Camerasin the Define Menu.
Locate the camera in the camera list, click ghhght it, then click
the Edit button.

Change the MAC address to match the MAC addregseaeplace-
ment camera.

Click the OK button.

Connect the replacement camera to the network.

SiteWatch will automatically associate the replaesincamera with the
existing camera definition. Browse archived imagesverify that the
replacement was successful.
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CHAPTER 8

Installing the ViewWatch™ Module

Overview

The ViewWatch™ module is the main interface for teReMNatch®
Situational Awareness System. There are two typesViewWatch
stations— local and remote.

Local stations can receive multicast video; thathey are contained as part
of the network that has multicast capabilities ta d&rom the e-Watch
cameras. These stations can view multiple videzasts simultaneously.

Remote stations, on the other hand, cannot reckreet multicast video
from the e-Watch cameras. These stations are ysigathted outside the
main network or connect via the Internet. They i®ive a maximum of 4
unicast video streams as long as there is an atiegaadwidth connection.
These stations do not allow server reports or \ngvmore than 4 screens at
a time, and their latency is greater. The main fietieese stations provide
Is that they are not bound to the main network.yTé@n work from any
wired or wireless point as long as the bandwidtwilable.

Installation

Hardware Requirements

The following is a list of the minimum hardware wag@ments for the
ViewWatch module.

Operating System
The ViewWatch module has been tested and is suggbam Microsoft®

Windows 2000, Windows XP, Windows Vista, Windows and all
Windows Server operating systems.
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Software

Processor
Memory
Storage

Peripherals

Display Settings

Microsoft® Internet Explorer, Version 7 or above
Microsoft® Media Player, Version 9 or above

3 GHz Intel P4 or AMD K7 Processor w/256kb L2 cadhn better

1GB of RAM

5 GB Hard Drive minimum

The standard manufacturer supplied peripheralslghmei sufficient, with
the exception of the video card. Because of theuree demand to render
video, you should have a video card that has 12&viBiore of onboard
RAM. Some of the usual supplied peripherals include

Monitor capable of 1024 x 768 pixels at 24 bitazol
Keyboard

Two button mouse

Video adapter, 128MB or more with 1024x768 resolut
10/100 Network Interface Card

Modem optional for telephony features

Audio card, for optional audio alerts

CD-ROM Drive

The following are instructions for configuring tlaésplay settings of the
machine to those supported by the ViewWatch moddMiewWatch
supports 1024 x 768 or higher.

Nogh~wNE

@

Click theStart button on the Windows task bar.

Move the mouse to settings.

Click on Control Panel.

Double Click on Display.

Click the settings tab.

Set the colors to True Color.

Set the Screen areal024 by 768  (or higher, se&electing
Monitor Resolution®elow).

Click theOk button.
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Configure Internet Explorer
Following are instructions for configuring Interri&tplorer version 6.
NOTE

ViewWatch is designed to run correctly in the In&trExplorer “Internet

Zone” with the default security settings. Howetetake full advantage of
the ViewWatch display area it is necessary to ruewWatch in the
“Trusted Sites” zone. Follow these instructionsrton ViewWatch as a
Trusted Site.

From the Internet Explorer Tools menu, click intt Options.
Click the Security Tab.
Click Trusted Sitesthen click theSitesbutton.
Uncheck thé&kequire Server Verification (https:)
for all sites in this zone checkbox.
Click In theAdd This Web Site To The Zone box.
Enter the IP address of the e-Watch server.
Click theAdd button.
Verify that the IP address of the SiteWatch seiveisplayed in the
Web sites: box.
9. Click theOK button.
10. Click theYesbutton on the warning window askingré you
sure you want to change the security settings
for this zone?
11. Click theOK button in the Internet Options dialog.
12. Close Internet Explorer.

PonNPE

© N O

Hide The Windows Task Bar

To take advantage of the full screen resolutiony gy need to hide the
Windows task bar.

1 Right-click an empty spot on the Task Bar.
2.  Select Properties.

3. Uncheck thélways On Top checkbox.
4.  Click theOK button.

Installing The ViewWatch Module

The following procedure will install the ViewWatechodule software on a
multiple-screen monitor station. Please be advibesl installation will

change some default settings in Internet Explosaewell as automatically
starting the ViewWatch module. This installationosld be done on a
dedicated machine. Single-screen ViewWatch modd@snot require
installation.
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The e-Watch installer is able to detect and upg@uexisting e-Watch

installation of Version 2.3a or higher without lafauser data. The installer
creates a folder on the e-Watch Server under Btagfams for the various
e-Watch executables. The executables consist airae@a Configuration

Utility, Wireless Utility, and Media Player Filters

1. Choose a name for this ViewWatch Station. Itdsgible to use the

computer's network name, or a different name.

Insert the e-Watch CD in the computer's CD drive.

Click theStart button on the taskbar.

Click theRun button.

Enter the following, where D is the drive lettéryour CD-ROM

drive: D\\SETUP.EXE.

6. Click OK.

IMPORTANT: Carefully read the license agreement. If you agse the license
agreement, click th&es button. If you do not agree with the license agreet,
click the No button. The license agreement specifies the temmisconditions of
the e-Watch software. If you do not agree withlibense agreement, the installer
will not proceed with the installation.

7. Click theNext button on the Choose Destination Location screen.

8.  Click the ViewWatch radio button on the Setup &gareen, then
click theNext button.

9. Click theYesbutton when asked if you know the name of the
SiteWatch server.

10. Enter the network name of the SiteWatch sethen click theNext

ogkwp

button.

11. Click theYesbutton when asked if you know the assigned name of
this station.

12. Enter the name of the computer chosen in stepem,click theNext
button.

13. ClickFinish on the Maintenance Complete screen.

Start And Define ViewWatch Stations

The ViewWatch installation creates two shortcutse @hortcut is installed
in the start menu and is used to autostart theesysthe other shortcut is
on the desktop and is used for manual starts. Bbtntcuts contain the
settings entered during the installation.

Start Internet Explorer

1. Iflocal, navigate tdttp://<SiteWatch server>/ewatch/
logon.asp . The ViewWatch installation procedure creates a
shortcut on the desktop named e-Watch that pairisis URL.
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2. If remote, navigate tbttp://<SiteWatch server>/
ewatch/rlogon.asp.

3. Log on with userIDadministrator and Password:
administrator.

4. If the ViewWatch installation procedure has baenon this
computer but the station name has not been defymedmay receive
the following messag&Varning: unknown station name
'<name>' . This is normal; click th©K button to dismiss the
message.

5. The first time that the logon screen is displayed may see an
Internet Explorer information bar and the ViewWatcstallation
message shown in Figure 8-1. CIOK, then click the information
bar to install the ViewWatch components.

W Thes websion warks to install the Folowsrg add-on; YiewWWabch,cab' from ‘e-Watch Corporation’, IF youw trust the website and the add-on and wane to mstal i, ciidk here. .

Windows Intemet Explorer I i ﬂ

"j The Viewtakch(tm) Activel contral is nok inskaled, or i disabled by your Intemet Explorer secunky settings.
L

If wout see an Information Bar gt the tap of the pags, cick the bar bo indtall or enabis the Yiswiat chilim) Activel
“control,

Figure 8-1. ViewWatch Installation Message

6. Windows will display the Security Warning shownHigure 8-2.
Click the Install button install the ViewWatch coonents.

Internet Explorer - Security Warning - 5'

Do you want to install this software?

ﬁ Mame: ‘Wiewinatch,cab
F‘ul:nlis_ljer: _E—WaI:ch Corporation

% |M|:|re options Install | Daon't Inskall I

g wihile files from the Internet can be useful, this file bvpe can potentially harm
wour computer, Only install sofbware from publishers wou trast, What's the risks

Figure 8-2. IE Security Warning
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7.

http:/192,199,75.175 ev | Internet | 2

g -- Webpage Dialog _>5_|
I:é’: htkp: /192,199, 75,179 evakchftrustedsite. aspiserver= 1:_1

The next time that the logon screen is displayed,may see the
ViewWatch Trusted Site message shown in Figure Gh8k Yesto
make the e-Watch server a Trusted Site.

ViewwWatch™ works best when viewed in full-
screen mode, which reguires that the e-Watch
server (192.199.75.179) be a Trusted Site.

Do you want to make the e-Watch server
(192.199.75.179) a Trusted Site?

Mo l

" Do not ask me again

Figure 8-3. Trusted Site Message

Change The Predefined Passwords

1.

©COoNO WD

Click Define Usersin the Define Menu. The Define Users dialog will
open.

Select administrator from the pull-down list.

Enter a new password.

Click theOK button. The Verify Password dialog will open.

Enter the new password in the Verify Password box

Click theOK button in the Verify Password dialog.

Click theOK button in the Define Users dialog.

Repeat steps 2 through 5 for the predefined tigagsr and user.
Record the new passwords in a safe place.

Define The ViewWatch Stations

1.

N

ook ow

Click Define Maps in the Define Menu. The Define Maps dialog will
open.

Click theSites And Monitor Stationsbutton. The Site And Monitor
Station Definition dialog will open.

Click the Monitor Stations tab.

Click theAdd button.

Enter the station name in the Name box.

Enter the computer IP address in the Address box.
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7. If secondary screens will be used for this MarBtation, enter the IP
addresses of the secondary screen computers 8ettendary
Addresses box.

8.  Click theUpdate button.

9. Repeat steps 4 through 8 for additional MonitaitiSns.

10. Click theOK button on the Site And Monitor Station Definition
dialog.

11. Click theOK button on the Define Maps dialog.

Installing Secondary Screens

Secondary screens are used only to display viddcaea controlled from
the primary screen. A keyboard and mouse are deedky for initial
installation.

Display Settings

The following are instructions for configuring thlsplay settings for
secondary screens.

12. Click theStart button on the Windows task bar.

13. Move the mouse to settings.

14. Click on Control Panel.

15. Double Click on Display.

16. Click the settings tab.

17. Set the colors to True Color.

18. Set the Screen aread@0 by 600  (or higher, se&electing
Monitor Resolution®elow).

19. Click theOk button.

NOTE

ViewWatch is designed to run correctly in the In&trExplorer “Internet

Zone” with the default security settings. Howetetake full advantage of
the ViewWatch display area it is necessary to ruewWatch in the
“Trusted Sites” zone. Follow these instructionsrt;m ViewWatch as a
Trusted Site.

Configure Internet Explorer

1. From the Internet Explorer Tools menu, click intt Options.
2.  Click the Security Tab.
3. Click Trusted Sitesthen click theSitesbutton.
4. Uncheck th&kequire Server Verification (https:)
for all sites in this zone checkbox.
5. Click In theAdd This Web Site To The Zone box.

51



| |Chapter 8

6. Enter the URL of the e-Watch server.

7.  Click theAdd button.

8.  Verify that the URL of the SiteWatch server isplayed in the Web
sites: box.

9. Click theOK button.

10. Click theOK button in the Security Settings dialog.

11. Click theYesbutton on the warning window askingré you
sure you want to change the security settings
for this zone? "

12. Click the General Tab.

13. Click in theHome Page Address box.

14. Entemttp://<SiteWatch server>/ewatch/
monitorlauncher.htm :

15. Click theOK button in the Internet Options dialog.

16. Close Internet Explorer.

17. Inthe Windows task bar, right-click tBgart button.

18. SelecDpen All Users

19. Double-click thé’rograms folder icon to open the folder.

20. Double-click thestartup folder icon to open the folder.

21. Click and hold the Internet Explorer icon on tlesktop, drag it into
the opertStartup folder, and release the mouse button to create a
shortcut to Internet Explorer in tiStartup folder.

22. Close thé&tartup folder.

23. Close Internet Explorer.

Changing The Port Number

Secondary screens listen for connections from VieteW stations on port
50001. If you wish, you can change the port numb&ppend

?port=nnnn to the monitorlauncher.htm URL described in the
preceeding section. For exampldip://<SiteWatch server>/
ewatch/monitorlauncher.htm?port=nnnn . If you specify a

port number other than 50001, you will need to aplpee colon and the port
number to the secondary address in the ViewWatatiot definition, for
example,192.199.75.106:5005 (seeDefine The ViewWatch Stations
above).

Enable Automatic Logon

Since secondary screens are controlled from timegoyi screen and do not
need a keyboard or mouse, it is highly desirablertable the Windows
Automatic Logon feature.

See the Microsoft Knowledge Base Article 234562 ifwstructions on
enabling the Automatic Logon feature in Windows @@0ofessional.
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See the Microsoft Knowledge Base Article 315231 ifwstructions on
enabling the Automatic Logon feature in Windows MBme Edition or
Windows XP Professional.

Selecting Monitor Resolutions

ViewWatch video panes can display video of ang.sihe video image is
stretched or compressed as required to fit intsétected video pane size,
while maintaining the original aspect ratio. Howevine more that the
image is stretched or compressed, the higher thekloaml on the
computer’s CPU. ViewWatch displays the current QRllzation in the
menu bar for monitoring purposes.

You can minimize the workload on the computer’'s CBselecting the
monitor’s resolution so that the video pane sizesaa close as possible to
the video’s original size. The original size of Siileo produced by e-
Watch cameras is 352x240 pixels, and the originad sf QSIF video
produced by e-Watch cameras is 176x112 pixels.dxample, suppose
that you wish to display SIF video in 9 video paagsnged in three rows
and three columns. The total size of the videtént3*352 by 3*240, or
1056x720. You should select a monitor resolutionclse to this as
possible; 1024x768 works well. If you have a wideegn monitor and
wish to display SIF video in 12 video panes arrangehree rows and four
columns, then the total size of the video would4b852 by 3*240, or
1408x720. You should select a monitor resolutiodB0x768.
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CHAPTER 9

Setting Up the ViewWatch™
Module

Typical ViewWatch Monitor Station

A typical console style monitor station is PC-bgsethning Microsoft®
Internet Explorer. It can support unlimited VGA nitons, but the standard
configuration is 1 to 4 monitors. One of the morstes configured as the
Primary Screen, and the others are configured asrnsary Screens. The
primary screen is used for configuring the systeh f@r viewing selected
images or videos. The primary screen also conttblsecondary screens.
Secondary screen computers do not need a floppse,dkeyboard, or
mouse. Each secondary screen is capable of disglaglected cameras'
video in full screen, or in an array of video pan&dMonitor Station may
also consist of only the primary screen. Figure Blustrates a typical
monitor station.

Figure 9-1. Typical Monitor Station
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Logging On

Roles

User Role

Investigator Role

SiteWatch™ uses the Windows Internet Explorer Bewsnd the
ViewWatch™ module to provide the user interfacel mbnitoring and
surveillance activity performed by security perseine conducted through
this interface. Before using the system, the usastriog on. After logon,
the SiteWatch Server loads a series of HTML pagdsch provide the
entire user interface. It is assumed that the hasrbeen assigned a User
ID, password, and level of access. It is also assuthat the system has
been properly configured and is ready for use.

The system grants access to users at one of tbtheraation levels, or
Roles. The System Administrator determines theaetgned to each user.
There are three pre-defined Rolgser, Investigator, andAdministrator .
Additional custom Roles can be created to accomigosigecial security
needs.

Users who log on with the User Role may perform filowing system
functions:

» Assign cameras to panes in the primary and secgisdeeens

» Control the screen format (number of panes) in\adgo window

* View cameras

* View zones

e Save and load presets

* Use basic camera controls

Users who log on with the Investigator Role haverysermissions plus
permission to Browse the archives and generateri&epo
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Administrator Role

Custom Roles

Log On Screen

Users who log on with the Administrator Role haillesgstem permissions.
In addition to User and Investigator permissions,Aaministrator may
also:

» Configure cameras

* Manage the users and roles

* Adjust the various encoder parameters

» Define cameras

» Define zones

» Define events

* Define maps

* Use advanced camera controls

Users who log on with the Administrator Role cafireadditional Roles.
See below for more details.

To log on, double click on the-Watch icon located on the PC Desktop.
The log on screen as shown in Figure 9-2 will appea

userio: [
password: |

Load last settings Full screen

[ Logon [N

Figure 9-2. SiteWatch Log on Screen

To log on, enter your User ID and password andkdlie Logon button.
After logging on, the Primary Screen will display.

If you check “Load last settings”, the ViewWatcheusnterface will be
restored to the settings in effect the last time pgged off.

If you check “Full screen”, ViewWatch user interéawill be opened in a
full screen window. Otherwise, the ViewWatch useteiface will be
opened in a normal window that you can resize.
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If Your Desktop Does Not Have An e-Watch Icon

« Tolog on locally opemnternet Explorer, enter the addressttp:/
/<server name or IP Address>/ewatch/logon.asp and
pressENTER.

» If you are logging on remotely, open Internet Expl, enter the
addresshttp://<server name or IP Address>/ewatch/
rlogon.asp and pres&ENTER.

* If you are logging on to a multi-screen monitatiin, open Internet
Explorer, enter the addreddtp://<server name orIP
Address>/ewatch/logon.asp?station=<name> (<name>
is the name assigned to the station) and [EBSER.

See Figure 9-3 for an example of the Internet Engpléddress field.

; Laogon - Microsoft Internet Explorer

File: Edit Wiew Favorites Tools  Help

@Eack r&d Iﬂ Lﬂ _:I | Jf-':Searn:h -.Z'I:'EI'Favn:nrites @{|

Address [&] http:/{192.199.75. 180 ewatchflogon.asp ~| Edso |

Figure 9-3. Internet Explorer Address Field

The SiteWatch system is pre-programmed with thedaudt User IDs that
can be used if you have not been assigned a User fassword. If you
have not been assigned a User ID and passwordhenid your first time
to log on to the system, entadministrator as both the User ID and

the password and cIi . For security reasonsptsswords for

these IDs should be changed or the IDs should letedieafter users have
been defined. If you are already logged on but woeslog on as a different
user, clickLogon in the Actions Menu to display the log on screen.

Logging On Remotely

The SiteWatch system allows users to log on frorenaote location. The
first time a ViewWatch connection is made to a\Bfiéch server, the video
filter is downloaded. This process installs the assary applications to
view SiteWatch video.

To log on to SiteWatch from a remote system, opgarhet Explorer and
type in the addreshttp://<server name or IP Address>/

ewatch/rlogon.asp and click s
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Bandwidth Option

The remote logon screen offers the choice of “Lesotution” or “High
resolution”. If you select “Low resolution”, onlyh¢ cameras’ low
resolution video streams will be displayed. Uses thption for low-
bandwidth connections.

Available Bandwidth Option

If you choose the “Low resolution” option, the reiemdogon screen also
offers an “Available bandwidth” option. Choose yawailable bandwidth
from the pull-down list prior to logging on. Sitet&h will attempt to keep
the total bit rate of all Motion JPEG streams sémtyour remote

ViewWatch station below the selected bit rate. Tdption does not affect
the bit rate of QSIF MPEG streams.

Motion JPEG Only Option

If you choose the “Low resolution” option, the reimdogon screen also
offers a “Motion JPEG Only” option. To use this iopt, the registry value
AllowAutoMjpeg on the SiteWatch Server must betedtue. You can use
this option to take fullest advantage of the AvalgaBandwidth option.

Protocol (TCP or UDP) Option

The remote logon screen offers the choice of u3iG& or UDP as the
video transport protocol. The TCP protocol is gatgad to work within
Network Address Translation (NAT) firewalls, and usually the best
choice. On the other hand, the UDP protocol reguiless network
overhead and may be preferable in situations whpeaket re-tries are
frequent or bandwidth is at a premium. If you seldbP, you must also
specify an IP address, usually the IP addressaf MAT router, and a port
number. You must then configure your NAT routerfeoward packets
addressed to this port to your ViewWatch statianiernal IP address.
Details of configuring the NAT router are beyonce tscope of this
document.

Using Local Cache

Normally, e-Watch pages are downloaded from theesexach time a user
logs on. This guarantees that the latest pagealasys used. For users
who have a very slow connection or who experiemeguent network
interruptions, better performance may be obtaingdubing Internet
Explorer’s local cache.

To log on to SiteWatch from a remote system andheséocal cache, open
Internet Explorer and type in the addréstp://<server name or

IP Address>/ewatch/rlogon.asp?cache and click = @ o

58



| |Chapter 9

Single-Pane Logon

The Single-Pane logon enables a user to log on evith a single video
pane displayed. This type of logon might be usedmwwideo streaming is
only available over low bandwidth, such as via tlte link. Attempting
to view more than one pane of video over low baxdthvicould cause
system errors. To log on to SiteWatch with onlyregke video pane, open
Internet Explorer and type in the addré#tp://<server name or

IP  Address>/ewatch/logon.asp?station=1bw and click

f?GD

Auto Logon

Auto logon (autologon.asp) enables a user to lagittmout going through

logon security. A password is not required andisdirs are logged on with
the Administrator Role. Automatic logon is desigrfed users who are
already considered secure, perhaps operating fridimmva secure location.
Before using Auto logon, it must be enabled atdbever. When the auto
logon feature is disabled, automatic logon is rassble.

Dual-Head Logon

Dual head logon is a special feature that allowsllascreen secondary
window to run on the same computer as the primangew. This allows
the station to have both a primary interface cdrstystem and a full screen
monitor station at the same time.

Before the system can run in dual head mode yout mepare your
computer as a hamed station. You must create astawon with one
secondary monitor. Enter your computer's IP addassboth the primary
and secondary IP. Refer to the previous chapteldtails.

To log on to SiteWatch as a dual-head station, dptmnet Explorer and
type in the address:

http://<server name or [P  Address>/ewatch/
logon.asp?station=<station name>&DualHead=true

and click = &g

Additional URL Parameters

Additional parameters can be appended to the URhefogon screen to
accommodate special situations. A question markt rprecede the first
additional parameter, and an ampersand must protteedecond and
subsequent special parameters (Figure 9-4).
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|E Fetp: [l <server =fewatchilogon, asprbandwidth=highstreamtype=LI0Pkudpaddress=192. 1858, 75, 1 0%8adpport=7000 ﬂ

Figure 9-4. Additional URL Parameters

Streamtype URL Parameter

ViewWatch normally receives multicast video packegisoduced by

e-Watch cameras. In some cases, it may not bebp@dsr the network to
route multicast packets from the cameras to thev¥iatch station. In

these cases, ViewWatch can receive TCP or UDP sisickom the

e-Watch server. If you use the streamtype=UDP pat@myou can also
specify your IP address (usually your router’s mxdélP address if you are
behind a NAT firewall) and a port humber (the défas 50000). For

example:

http://<server>/ewatch/logon.asp?streamtype=TCP
http://<server>/ewatch/logon.asp?streamtype=UDP

http://<server>/ewatch/

logon.asp?streamtype=UDP&udpaddress=192.188.75.108&pport=
7000

If you use streamtype=UDP and view more than ongeoji then
ViewWatch will use the specified port number foe thrst video and
increment the port number by 1 for each additiorideo (e.g. 50000,
50001, 50002, etc.). You must program your NAT eotd forward each of
these port numbers to your ViewWatch station’sd@rass.

Bandwidth URL Parameter

ViewWatch normally displays high resolution videbem configured with
four or fewer video panes, and low resolution viddwen configured with
more than four video panes. You can use the barldwI&L parameter to
make ViewWatch display high resolution video or logsolution video
regardless of the number of video panes. For exampl

http://<server>/ewatch/logon.asp?bandwidth=HIGH
http://<server>/ewatch/logon.asp?bandwidth=LOW

Maxpanes URL Parameter

ViewWatch normally allocates resources for up tdesn video panes. If
you have a powerful computer and wish to displayentban sixteen video
panes, use the maxpanes URL parameter to have \a&h\Vdllocate the
necessary resources. For example:

http://<server>/ewatch/logon.asp?maxpanes=32
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Combining URL Parameters

You can combine URL parameters by using an ampeér&anbetween the
parameters. For example:

http://<server>/ewatch/logon.asp?streamtype=TCP
&bandwidth=LOW&maxpanes=32

Interactive Logon

The logon methods described above are ideal farclsing ViewWatch
using a desktop shortcut. ViewWatch also offersgoh screen that allows
you to select ViewWatch options interactively. Tispdlay the ViewWatch
interactive logon screen, enter one of the follgviaddresses in the
Internet Explorer address field:

http://<server>/ewatch
http://<server>/ewatch/default.asp

After you log on, your selections are automaticabiyved for the next log
on. The interactive logon screen includes the Yalhg selectable options:

Full Screen &

Station Name
Preset K&
Max Video Panes
Max High Resolution Panes
Video Protocol
IP Adddress For UDP [EZREENERI:
Port Number For UDP [GuY]
Window ID |4

Save As File

Figure 9-5. Interactive Logon Options

Full Screen

If you check “Full screen”, ViewWatch user interéawill be opened in a
full screen window. Otherwise, the ViewWatch useteiface will be
opened in a normal window that you can resize.
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Station Name

Preset

Max Video Panes

Select a station name from the pull-down list to YiewWatch as a named
station. Named ViewWatch stations can use advareatlires such as
multiple video monitors and automatic report schiedu

Presets store all of the ViewWatch settings, iniclgdvideo pane
configuration, loaded sites, map display, etc. ¥an save presets using the
ViewWatchManage Presetdialog. If you select a preset in this list, then
the preset will be loaded into ViewWatch after yiog on. There is a
special preset in this list,ast Log Off Select this preset to restore the
ViewWatch user interface to the settings in eftbet last time you logged
off.

While ViewWatch is loading, system resources asemeed for a fixed
maximum number of video panes. The default maxinsuh® video panes,
but you can select a larger number from this 8sllecting a larger number
will allow you to configure more video panes, buwill take ViewWatch
slightly longer to load.

Max High Resolution Panes

Video Protocol

To help conserve bandwidth and system resourcegjdfault behavior of
ViewWatch is to automatically switch from high r&gmn video to low

resolution video when there are more than this rermobvideo panes. You
can adjust the default behavior to suit your corepuind operating
environment by selecting a different number frons tist. If you select

zero, then low resolution video will be displayed all video panes.
Remember that you can always select low or higbluésn video in each
video pane individually.

Select the network protocol to be used for deliwgwideo streams to the
ViewWatch video panes. The default is Multicast,ichhis best for
conserving bandwidth but requires special netwodnfiguration. If
Multicast does not work, you can select eitheeftivo unicast protocols,
UDP or TCP. UDP works well on local networks butlwiot work on a
wide area network without special router configuorat TCP requires the
most network overhead but will work on any netwarkl the Internet.

IP Address For UDP
Port Number For UDP

If you select UDP as the video protocol you mayentventer an assigned
IP address and port number. Consult your netwonkimidtrator for
guidance.
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Window ID

Save As File

This option is used to give ViewWatch unique windoames for use on
computers with multiple video monitors and is notmally required. See
the SiteWatch Administration Guide for details.

This button is provided as a convenience for sayowy selections as a file
on the e-Watch server. Saved selections can be tssealto-launch
ViewWatch. See Auto Loading With Presets And Lo&ahection Files.

Defining And Editing Users

To add new users to the system, or edit or dehetsetalready added, click
Define Usersin the ViewWatch Define Menu, then click the Ustb to
display the Define Users screen as shown in Figuse Only a user with
the Define Permissions permission can define users.

Users I Ramote Users | Rolas | camara Groups |
Lsar | ¥
Userid |
Password |
Narm |
Rols | Administrator =

Save Cangal j |

Figure 9-6. Define Users Window

If a user has already been defined, that individuaime will appear in the
drop downUser menu. If you wish to edit a user definition, séldtat

user's name, make the necessary changes, and Save .. To
delete a user, select that user from the menulaoskdd  palete |

SiteWatch has four predefined UserlDs as describetiable 9-1. After
initial logon, you should change your UserID andgweord.
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Table 9-1. SiteWatch Predefined UserlDs and Passsvor

UserIlD Password
administrator administrator
investigator investigator
user user
To add a new user, clic Mew | . Fill in the followingfammation

as shown in Figure 9-7:

* UserlD: The UserID you wish to associate with the new.use

» Password The new user's password. For security, astewskappear
as you type. After entering a passwor®eaify Passwordwindow
will appear. Enter the password again in this wiado

* Name The name of the new user.
* Role The role of the new user.

Lisers l Remote Lsers | Rolas | Camera EruuuﬁI

User | =

isertd [ismith

Fasgword |- (TTTTTT]

Name |1ohm Smith

Role | Administrator =

Save Cancel |

Figure 9-7. Adding a New User

UserIDs and passwords are case sensitive. For dégamRPmith is
different fromrsmith

Click saye | to save the new user «  cCancel | to cancel
user definition.

Using Active Directory To Authenticate Users

If your network includes a Microsoft Active Direcyo(AD) domain you
can use AD to authenticate users. The domain nast kA server that is
running AD and Lightweight Directory Access Protb@dAP). Windows
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Remote Users

domain controllers usually run AD and LDAP. Follthese steps on the e-
Watch server to enable AD authentication:

1. Use the Windows Service Manager program to chémgégon
account for the e-Watch service.
> The logon account must be an AD domain accountcidra
authenticate users. A domain administrator accaamnks well.
> The logon account must have the “Log on as acghyolicy on
the e-Watch server.
2. User the e-Watch Server Application to set thegestry values:
> ActiveDirectoryAuthentication = true.
> ActiveDirectoryServer = the IP address of the ADAP server.

If you enable AD authentication, then the e-Watetvise will first attempt
to authenticate a user using the password seteiretWatch Permissions
dialog. If that fails, or if the password set i Watch Permissions dialog
is blank, then the e-Watch service will attempatihenticate the user by
using LDAP to access the AD on the AD/LDAP server.

The e-Watch server need not to belong to the ADaionif it does not, the
local account name and password used for the el\&dcvice logon
account must exactly match an AD domain administratcount.

If you are using the MultiServer module, you cafirderoles for users on
remote systems who may have access your camerels Déffine Usersin
the ViewWatch Define Menu, then click the Remoteetdstab to display
the Define Remote Users screen as shown in Fig8te 9

Uzers t Remote Users I Roles ] Camera Gn:\ui:usl

Remote Server | JaalRDKP =

Default Role | User =

. Bemate User |) (John) =]

Figure 9-8. Remote User

The Default Role is used for each user on the rersypttem when they are
accessing your cameras, unless you assign a spextédi You can assign a
specific role to a user on a remote server by setpthe user from the
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Remote User list and the desired role from the Mste See Chapter 22,
Multiserver Operation, for a detailed example.

Defining And Editing Roles

Roles define a set of system permissions. Eachissessigned a Role,
which determines which system features and funstibat user can access.
To add a new Role to the system, or edit or delatealready added, click
Define Usersin the ViewWatch Define Menu, then click the Rotab to
display the Roles screen as shown in Figure 9-9y @nuser with the
Define Permissions permission can define Roles.

Users I Remote Lsers I Roles ] Camera Gruupﬂ]
Role | Administrator =
LETHE| Save As l 8] 4 i
Mew Delete
Permissions
Change options Al

Control cameras, basic controls
Control cameras, advanced controls
Define cameras

Define events

Daefine GataWatch devicas

Define maps

Define permissions

Define remote seryvers

Define sites

Define ViewWatch stations

Define zones

Run camera report

Run Gate\Watch report

Rur system log report

Save presets

Use prasets

Use schedules

View/Control 2l camera groups

v [ Wiew/Contral all sites =

3 A B B e B B e B s B B B ce B RE B e SR

<

Figure 9-9. Roles Screen

If a role has already been defined, it will appeahe drop dowrRole list.
If you wish to edit a role definition, select th@e from the list, make the
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necessary changes, and cl Save | . To delete a rdilectsthe
role from the list and click  pelete | . To add a new robdick
Mew . To add a new role using an existing role asnzpiate,

select the role from the listand cli  Savess |

Each ViewWatch feature or function is listed in tRermissions box.
Check the box to the left of the feature to grasrnpssion, or un-check the
box to revoke permission. Most of the featuressatbexplanatory, but the
two features at the bottom of the list require addal explanation. If you
un-check the box next to thdew/Control all sites permission, then the
list expands to include all defined sites as showfigure 9-10.

Users I Femote Usars ] Roles I Camera Gruups]
Role | Administratar =]

Save Cancel Save As 0]

ol iy Delete

v
v
v
v
v
v
v
v
v
Iv
v
Iv
v
Iv

Permissions
L

Yiew fControl Sites
[T /I Airport

[ ;" Demo Site
[ ;I" High School

[T/ Test site =l List Cameras |

T T T T o=
-

Define events

Define GateVWatch devices
Define maps

Define permissions

Define remote servers
Define sites

Define Yiew\watch stations
Define zones

RuUn camera report

Run GateWatch report
Run system log report
Save presets

Use presets

iew Control all camera groups
Wiew fControl all sites

Figure 9-10. Roles Screen With Sites Expanded
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To the left of each defined site are two checkbox&ke first checkbox
grants or revokes permission to view the camerathat site. The second
checkbox grants or revokes permission to contektiimeras in that site.

If you un-check the box next to thdew/Control all camera groups
permission, then the list expands to include alingel camera groups as
shown in Figure 9-11 (sd2efining And Editing Camera Grougelow).

Lisers | Remote Lisers | Raoles | Camera Gmups]
Role | Administrator =]

Save Cancel Saye i t )

e Delete

PErmissions

e s M B e s s B B W P B

E_j;_: H

L

Define cameras

Define events

Define GateWatch davices
Define maps

Defing permissions

Define remote servers
Define sites

Define ViewWatch stations
Define zones

RuUn camera report

Run GateWatch report

Run system log report
Save prasets

Use presets

View/Control all camera groups
Yiew/Control all sites

View/Control Camera Groups
[T} Camera Group 1

My Camera Group 2

" yI™ camera Group 3 1 List Cameras ]

Figure 9-11. Roles Screen With Camera Groups Exgand

To the left of each defined camera group are tweckboxes. The first

checkbox grants or revokes permission to view Hraeras in that camera
group. The second checkbox grants or revokes psioni to control the

cameras in that camera group
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IMPORTANT: You can use both Site permissions and Camera Gueupissions. In
order to view, or control, a given camera in a gigge, the user’s role
must have both Site permission for the site and €amGroup
permission for the camera.

IMPORTANT: Granting permission to view, or control, a canmtales precedence over
revoking permission to view, or control, a camefidat is, if a camera
occurs in more that one Camera Group, then grapgnguission to view,
or control, one of the groups allows a user witat tfole to view, or
control, the camera.

IMPORTANT: To review the cameras that a user with a selecleds permitted to view,
or control, click the List Cameras button. Thetl@ameras button is
visible only if you use Site or Camera Group pesiss.

Defining And Editing Camera Groups

Camera Groups define a set of cameras. Roles magyanted or revoked
permission to view, or control, the cameras in an@a Group. To add a
new Camera Group to the system, or edit or deleteatready added, click
Define Usersin the ViewWatch Define Menu, then click the Caeer
Groups tab to display the Camera Groups screehaasnsin Figure 9-12.
Only a user with the Define Permissions permissian define Camera
Groups.
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Users | Remate Users | Roles | camera Grnupsl

Camera Group | Audio =

ey g Save As | OK I
Hew Delete

Cameras

I AUDIG o
Admin Entrance

Admin Lobby

Adrian

Burn In

CAM-301 With Audio
CAM3A21

Cabir

Cockpit

Confersnce Room
Conference Room Wiregless
DOHS Demo Camera

DEL lab test cam

Dup Cam

[T ENC-201

| Elevatars

I Encader ~|

e R

Figure 9-12. Camera Groups Screen

If a camera group has already been defined, itapiiear in the drop down
Camera Group list. If you wish to edit a camera group definitjcselect
the camera group from the list, make the necesshaaynges, and click

Save |. To delete a camera group, select the camera droap
the list and click pelete | . To add a new camera groupgkcl

Mew . To add a new camera group using an existing @me
group as a template, select the camera group flemlist and click
Save A |

Each camera is listed in tl@amerasbox. Check the box to the left of the
camera to include the camera in the camera graupp-echeck the box to
exclude the camera.

The Primary ViewWatch™ Screen

After logging on, thePrimary Screenwill display as shown in Figure 9-
13.
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(2} Hode Defime | Windows Seports Gatewat Toss [T @ @

Figure 9-13. The Primary ViewWatch™ Screen

From this screen, you can control all functiongh# SiteWatch system.
The screen is divided into three sections: Map WmdVideo Window,
and Menu Bar.

The Map Window

The Map Window is a floating window that containsap of the facility. it
can be moved to any convenient position on thetdpskesized, or closed.
The map source is a bitmap file stored on the sefleere may be a series
of maps if the facility has multiple locations,ibthe facility is too large to
be displayed conveniently on a single map. Sammalps consisting of an
office, school, airport, and airplane are alsoudeld. Right click on an
empty area of the map to display a menu dialogclwlkbntains the maps
option. Left click on the maps option to displdetmaps dialog. See
Chapter 13 for details on using the maps dialog.

Each map contains icons representing cameras witlenfacility and
showing their location on the map. Camera icongatd the direction the
camera is pointed. Figure 9-14 illustrates a fgcrap with camera icons.
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Map
Figure 9-14. Facility Map with Camera Icons

When the mouse pointer dwells over a camera icom forief interval, a

text box appears showing the camera’s friendly nahmy user with the

Administrator Role may change the camera’s friendyne. Each camera
has a unique alphanumeric Camera ID used to cotiieolcamera. The
server maintains this unique 1D, regardless ofclumera’s friendly name.
The ID cannot be changed by the user through teeinterface. Figure 9-

15 shows an example of a camera’s friendly name.

VA%

My Camera

AN

Figure 9-15. Text Box Showing Cameraisendly Name

Map Icons For Third-Party Devices

Third-party devices may be integrated with the ééWaystem through the
optional GateWatch™ Third-Party Integration Softevaifhese devices
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may include third-party access keypads, smoke alamand perimeter
security implements. These devices are represamtdte map by a door
icon. The icon blinks in color when the device ¢gegs an alarm. Right-
clicking on the icon displays a menu for displayihg popup alert status or
the Devices menu.

Map Window Actions

When the camera icon on the map is double-lefketicthe camera'’s video
appears in the Video Window in an expanded videwepd# the icon is
right-clicked, a menu box appears with choices fiother operations:
Events, Zones, Camera, and Camera Controls.

Hovering the mouse over an active video pane cahsesamera icon to be
lighted. Hovering the mouse over the icon dispitigdriendly name.

The user may "drag and drop" the camera icon intowsed or unused
pane in the Video Window. The "drag and drop” operacauses the
selected camera's video to appear in the seleeteel T he position of the
map icon is not affected by the "drag and drop'rapen.

Right-clicking any non-icon area of the map bringsa menu box that
contains a Maps option to display the Define Map$od window.

Two pull-down lists are located directly above thap image labele8ite
andMap. The Site pull-down list contains a list of sitdsalso keeps track
of all of the site maps the user visits during ssgm. The Map pull-down
list contains all maps associated with the sitegetl. The pull-down lists
may or may not contain more than one site or mepedding on the user's
requirements.

The Video Window

The Video Window covers the entire desktop, extepthe Menu Bar. It is
used to display video streams from the selectecasi\camera(s), and to
control the secondary screens. Figure 9-16 illtetrghe Video Window
configured as four video panes.
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{1V nge Defne | Windews Boports | Gaewath. | Tods amons T @

Figure 9-16. Video Window Configured As Four Panes

The Video Window may be configured as a singledarngleo pane, or may
be subdivided into multiple rows and columns. Thenber of video panes
is limited only by the computer’s video processuagability.

One or more function icons are displayed at theobobf each video pane.
These icons and their functions are:

LB Audio functions (audio enabled cameras only).

| Display Motion Detect Mask (only if Motion Deteltask is defined)

ki Display paused image in Browse mode (when videaised)

(] Change video resolution

The Video Pane Label is positioned immediately urtke video pane. For
inactive panes, the pane number is displayed itathed. For active panes,
the map tag, camera name, and video stream typhksglayed.

The Setup Video Panes dialog can be opened byirgicketup Video
Panesin the Tools menu. Figure 9-17 shows the Setup®idanes dialog.
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) setup Yideo Panes — webpage Dialog x|
Setup Video Panes
[Sets all video panes to default size and resclution]

Maximum of 16 panes

Rows: | *I
Columns: |4 *I

Fane size 256x186

QK | Cancel |

Figure 9-17. Setup Video Panes Dialog

The user can select how many video streams toayidpy selecting the
desired number of video pane rows and columns,gusither the pull-

down lists or the graphical control. In all casdéise aspect ratio is
maintained at the original aspect ratio producedhgycamera. Since the
video panes may have a different aspect ratio kbbexders may appear.
The camera’s friendly name is displayed directhdemthe appropriate
pane. When the Video Window is configured as fourfewer panes,

SiteWatch displays a high-resolution video stredihen configured as
more than four panes, ViewWatch displays low-resmfuvideo streams.
These defaults can be changed by using URL parasnete the logon

screen, by clicking Video Resolution in the Toolsma, and by clicking the
video resolution icon in each video pane. Figurg89shows the Video
Window configured as nine video panes.
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Figure 9-18. Video Window Configured As Nine Vidames

Video Window Actions

To display a camera's video stream, left-clickl@ndesired camera icon on

the map and "drag and drop" it into the video pane.

When a video stream is displayed, you can:

* Double-click the video pane to expand the sizthefvideo pane.

* Right-click the video pane to display a contextmnel he context menu
includes:

>

VVVVVYVVYVYVYV

Camera friendly name

Alarm status (when appropriate)

Panic Button status (when appropriate)

Video Properties — display video properties
Wireless Status (if camera is wireless)

Wireless Receive Statistics (if camera is wiréless
Wireless Transmit Statistics (if camera is wirs)es
Events — Events screen

Zones — Define Zones screen

Camera — Camera Definition screen

Buffer Size
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> Camera Controls — displays Camera Controls dialmglow
Full Screen - displays the video in full screendexcclick any-
where in the video pane to close

Stop — stops the video stream

Merge Video Panes — merges selected panes inttaggepane
Select Video Resolution

Hide or Show icons

Hide or Show camera name

\

V VVVYV

The border surrounding any particular video panekblwhen an Event
associated with the camera is detected.

To remove video from a pane, left-click on the wgmne, hold the mouse
button down and "drag" the video to anywhere oetsite Video Window.
Or, right-click the video pane and click Stop ie tontext menu,

To move a video stream from its original pane tother pane, initiate a
"drag and drop" by placing the pointer on the vigaoe or on the camera
name and pressing and holding the left mouse huftoa "drag and drop"
operation causes the selected camera's video teerbheved from the
original pane and to appear in the newly selectatep

If a video stream is "dropped" into a video paneskgha video stream is
already playing, the new video stream replaceslth@ideo stream.

Customizing The Video Window
The appearance of the Video Window can be custairbye

1. Dragging video pane borders to resize the videwes.

2. Merging video panes to create larger video panes.

3. Zooming video panes to increase their size antisfgay high
resolution video.

These operations are described in detail in theV&tch Situational
Awareness System User Guide, document number URG-0Q1.
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The Menu Bar

The Menu Bar is located across the top of the VieteWscreen. The right
side of the bar contains the following menus:

 Mode

e Define

e Windows
* Reports

e GateWatch - only if the GateWatch module is insthl
e Tools

* Monitors - only if there are secondary monitors
Actions

To the right of the menus are action icons. Theoadtons are displayed
only when necessary.

E3 Click to display the Map Window
£ Click to display the Browse Controls Window
® Click to un-do a zoom operation

@ Click to perform a customizable action
The left side of the Menu Bar contains:

* Mode indicator - Live or Browse

» Secondary monitor indicator - only if there are@®lary monitors
* Armed status indicator

* CPU utilization display

e Current user name

* Real-time clock

The Mode Menu contains menu items labdlesg andBrowse Clicking
Live places the ViewWatch screen in Live Mode. ClickBrgwse places
it in Browse Mode. The Mode Menu is visible only ybu have the
Investigator or Administrator Role. Figure 9-19 sisadhe Menu Bar when
in Live Mode.

i L S T Feb 13, 7009
{1} Mode [Define Windows |Reports | Gatewatch [ Tools Actions (= = |LiveMode Dizarmed CPU 1% [dobin | 05Tt

Figure 9-19. Menu Bar In Live Mode with Admin Role
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To the right of the Mode Menu is the Define MentneTDefine Menu
contains menu items used to launch definition disdoDefine Events,
Define Zones, Define Cameras, Define Maps, DefiitesSand Define
Permissions. These will be discussed in detail.ldtke Define Menu is
visible only if you have the Administrator Role.

The next menu is the Windows Menu. The Windows Meontains menu
items used to view the Map Window, and to listsdtvers, cameras and
zones at the site.

The next menu is the Reports Menu. The Reports M&Emiains menu
items used to produce all of the ViewWatch reports.

The next menu is the GateWatch Menu. The GateWslighu contains
menu items used to define third-party security desj and to produce
GateWatch reports. This menu is visible only if thygional GateWatch
module is installed.

The next menu is the Tools Menu. The Tools Menuaoa menu items
used to control the configuration of the video Earset various options,
and perform image export operations.

The next menu is the Actions Menu. The Actions Meoatains menu
items used to arm and disarm the system, conteot e¢sponses, logon,
load sites, manage presets, and control camerasAttons Menu also
contains menu items for Help and Exit.

The menus and menu items that are visible depenithegurrent user’s
permissions role. Figure 9-20 shows the Menu Bars@oneone with the
User Role.

{2 mode [windows [Reports |Tools | Actions| = = |LiveMode ‘Diearmed | CPUIS  [John | B5iS0, 3908

Figure 9-20. Menu Bar In Live Mode with User Role

When in Browse Mode, controls used to view archivethges are
displayed in a floating Browse Controls Window. TBeowse Controls
Window can be moved to any convenient position lo@ desktop, or
closed. Figure 9-21 shows the Browse Controls Windo
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2} Biromse Controls - Webpage Dialog .

_Faowr | [Tpes | mees | st | 20 e ] tavert]

% - | > | -"l ! Resiiay Soeed ]
Motion | 4 r— e
Sound | Prev Play Next Siow Normal Fast

start |02 11 PM 02/18/2008 == Curr[02-11:00 PM 02/18/2009 | End 02 12 PM 02/18/2009 =54

Figure 9-21. Browse Controls Window

Buffer Size

The Buffer Size dialog provides an interface fottisg the video buffer
size for a specific camera or for the specific Weaich station.

Setting Buffer Size For A Specific Camera

Video buffer size can be set for a specific caméhee setting is in effect
only for that specific camera at that specific Vigatch station. The setting
remains even when ViewWatch is stopped and redtdfigure 9-22 shows
the buffer size dialog box.

3 Buffer Size - Web Page X

fou ean select a larger buffer size
for Johns Test Camera to reduce
video jittar.

|default v|
idefault T8
500
k00
700
a00
a00
1000
1100
1200
1300
1400 =

Figure 9-22. Specific Camera Buffer Size Dialog
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Follow the steps below to set the buffer size fepecific camera.

« Right-mouse click on the video pane of the canf@rahich you want
to set the buffer size.

e Click on the pull-down menu tab to display thealgf setting plus
options ranging from 500ms to 2000ms. Default sg#tiare 500ms for
SIF and 800ms for QSIF.

* Select a setting.

» Click OK to save the selected buffer size andelb® dialog box. The
new buffer size will be started.

Buffer sizes set with the Buffer Size Dialog oveerithose set by the
Options dialog.

Setting Options For A Specific ViewWatch Station

The Options Dialog provides an interface for setiptions for a specific
ViewWatch station. All options are in effect onfpr that specific
ViewWatch station, and persist when ViewWatch agpped and restarted.
This dialog is displayed by clicking on the Optidtesn in the Tools Menu.
Refer to Figure 9-23.
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Figure 9-23. Options Dialog

Setting The Video Buffer Size Option

The Options Dialog allows you to change the defagléo buffer sizes for
SIF and QSIF MPEG, and Motion JPEG video strearhe.JIF and QSIF
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buffer selection range from 500ms to 2000ms. Tlaidh JPEG buffer
selection ranges from 1000ms to 9000ms. Smallersuoffer less video
latency, but may cause video interruptions or€fitton slower networks.
Larger buffers result in more video latency but melyminate video
problems.

Setting The Popup Messages Options

The Options Dialog allows you to control which pppuessages appear on
your ViewWatch station. You can individually enabte disable the
following messages:

e Motion Alarms

e Audio Alarms

» Device Alarms

* Panic Button Alarms

» Camera Temperature Alarms

» System Error Messages

Setting The Camera Controls Preload Option

The Options Dialog allows you to set whether or twopreload camera
controls such as zoom, focus, pan and tilt when lpaua a site. The
choices aréAlways Backgroundand Never Preloading camera controls
eliminates any delay when the Camera Controls windoopened, and is
usually recommended. However, preloading camen&r@ls can make the
load time excessive when loading a site with a Viarge number of
cameras. If you sele@ackground the camera controls are loaded by a
background task after the site has been loadedliapthyed. This option
is appropriate for loading large sites on fast cotars. If you seledilever
camera controls are not loaded until the CameratrGgnwindow is
opened. This option is appropriate for loadinggdarsites on slower
computers, or where the camera controls are selc@ul.

Setting The Camera Controls Preload Option Default

Use the e-Watch Server App (Chapter 4) to changeréhgistry setting
PreloadCameraControls

Setting The Pelco Dome Camera Pan/Tilt Sensitivity ~ Option

The Pelco Dome Camera pan/tilt control in ViewWapchvides a way to
pan and tilt the camera from a ViewWatch statione Bensitivity option
provides a way to tune the control for best pertomoe on your network.
Sensitivity values range from 5 to 20. Lower valoeske the control more
sensitive but may cause latency or delay, or esattyf operation, on busy
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networks. Higher values reduce latency and canecbffaulty operation,
but make the control less sensitive.

Setting The Zoom Factor Option

When you double-click on a video pane, or whenlartable event occurs
related to a camera, the affected video is displagéhigh resolution and
the video pane is enlarged. The new size of theovmhne is determined by
applying the Zoom Factor to the original size & thgh resolution video
image. By adjusting the Zoom Factor option, you cantrol how much
the video pane is enlarged.

Setting the Startup Event Schedule Option

The Startup Event Schedule Option allows you tocipevhich event
schedule, if any, should be activated when youdlego ViewWatch. See
Chapter 10 for details about setting up EventsSattedules.

Video Walls

The term “video wall” refers to one or more videontitors arranged to
form a single large display screen as illustrateBligure 9-24. ViewWatch
offers a set of features designed specificallyuse with a multi-monitor
video wall.

Figure 9-24. Video Wall

Scalability

ViewWatch will automatically resize to fit any sizedleo monitor and can
display a virtually unlimited number of video panaganged in any
number of rows and columns. The number of videeastis you can
simultaneously display is limited only by the caitigbs of your
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computer’s CPU and graphics display processorsidJsiday’s advanced
processors, you can use ViewWatch to display donérsgh resolution
video streams. Video panes can be stretched, cesgateor merged to
form a virtually unlimited number of display configations. ViewWatch
windows can be maximized to an individual monitarexpanded so that
several monitors are used to display a single Viete¥W/window.

Auto Loading With Presets And Logon Selection Files

Starting and loading all of the software for a wdeall by hand can be a
time-consuming procedure. To address this probMiewWatch supports
auto loading with presets and logon selection fildg first step is to save
a preset:

1. Arrange ViewWatch with the desired number andigomnation of
monitors, video panes, maps etc.

Click Actions in the ViewWatch menu bar.

Click Manage Presets

Click New.

Enter a preset name, then cl@&ntinue.

agbkowbd

All of the ViewWatch settings are saved in the ptes the e-Watch server.
The next step is to save the desired logon selexti

1. Open the ViewWatch logon screen by entering tieviing URL.:
http://<server>/ewatch/default.asp

2.  Enter the desired logon selections mcludmgﬂmme of the preset
created above, and the required user ID and padswor

3. Click theSave As Filebutton.

4.  Enter afile name and cli€BK.

The logon selections are saved in the named fillher-Watch server.

The last step is to create an Internet Explorertshibto launch ViewWatch
using the saved selections and preset.

1. Drag an Internet Explorer icon onto the desktpreate a shortcut.
Rename the shortcut if desired.

2.  Right-click the shortcut and click Properties.

3 In theTarget box, to the right of “iexplore.exe”, add
http://<server>/ewatch/

default.asp?file=<filename> where <filename> is the
name of the logon selections file you saved above.
4. Click OK.
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If you want to launch ViewWatch in Internet Explof&iosk” mode with
no header or footer bars, add the “-k* option asashin this example:

"C:\Program Files\Internet Exploreryore.exe” -k http://10.0.0.1/ewatch?file=demo

To launch ViewWatch, just double-click your new dmtet Explorer
shortcut. ViewWatch will automatically load all gbur settings and preset
selections. If you have more that one instance ievWatch running on
your video wall, you can make a shortcut for eaicthem and execute the
shortcuts in a Windows command file.

WARNING - Logon selection files save the user ID and passwequired to log on to
ViewWatch. While the password is saved on the eesWaterver in an
encoded form, take precautions to safeguard atodhsse files. It is best
to use logon selection files only in secure areas.

Window Positioning

Most video walls include software to re-size angosition windows on
the various monitors. This software can be diffidol use and may not
work well with Internet Explorer windows. e-Watchropides a
“PositionWindow.exe” command-line program to sinfyptie-sizing and re-
positioning windows. The program file is locatedtbe e-Watch server in
the folder named C:\e-watch\exe. PositionWindowisxedeally suited for
working with Internet Explorer windows but can keed to re-size and re-
position any program window.

To display the program’s help text just type theggpam name without any
command line optiong?ositionWindow.exe

To display the current size and position of an opendow, type the
program name followed by the window title:
PositionWindow.exe ViewWatch

The window title is normally displayed in the winds title bar. You do
not need to type all of the window title, just egbuo uniquely identify the
window you want to position. The window title isseasensitive.

If you have launched ViewWatch in Internet Explofkiosk” mode as
described above, then the window’s title bar is displayed. You can
reveal the window title by hovering your mouse peirover the “e” icon
on the left side of the ViewWatch menu bar.

If you plan to launch more than one instance ofWwéatch, you need to
give the windows unique window titles so that HoslVindow.exe can
distinguish between them. The “Window ID” logonesgion is provided
for this purpose and is appended to the ViewWatamdow title. For

example, if you enter “2” in the Window ID selectiothe resulting
window title will be “ViewWatch2 ...“.
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To re-size or re-position a window, type the prograame followed by the
the window title and one or more of the followingvitthes (all
measurements are in pixels):

* -L:left re-positions the window to the left (horizontad)sition speci-
fied byleft.

* -T:topre-positions the window to the top (vertical) piosi specified
by top.

* -W:widthre-sizes the window to the width specifiedvath.
« -H:heightre-sizes the window to the height specifiechieyght

* -Ppausepauses the number of seconds specifiedamsebefore look-
ing for the window. This option is useful if theogram needs some
time to initialize before its window is displayed.

« -X:timeouttimes out after the number of milliseconds speditytim-
eout This option is useful if the window may or mayt be running.

Note that when a video wall is composed of multiplenitors, it is
common for some of the positioning values to bes lg®mn zero if the
window is to the left of, or above, the primary nton

PositionWindow.exe can be employed in a Windows roamd file along
with the Internet Explorer shortcuts described &btovcreate a customized
one-click video wall launch utility. An example Vdows command file is
shown in Figure 9-25.

B launchvideowall.cmd - Notepad

Fle Edt Format Wew Heslp

wprezeftstdenosnonitord  Ink
wpositionwindov exe ViewWatchd <300 #T:0 /¥W:1361 ~H:769
wpresetstdenotaonitors . lnk
“positionvindovw exe ViewWatch? ~L--800 ~T--200 ~W-801 ~H:601
wpresstetdencnonltors . lnk
wpositionvindov exe ViewWatchs ~L.-800 T 400 ~§:801 ~H:&01
wpresetstdeno nonitor? . lnk
wpogitionvindow exs ViewWatchl ~L--1600 ~T:-200 VW B01 <H:BOL
\prcsrti\d:mm smonitord lok
wpositionvindow exe ViewWatchd ~L-=1600 ~T:400 ~VW:801 -H:e01
ihtart cwe—watchwexe evatchagent  exe
spo=itionvindov exs ¢ e-vatchexesEvatchigent exe <L 1360 ~T:0 ~W:200 ~H: 100
Etart o e=vatchezesevatchagentviever exe
ciwpositionvindow exe "e-Watch Diagnoztic Viewer" L1360 ~T:-200 ~W:102% ~H: 789
o wpresetstdena - Google Lok

oooDoagnaonnn

o:wpositionvindov . exe Google #L-2384 +T:=-200 ~¥:1025 ~H:769 ~¥X:5000
o wpresetshdenc Sitelatchlonitoring . Ink
cnpositionyindow  exe Custonsr JL.2384 ~T:564 #W:102% ~H: 769

o “presetsdenosIssueViev lok
c:wpositionvindow . exe IssuseView <L:1360 ~T:5%64 ~W:1025% ~H:769 ~FP:10000

Figure 9-25. Example Windows Command File
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CHAPTER 10

Presets And Preset Scheduling

A preset is a collection of all of the ViewWatch™eun interface settings,
including loaded sites, maps, video screen formaideo streams
displayed, and primary or secondary screens selecte

When you close ViewWatch, your current settings saeed as a preset
associated with your User ID. You can also save ramyber of named
presets for special purposes. You can schedulechpresets to be loaded at
selected times.

Automatic User Presets

When you close ViewWatch, your current settings saeed as a preset
associated with your User ID. The next time you dwgto ViewWatch, if
you check the “Load last settings” checkbox onltiggn screen, this preset
is used to restore the ViewWatch interface to ie/jpus state.

Saving A Named Preset

Suppose that during the lunch period you wish tugoyour attention on
the cameras in and around the lunch room. You gardi the ViewWatch
interface with a suitable number of video paned,dnag these cameras into
the panes. You might also put a Zone into one arermvaleo panes. Once
the ViewWatch interface is set up to your satistaxtfollow these steps to
save the preset.

Click Manage Presetsin the ViewWatch Actions Menu.

Click thePresettab.

Click theNew button.

Enter a name for the new preset, then clickbetinue button.

hPwoh =
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Loading A Named Preset

Each day prior to the lunch period, you can use yamed preset to set up
the ViewWatch interface to monitor the lunch rocameras. Follow these
steps to load a named preset.

1

2.
3.
4.

Click Manage Presetsin the ViewWatch Actions Menu.
Click thePresettab.

Click the preset name in the presets window ghlight it.
Click theLoad button.

Scheduling Named Presets

Named presets can be scheduled to be automaticaltied on selected
days at selected times. Your lunch preset can Wedsded to be

automatically loaded each weekday five minutesrgoahe beginning of

the lunch period. Follow these steps to createle@ded Event that loads
a named preset.

1.

2.
3.
4

o

Click Manage Presetsin the ViewWatch Actions Menu.

Click theSchedulegab.

Click theAdd button to create a new schedule.

Enter a name for the schedule, then clickGbatinue button to
display the scheduling calendar.

On the selected day, click the “plus” icon toptey theScheduled
Event screen.

Enter a name for the event.

Click the “calendar” icon to select a differémte, if necessary.
Click the “clock” icons to select tigtart andStop times.

Click the “arrows” icon to selectRecurrence if desired.
Select a priority from theriority pulldown list.

Click the Add button to display tf&/ent Action screen.
Select “Presets” in thvailable pulldown list.

Click the named preset in tAgailable window to highlight it.
Click the “left” (“<") icon to move the hamedgmet from the
Available window to theScheduled Actionwindow.

Click theContinue button.

In the Scheduled Event window, click tBentinue button.
Verify that the new schedule appears on thendaleon the correct
days.

Click the “close” (“x*) icon in the upper riglebrner of the
Scheduled Actionwindow to close the window.
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Scheduling Multiple Named Presets

You can follow the procedure described above tater&cheduled Events
that load a named preset on multiple days, orltst multiple presets at
different times on the same day.

If you schedule multiple presets to be loaded @nstime day, the order in
which the presets are loaded is determined by theduled Events’ start
times. The preset with the earliest Scheduled Ewtatt time will be
loaded, and will remain loaded until the Schedule@nt expires or the
ViewWatch interface is changed manually. When t8aheduled Event
expires, the preset with the next earliest Sclestlldvent start time is
loaded, etc.

You can modify the order in which presets are |oathy setting the
Scheduled Event’s priority.

1. Click ManagePresetsin the ViewWatch Actions Menu.

2.  Click theSchedulegab.

3. Click the schedule name to select it.

4.  Click theEdit button.

5 In the calendar view, click the Scheduled Evexme to display the
Scheduled Eventscreen.

Select a new priority from the Priority pulldovst.

Click theContinue button.

No

A preset is always loaded at the Scheduled Evestéig time, unless a
preset with the same or higher priority ScheduledriE is already loaded.
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CHAPTER 11

ViewWatch™ Camera Setup

Overview
This chapter describes how to install a camerannesisting e-Watch
network. It is assumed that:
» A SiteWatch server has been installed and cordigjur
* The network switches and hubs have been instahedconfigured.
* The necessary Ethernet cable has been instaltedeaified.
This information is also useful for testing, venify, or configuring a
camera prior to final installation in its desiredtion.
Alternately, you may use the “Camera Configuratititlity”. See Chapter
20 for a complete discussion.

Apply Power

The e-Watch cameras and encoders have a wide afrpgwer options.
Please consult the specific camera model manuahformation on power
specifications.

When power is applied to the camera, the threet fpamel LED's will
illuminate briefly. The red and green LED's wiljlit first, followed by the
blue LED. The blue LED will then extinguish untile camera connects to
the network server.

Connect The Network Cable

Insert the Ethernet connector into the rear paeekptacle. After 1-2
seconds, the blue LED will illuminate, indicating@ccessful connection to
the network server.
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Configure The Camera

A working ViewWatch™ Monitor Station may be useddonfigure the
camera by following the steps below. Refer to Céap0 for an alternative
method.

To configure a new camera, clifkefine Camerasin the Define Menu.
The Canera Definition dialog box appears, as shigmgure 11-1)

/3 Camera Definition - Microsoft i m] 4|

Camera Definition

Server

| EwaTCHZ =]
Site

| PhotoTelesis =l
CAM-301 'With Audio

EMC-201

Johns Test Camera

Lab Pan Tilt

LAR Wireless Cam

Pelco Spectra 111

Rackl

Faymond

Add Delete | Edit |

oK | Cancel |

Figure 11-1. Camera Definition Dialog Box

This dialog box contains a list of all known cantemn the e-Watch
network. Note the listing for New Camera X. Wheneav camera is added
to the network, it is assigned a default New Camearae.
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To configure your camera, select it from the listleclick Edit. A new
dialog box appears, as shown: (Figure 11-2).

Carmera Delmition - Windows Intermet Explorer Fmr’:

Figure 11-2. Individual Camera Definition Dialog Bo

The Camera Definition dialog is used to configure tamera. This dialog
is divided into four tabbed screens BETUPR, IP, andCONTROL, and
WIRELESS. The wireless tab only appears with e-Watch wsel
cameras.
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Setup Tab
The fields on the Setup tab are as follows (Taktd)1
Table 11-1 Setup Dialog Definitions
ID Number Automatically system assigned device This ID is not editable.

Camera Class

This displays the camera class. Canlasises are available for e-Watg
cameras and third-party cameras.

D

Yo

MAC Addres: This displays the actual MAC addresthefcamera’s Ethernet interface.
This information is read-only; the Ethernet MAC asles cannot be altere
by the user.

IP Address This displays the IP address used bgaireera. This IP address is nor-

mally assigned dynamically by a DHCP server, buy tmaset as a stati¢

IP address under the IP tab. This information aglrenly.

Camera Model

The camera model.

Friendly Name

A user-friendly name for the camerg io@ entered here. The name
entered here will then appear in the camera list.

Description

A free-form description of the camera.

Archive High-Res
Video

When checked, the server will record SIF MPEG viftem this camera
whenever the camera detects activity within itkifigf view.

Archive Low-Res
Video

When checked, the server will record QSIF MPEG dPHG video from
this camera whenever the camera detects activityiwits field of view.

Archive JPEG

When checked, the server will recatidfsame JPEG images captured
this camera whenever the camera detects activityiwits field of view.

Archive Audio

When checked, the server will recoudli@ from this camera whenever
the camera detects sound that exceeds the Vox(kweio-equipped can
eras only).

Archive Audio With
Motion Alarm

When checked, the server will record audio froms tamera whenever
the camera detects a motion alarm (audio-equippeteras only).

External Device

This drop-down menu is for selectba menu of supported third-part
devices, such as a pant/tilt device.

Panic Button Name

A descriptive name may be enteeeel. It is displayed in alert dialogs
when the camera detects a panic button event.

Alert If Offline

When checked, the server will sepdpup and e-mail notifications if the
camera is offline. If the camera will be offlinerfan extended period of
time for maintenance or repair, you can uncheckfield to suppress the
notifications

D
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IP Tab

The IP tab displays this screen (Figure 11-3). Shreen allows the user to
edit the camera's IP configuration, and is divided two tabbed screens
for TCP andMULTICAST.

IP TCP Tab

W http:. sewakchi2 - Camera Definition - Microsol =10 x|

Camera Definition
Wireless

SETUR | e |CIIINTRDI.I'-'JTRELEEEl

TCcp I ‘MULTICAST |

Automatic IP Addrass:
Foeed [P Address: ©

IP Address: I_ I_ !_Mj_
Subnat mask: |_ |_ ]_F_
saeway:[ | [ [

Autamatic a-Watch Server Address:
Fieed e-Watch Server Address: &

e-Watch Server Address: |1_5" FFIE

Automatic Time To Live (TTL): =
Frtad Time To Live (TTL):
Tima Ta Live (TTL): |

Cik [ Cancal 1

& oo SR T

Figure 11-3. IP TCP Tab Display for Camera DefiaitiDialog

If Automatic IP Address is selected, then the camall attempt to obtain
an IP address from a DHCP server when the camératipowered-on. If
automatic is selected, the IP Address, Subnet naask,Gateway entries
are grayed-out.

If the Fixed IP Address is selected, the camerhuse a static IP address
after it is powered-on. The three following lindbwa the user to enter a
static IP address, Subnet mask, and Gateway addvess system

administrator will provide these addresses. Thekskesses will be stored
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IP Multicast Tab

in non-volatile Flash memory inside the camera, &itidbe used each time
the camera is powered on. Changing the IP Addwdksause all Monitor
Stations currently viewing the video to switch toeav IP Address.

If the Automatic e-Watch Server Address buttoreiested, the camera will
obtain the address of the network e-Watch senaeDHCP during power-
on. The following entry line will be grayed out.

If Fixed e-Watch Server Address is selected, tmeera will always use the
IP address entered in the following line. This tlelr@ss is also stored in the
camera’s non-volatile Flash memory.

If Automatic Time To Live (TTL) is selected, thermoara will attempt to
obtain a TTL value from a DHCP server when the caneefirst powered
on. If Fixed TTL is selected, the camera will al\sayse the TTL value
entered on the following line.

R http:/ /ewatch? - Camera Definition - Microsoft Intesm =101 |

Camera Definition

Wireless
SETUR | p |1:r:mmr::L| WIRELESS
Tee | MUanuST[

Aytomatic Mulbicast Addresses:
Fived Mulbicast addresses:

DHCP Servar Addrass: [ﬁ ﬁ IF IE

Multicast Address Scope! Ie-Watch hulticast Scope

SIF Multicast Addrass: (238 10 [20 [6
CISIF Multicast Addrass: fﬁ F Fﬂ— IT_
Maotion JPEG Multicast Address! I_ ]_ |_ I_
Audio Multicast Address; l_—- r_‘ I-_- [_

ok | cancel |

] Done | | Irkernet

Figure 11-4. IP Multicast Tab Display for Camerafid&ion Dialog

If Fixed Multicast Addresses is selected, the cameill use the default
multicast addresses shown in the Multicast Addiessetion in Chapter 4.
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Control Tab

R Comera Definition - Microsoft Internet Explorer

If Automatic Multicast Addresses is selected, theltioast addresses the
camera will use for each video stream are obtaumdg the Multicast
Address Dynamic Client Allocation Protocol (MADCAPIf you want the
camera to obtain the addresses from a particulaC®derver, enter the
server’s IP address. If you leave this line blaaddresses will be obtained
from any DHCP server that replies to the camera&D@AP request. If
you want the camera to obtain the addresses frgrartécular multicast
address scope, enter the name of the scope. Ifeawe this line blank,
addresses will be obtained from any multicast asidseope. Note that the
multicast address scope names are case-sensitdvanast be spelled
exactly as shown on the DHCP server. For morammdtion about setting
up a MADCAP server, see the Multicast Address Dyisa@lient
Allocation Protocol section in Chapter 4.

The Control tab displays the following dialog bd&igure 11-5). Note that
this dialog box is subdivided into six tabbed pades CAMERA,
PICTURE, STREAMS, JPEG, AUDIO and ENCODER.

=101

Camera Definition
CAM-301 With Audio

SETUP | IR |anTnnL[

CAMERA ] PICTURE | STREAMS | IPEG | AUDID | ENCODER

I

EBacklight I AE Buto [ &E Manual |
Zoam Faeus Iriz  Gain Shut Aper Bright AECarmp
e e e e re s

|4 v 11 B

HC

|4 13 ittt b

e T
gllmmmﬂr_
e b

=

B
Y
i
b
5
o

L4 el |
!
aﬁﬁﬁmﬂ_

O | l:ar'rnell

Figure 11-5. Control Tab Screen from Camera DefnitDialog Box
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Camera Tab

The Camera tab shown here (Figure 11-5), displagscamera control
dialog. In it you will find the extended set ofngara video controls.
Different cameras support different sets of videatmls. Some cameras
may have more capabilities than others. The systelindisplay the
available controls for that specific camera. Iftéus engaged on any
controls, the manual control for that feature isperative. Table 11-2
describes the controls.
Table 11-2 Explanation of Camera Controls
Control Function
Zoom Controls the camera’'s zoom in/zoom out feature
Focus Controls the camera's focus
Iris Controls the iris of the camera - increaseseduces the
amount of light entering the camera
Gain Controls the camera's amplification of avagdight
Shut Controls the shutter speed of the camera
Aper Controls the camera's aperture
Bright Controls the brightness of the video dispthffem the cam-
era
AEComp Adjusts the internal Auto Exposure brightnessye
Backlight Compensates for a high degree of illumoratvhich
obscures an image
Low Light Activates the camera’s low light mode
AE Auto Sets all Auto Exposure controls to auto
AE Manual Sets all Auto Exposure controls to manual
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Picture Tab

The Picture tab shown here (Figure 11-6), provalsst of video controls
for the camera. Each slide bar control is markethva small box
representing the camera's default setting. Tabl@ ddscribes the controls.

/3 Camera Definition - Microsoft Inte

rnet Explare i =

Camera Definition
Johns Test Camera

SETUP | 1P ICONTROL!

CAMERA, | PICTUREl STREAMS | IPEG | ENCODER |
Brightnass: (50 b 1| s b |
Contrast: 50 4 s || s ) |
Saturation: (50 4 b 1] —_———-————
Hue: (B0 o i 1] i ) |

O | Cancel |

Figure 11-6. Picture Tab Screen from Camera DabniDialog Box

Table 11-3 Explanation of Picture Controls

Brightness Controls the brightness of the videoldisg from the cam-
era

Contrast Controls the contrast of the video displdyem the camera

Saturation Controls the saturation - the degreeft#rdnce between
colors of the same intensity

Hue Controls the color balance of the video dispdiaiyem the
camera

Streams Tab

The Streams tab provides a set of ON/OFF buttonghé camera's three
video stream types: the High Resolution JPEG strélaenLow Resolution
Video stream (QSIF), and the High Resolution Videeam (SIF).(Figure
11-7). The High Resolution JPEG stream has a pobtoption, TCP or
UDP. The two main video streams QSIF and SIF alsee a unicast
option. When set to unicast mode the camerascvglite a unicast stream
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Z Camera Dedindtion - Windows Internet Enplares : =10 x|

SETUR | P |mnmm[

CAMERL | PICTURE |sru'n|s| ¥EG | AuDiD | ENCODER |

Archive Stream off

Low Resolubon o r
s Off On Chamand

High Resalution off & lonDemand
Video Stream et

Auden Stream

to the server and the server will then multicagt Wideo. This feature
allows the cameras to be placed in different lecetiand still be able to be
viewed as if they were installed on a local netwoRor Low Resolution,
the user has a choice of QSIF MPEG or Motion JRERotion JPEG is
chosen, the user can set bandwidth and whetheptimiae frame rate or
image quality. The camera will adjust the otheoperty so that the
maximum bandwidth is never exceeded. Changing ¢he bandwidth
stream type will cause all Monitor Stations curhgriewing the video to
switch to the new stream type. The Set As Defaulton causes the
current Motion JPEG settings to be saved as themsydefault settings.
There is also a Save As Startup button. This huttid save the current
stream settings in the camera, and the cameraisélthem at startup.

Camera Definition
Audio

on &
pratocel[TCP =

FAIS URICRt s awimum Bandwidth: {512 8] Kbits/sec

on o=
Salect: Frame Rate = Quality ©
o Frame Rate: [30  _+] Frames/sec

Tvpe Maotion _||.-,-_.r_,:_! Set Ax Delault F

Multicast Umicast
O o+

off

Type | MPEG-1 ®

Multicast Unicast
e on
Off = |On Demand ™

o i

Save As Startup

0K | Cancel

Figure 11-7. Streams Tab Screen from Camera DifinDialog Box
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JPEG Tab

The JPEG tab displays controls for the JPEG imagdity, Motion Detect
Sensitivity, and Motion Detect Masking (Figure 1J1-8 Resolution pull
down menu allows selection of Full size, SIF, ol RQIPEG images.

; Camera Definition - Microsolt Internet Explorer’ ‘-_ln]_ﬁl

Camera Definition
Johns Test Camera

sETUP | 1P |-cnmm.|

CAMERA | PICTURE | STREAMS | IPEG | ENCODER

Resalution: | Full Size (704x480) =]

Quality: [75 4 s 1 - |

Image Rate: ! 2 'l seconds between images

Motion Detect Sensitivity (Pixels)
Threshhold: (100 4 e 1| ) |
Changed: (100 4 e 1] ) |

Maotion Detect Mask

Mask All | Clear Invert | ™ Hide tooltip

ok | cancel |

Figure 11-8. JPEG Tab Screen from Camera Definilloalog Box
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JPEG image quality is controlled by the Qualitydslicontrol. Note that
increasing the image quality results in larger JPfid€s stored on the
server's hard drive.

The Image Rate control sets the frame rate oftilidrame JPEG images.

The two motion detection sensitivity controls shkée tbehavior of the
motion detection algorithm. JPEG images are saveith® hard drive only
if motion is detected. For each pixel in the image:

e The Threshold control determines how much a pixes$t have
changed between the last image and the curreneinhbedore the
algorithm counts it as having changed.

e The %Changed control determines how many of tkelpin the image
must have changed before the algorithm concludestbtion has
occurred.

NOTE: Setting both the Threshold and %Changed contms00 disables the motion
detection algorithm, and all JPEG images will beeslon the hard drive.

Audio Tab

The Motion Detect Mask allows regions of the carisefiald of view to be
masked Motion is never detected in masked regions. Masksuseful to
restrict the motion detection algorithm to speciigions of interest. Click
the Mask All button to mask all regions. Click tB&ar button to unmask
all regions. Click the Invert button to change nekskegions to unmasked
regions. Click a region to mask or unmask the meg@rag a region to
mask or unmask multiple regions.

The Audio tab displays controls for the cameradiawstream, if equipped
(Figure 11-9).
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£ Larnera Definition - Windows Internet Explorer. =10 =]

Camera Definition
Audio Camera

seoe | 1 |control |

CAMERA | PICTURE | STREAMS | IPEG | AUDIO. |EH'CGD-EH

Audio Input: LUne ™ Micraphone =
Mic Gain: on & off T

Audio Gair: (30 4 s 1] —— ) |
VOK Laval (21 o o 1] o b |

WU Mater: 2l

Save JPEG On Vo) I
Seconds To Save:| 10 | Seconds

Camera Speaker
Recewe EuHer:Ilﬂ T|
Output Level: |100 Wﬂ I:l

ok | cancel |

Figure 11-9. Audio Tab Screen from Camera Definiliialog Box

There are two audio input jacks on the e-Watch awdrd, Line In and
Microphone. The audio input can be switched betwbese two inputs.
Mic Gain increases the audio level on the Microghomput. Audio Gain
increases the audio level of all audio output. Vevel sets the audio
output level at which the camera will detect aniawdent.

The VU Meter is provided as an aid to setting thdi@a properties. The
current audio output level is represented as dHadrextends from the left
side on the meter (minimum audio level) to the tigile of the meter
(maximum audio level). The portion of the bar belthe Vox Level is
represented in green, while the portion of the dl@yve the Vox Level is
represented as red. A vertical line marks thedsglaudio level detected.
The highest audio level mark can be reset by caigkinywhere in the VU
Meter.

If Save JPEG On Vox is checked, then the high weol JPEG images
will be archived on the server whenever a vox evenletected (provided
that Archive JPEG is checked on the Setup tab) éwem motion event is

detected. JPEG images will be saved for the nurabseconds selected
after the vox event.
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Encoder Tab

There is one speaker output on the e-Watch audid taat can be
connected to a powered speaker. Audio sent frowWiatch to the camera
(see Push-To-Talk) is played on the speaker oufpaé audio is half
duplex. That is, when the camera is playing audidhe speaker output,
the microphone and line inputs are temporarily llsé and the camera
streams the incoming audio instead. That way, othewWatch stations
hear both sides of the conversation and both siflé#se conversation are
recorded in the archive database.

The size of the camera’s audio receive buffer @adjusted to smooth out
network jitter. An output level, or speaker volurnentrol is also provided.

The Encoder tab displays the camera model codsasn in
Figure 11-10.

#Z} Camera Definition - Microsoft Internet Explo -0 x|

Camera Definition
CANM-301 With Audio

SETUP ] P ](:ONTROLI
CAMERA | PICTURE | STREAMS |  1PEG AUDIO ENCODER\

Model Code: CAM-301

€ LED on/&
amera o
Off

Pan/Tilt Crientation: @ Upright © Inverted

Encoder Card Temperature: 57 9C
Power Supply Temperature: M

Firmware Wersion 2.0.0.5
Download Firmware

Reset Encoder |

oK | Cancel |

Figure 11-10. Encoder Tab Screen from Camera DdimiDialog Box

The Camera LEDs buttons allow the diagnostic LEDghe front of the
camera to be turned on and off. You may want to the LEDs off for
normal operation if the camera is housed withirome or other enclosure
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Wireless Tab

that reflects the light from the LEDs. Otherwitggving the LEDs on is
recommended.

The Encoder tab also displays the current Firmwewision of the camera.
Newer Firmware may be loaded into the camera fronpraperly

configured TFTP server by pressing the Downloadnfiare button
(Figure 11-10).

The Encoder tab may also display specialized ctntior camera or
encoder models with additional capabilities. Foaraple, some encoder
models have two auxiliary video inputs and an Sewidnput. So the
Encoder tab for this device displays a video ingelector. Other options
this may be displayed are:

« Pan/Tilt Orientation . This setting controls the orientation of a pi#tn/t
camera. Some cameras are inverted, and this setiaiges standard
operation of pant/tilt controls.

* Video Source This setting allows the user to select the vidgalt
from the encoder. “Main” represents the interraahera. Aux and S-
Video are external inputs on the encoder.

* Encoder Card And Power Supply Temperature This display shows
the current temperature of the encoder card or psugply, if the
camera is equipped with these sensors.

» Download Firmware Button. Left-clicking this button causes the
camera to download new firmware from the configufFéd P server.

* Reset Encoder Button Left-clicking this button causes the camera to
perform a software reset.

The Wireless tab displays camera definition forigelMss camera. This tab
only displays if the camera is wireless. The wsslgection is organized
into three tabbed sections: System, WEP Keys, &hdl&. See Figure 11-
11.

Note

All new wireless cameraMUST be configured with the stand alone
Wireless Configuration Utility before they are iatd. Please refer to
Chapter 21
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Figure 11-11. Wireless Camera Definition Windowyst8m Tab

The System tab (Figure 11-11) displays settingshferfollowing:

* Friendly Name: This setting will add a name te tamera. You can
use this name to quickly find the camera in the(A&ess Point) setup
or control screen.

e SSID 1thru 3: This is the SSID of the AP you widne camera to asso-
ciate with. You may enter up to three, for 3 difiet access points.

e AP MAC 1 thru 4: This is the MAC address of the fou want the
camera to associate with. If you do not enter aQvithe camera will
ignore this capability. You may enter up to 4 MAGdresses for 4 dif-
ferent access points.

« Antenna Mode (Receive and Transmit): This settiogtrols the
antennas on the wireless camera for receive andnia
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Figure 11-12. Wireless Camera Definition WindowER\WKeys Tab

The WEP Keys tab (Figure 11-12) contains the césfay WEP.

This part is optional. Do this only if the AP tbamera will associate with
has WEP encryption. The camera allows you to sipr&o 4 WEP keys,
however only one will be used (The transmit keypu can tell the camera
which key to use by selecting it to be the trangkey, do this after you
entered the key in the text field. The keys caeiitered in either ASCII or
hex. To select the method of entry, click on thER\Key Entry Method
selection. The camera supports either 40 or 128/EP keys. Select the
key size for the key you are entering. Once aHas/been entered into the
camera, it will alert you by showing an “AlreadytSmessage in front of
the key.

Note

It is preferred that the WEP Keys be set up bystiamd-alone Wireless
Configuration Utility.
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Figure 11-13. Wireless Camera Definition Window~ Rab

The RF Net tab (Figure 11-13) contains the follayviontrols.

e Transmit power

» Data retries.

* Fragment Threshold

e RTS Threshold

e RTS retry limit

e Usage of short radio headers.

e-Watch Auto-Remove Feature

The e-Watch system automatically removes camerais @te no longer
connected to the server. When a camera is assigrederver, the camera
IP Address is stored in the server database. Hmeca is disconnected
from the assigned server and connected and reraskig a new server, the
first server will poll looking for the camera basexl the stored IP address.
When the server detects that the camera has besssigned, it deletes it
from its database.

Adding The New Camera To A Map

To view the camera'’s video, an icon representiagfimera must be added
to the map on the Monitor Station. This sectioncdess how to add the
New Camera to the map.
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In the ViewWatch Menu Bar, clicRefine Mapsin the Define Menu.

The Define Maps screen (Figure 11-14) provides tao$econtrols to
configure the maps of the site, as well as to adblaanotate camera icons
to a map.

* The Server drop down list contains all local aechote SiteWatch
servers. This list is displayed only if there ane or more remote
servers connected.

* The Sites list contains a list of all sites knoterthe SiteWatch server.
Each site has associated maps, which may contams iepresenting
cameras installed on the system.

« The Cameras list contains a list of all camerasgaized by the
SiteWatch server.

» The Devices list contains a list of all relatedides supported by the
optional GateWatch™ Third Party Integration Softgyaauch as third
party sensors or security systems.

To add your new camera to the current map, proasddllows:

Figure 11-14. Define Maps Dialog Box
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On the drop-down Map list preloaded with existingprfiles (Figure 11-
15), select the map to which you wish to add thevNEamera. In this
example, the Demonstration Building map will bees&dd.

Figure 11-15. Define Maps Drop Down Map List

The Map Pane now displays the selected map (Figi#&6). To add a
camera to the map, simply drag the desired camena the Cameras List
to the desired spot on the map

Figure 11-16. Map Pane Display With Chosen Map Riged
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A new dialog box will pop up (Figure 11-17). Thigkbg box allows you

to point the camera icon in an appropriate directithis dialog also allows
you to give a short 'tag’' name to the camera. Tagsis displayed on the
icon. Itis limited to 3 characters.

Figure 11-17. Define Maps Camera Icon Dialog Box

Click OK when done. Closing the dialog causes tlag misplayed in the
Map Window to be updated with any changes made.
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At this point, the camera icon has been addeddartap (Figure 11-18).
Click Save to save the revised map, then click @kti{e lower right) to
exit the map menu

Figure 11-18. Define Maps Dialog Box With Added ©€ean

The newly added camera will be displayed in thewWatch Map
Window.
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CHAPTER 12

Video Filter

The e-Watch video filters allow the user to viewe five or stored video.
These filters must be installed on each ViewWatdt&fion. The filters are
downloadable DirectShow components that allow tleswWatch station to

"decode"” the video streams. Updates to the videmrdiare automatically
downloaded from the e-Watch server. This actiorumssthat the newest
filters will always be installed, because the systwill upgrade any

outdated filters.

Installation

Unlike earlier versions of SiteWatch, installatiof the video filters is
completely automatic. When the ViewWatch logon eorés loaded on a
computer for the first time, the screen will dowado and install the
ViewWatch ActiveX control. Thereafter, the ViewWhatéctiveX control
will monitor the installed versions of the filteesmd update them when
required.

Manual Filter Installation

If the automated filter installation procedure $dibr any reason, the filters
can be installed manually. Locate the file “e-\ii&litters.exe” in the
“installers” folder on the SiteWatch CD. You mappy this file to
removable media if you desire. Execute the filengall the filters.
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CHAPTER 13

Maps And Sites

Maps and Sites are an integral part of the e-WatSh@ational Awareness
System. The SiteWatch server can store numerou§& JREGIF maps.
These maps can be hierarchical; e.g., it is passibhave a master map of
an entire building, as well as different maps digpig each floor of a
building where e-Watch cameras are located.

Sites allow a user to create a logical groupinmaps. Each site can contain
multiple maps for display. An example of such aupiag would be a
building in which the site would contain a map dck floor. This
configuration allows the user to view different cas from each floor or
all of the cameras from a single floor. All of thre&aps are available from a
single pull-down list.

While it is possible to build sites independentiycieating maps, it is better
to create all of the maps for a site first. Thiswas the user to select the
maps as they are creating the site. Sites can thategh at anytime. Maps
can be removed or added to a site when needed.

Maps

Maps are used as a graphical representation obuilding or area that
contains the e-Watch cameras. Before a map camdtalled on the
SiteWatch system, a map image must be createdst€ps for installing a
map are as follows.

Create a map image of the area you want to repreBe® image must be in
either JPEG or GIF format. Any size image can leubut images that are
510 pixels x 510 pixels work best. Save the newbated image to your
SiteWatch server. Save the image under  the path
c:\ewatch\mapfiles\<filename> , Where <filename> is the
name of your new image file.

In the ViewWatch statiodefine Menu click Define Maps. This will bring
up the Define Maps Window. From this window you caeate a new map
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instance or edit a pre-existing map instance. €atera new instance of a
map, follow these steps:

1. Start a ViewWatch session and log on as an adtrator.

2.  Click Define Maps in the Define Menu. The Define Maps dialog
opens.

3. Select a map from the Map list. The map imaghsglayed.

4. If one or more remote SiteWatch servers are adrdethe right side
of the dialog box will display a drop down list 8ite Watch servers.
Select a SiteWatch server to display the data tlahserver.

5. The right side of the dialog box contains adissite names, a list of
camera names, and (if GateWatch is installed} aflithird-party
device names. Names and icons can be "draggedj th@rmouse.
Position the mouse over a name or icon, press alddliie left mouse
button, then move the mouse. Release the left mumutsen to "drop”
the name or icon.

6. Drag a site name from the list and drop it onrttag image to create
a "site “hotspot.” Site hotspots are used to quyitdhd the associated
site into the ViewWatch screen.

7. Drag a camera name from the list and drop ibemtap image to
create a "camera hotspot." The camera hotspotdocan the map
image should correspond to the associated canpérgsgcal location.
Camera hotspots are used to view and control thecaeged camera.

8. When a camera is dropped onto the map, a cacm@mrappears on
the map and the Map Tag dialog opens.

9. Enter a one- to three- character tag to be disglaver the icon to
help identify the camera.

10. Click and hold the arrow buttons to rotate ttanito represent the
camera'’s physical orientation.

11. Click theOK button.

12. If you have the optional GateWatch™ Third-Pantggration
Software, drag a device name from the list and drop the map
image to create a "device hotspot.” Device hotspmsised to locate
the device in relation to the cameras.

13. Remove a hotspot from the map by dragging mftbe map image
and dropping it anywhere outside the boundary efntlap image.

14. Click theSavebutton.

IMPORTANT: If you do not click theSavebutton, your changes will not be saved and
the map will revert to its previous configuration.

15. Click theOK button.
You now have a newly created map instance. The wilhmot be visible
from ViewWatch until you add it to a site.
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Sites

From Define Maps window, click th®ites, Stations And Serversutton.
This will bring up the "Site, ViewWatch Station aigkrver Definition”
window. You can also bring up this window by clicgiDefine Sitesin the
ViewWatchDefine Menu. To create a new site, follow the next steps:

1. Click theAdd button, to put the window in new sites mode.

2. Enter a name for your new site in the name field.

3.  From the Available Maps window, click on a maprtclude in your
site and click the add button.

4. Repeat step 3 above until you have added athtges to be included

in your new site.

Click theupdate button to save your new site.

Click theOK button to close the "Define Sites And Monitor gtas"

window.

7. Click theOK button to close the "Define Maps" window.

oo

To load your newly created site, clitkad Site in the ViewWatchActions
Menu. This will open the "Load Site" window. If one amore remote
SiteWatch servers are connected, a drop downfliSiteWatch servers is
displayed. Select a SiteWatch server to displéigtaof sites defined on
that server. Click on the site you want to loaticiCthe "Clear current
settings" check box to select it. Click thead button.
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CHAPTER 14

Video

To display live video from a camera, first cliclethive in the ViewWatch
Mode Menu. If you are logged on with the User Rdile mode is the
default and the Mode Menu will not be visible..

To View Video

Basics

1. Open the Map Window. You can cliskeew Map in the Windows
Menu, or click the View Map icon in the Menu Bar.

2. Click on a camera icon in the Map window and ¢daad drop” the
camera into a video pane. When the mouse pointdaced over a
camera icon, it changes to the shape of a handanpthinting finger.
If left to dwell for a brief moment, a text box Wappear with the
friendly camera name. As you hold the mouse buttmwn and drag
the camera off the map, the hand changes to asfdad cross. As you
continue to drag the camera, it changes back tmd twhen entering
the video pane. At this point, drop the cameraeludeo from the
camera will be displayed. Drag and drop other casas desired
until all desired video panes are filled. The saamera's video may
be displayed in more than one video pane. The andgirop opera-
tion may be terminated any time prior to dropping tamera in the
video pane.

3. Alternatively, clickList Camerasin the Windows Menu to display
the list of cameras for your site. Double-clickeanera, or click and
drag a camera from the list into a video paneidéw is already play-
ing in the pane, the new camera’s video will reple old.

4.  Alternatively, clickList Zonesin the Windows Menu to display the
list of defined zones.
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Details

In Live mode, the Video Window displays real time suragitle

information. Video may be displayed on additional; secondary,
monitors. The primary screen is used to controldbeondary monitors.
You can switch between the primary screen andeherglary monitors by
making the appropriate selection in the MonitorswéFigure 14-1).

Figure 14-1. Monitors Menu

Each monitor may be configured to display videarfra different number
of cameras. To change the monitor being controlididk on the menu
item corresponding to that monitor in the Monitddenu (Figure 14-1).
The primary screen will display the video panesfithe monitor selected.
To change the number of panes displayed, @ietup Video Panesn the
Tools Menu.

When the number of panes on a monitor is increabedyew panes will be
blank. The Map Window contains several icons regmmésg cameras. To
display the video from a camera in a monitor's pangg the map icon for
that camera to the pane in which you would likeuiteo to be displayed.
The video from that camera will appear in the pdie text description of
that camera's location will appear below the digpla

To view a list of cameras available, clitist Cameras in the Windows
Menu. You may also view video from a camera by dnagy it from this list
to the desired pane.

Example: You would like to display 16 panes on Secondary Manitb, and you want
the video from Camera #8 to be displayed in trst fane.

1. Click onSecondary #1in the Monitors Menu.

2. Click onSetup Video Panesn the Tools Menu.

3. Inthe Setup Video Panes dialog, select 4 rowsdacnlumns, then
click the OK button.

4. Drag camera ## from the map to the first pantbewideo dis-
play. Video from camera #8 will display in the fixgdeo pane (upper
left) as shown in Figure 14-2.
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Figure 14-2. 16 Video Panes Display

Viewing Video From Other Maps and Sites

Sites

e-Watch is designed to allow surveillance of mudtigfacilities or

campuses. Through use of Site and Map selectibms possible to view
cameras and security device locations at any ditee controls to
manipulate the sites and maps are located at theftthe Map Window as
shown in Figure 14-3.

Figure 14-3. Sites and Maps Controls

The Site menu lists all sites under surveillancgdyr e-Watch system. To
view the list, click on the pull-down Site menu. View a map of a site,
click on the name of that site. To access a site fthis menu, it must first
be loaded.
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To load a site, clickoad Site in the Actions Menu. Highlight the desired
site and click the Load button. If you wish to cledl loaded sites, check

. Click to load the site. Figure 14-4

shows an example of how to select a site from tibe &ill down menu
when several sites are loaded onto an e-Watchrsyste

Figure 14-4. Several Sites Loaded on an e-Watcte®ys

Maps
Each site may contain different maps. For exampie site may be a
three-story building. To view different maps foisige, click on the pull-

down Map menu and click the name of the map yout wasee, as shown
in Figure 14-5.

Figure 14-5. Selecting a Map from the Pull Down Men

Once a site and map have been selected, thatitets may be monitored
in the Video Window as previously described. Carmdram any position
on any map may be monitored from one location.

Control Icons

One or more control icons may be displayed beneatth video pane as
shown in Figure 14-6. The control icons providefukinformation and
provide quick access to frequently use controls.
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Figure 14-6. Video Pane Control Icons

Click the Select Video Resolution icon to view law high resolution
video.

If the Show Motion Detect Mask icon is visible, atibn Detect Mask has
been defined for the camera (see Chapter 11 farlslet Click the icon to
display the Motion Detect Mask. Click the icon &gt resume the video
stream.

If the Audio icon is visible, the camera has audapability. The audio
icon may have different appearances as shown r&igy4-7. Left-click
the icon to mute or un-mute the audio. Right-click icon to open the
audio dialog, as shown in Figure 14-8.

Click the View Images In Browse Mode icon to switelewWatch to
Browse Mode and load the archived images.

Figure 14-7. Audio Icon Appearances

Figure 14-8. Audio Dialog
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Camera Controls

e-Watch cameras can be controlled from the prirsargen via the floating
Camera Controls window. ClicdRamera Controlsin the Actions Menu to
open the Camera Controls Window, or right-clickaative video pane and
select Camera Controlsfrom the menu. The SiteWatch™ Situational
Awareness Software User Guide contains a complesergbtion of the
controls available for different types of cameras.
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CHAPTER 15

Alarms and Alerts

Overview

Profiles

Profiles are selected days and times when motion or arnt ehenlld cause
an Alarm. For example, a camera may be located that motion during
daytime hours should not cause an Alarm, but motlaring nighttime

hours or on weekends should cause an Alarm. Bsofitovide a way to
limit Alarms to days and times when motion or aremvis unusual and
should be investigated.

Alarms

An Alarm is an occurrence that is caused by motion, scamdyvent, or a

panic button that the system detects. When an Atambeen defined and
is turned on, motion or an event that occurs withitnme period specified
by the associated Profile will cause an Alarm. Pdmittons always cause
an Alarm. An Alert is sent in response to an Alaionalert response
personnel. Each defined Alarm has an associatéasstahich may be set
to "On" or "Off." If an Alarm is caused, but thatadm's status is "Off", no

Alerts will be sent.

Motion
Motion alarms are defined by selecting a Camera arfofile. Motion

detected on the selected camera during time perspesified by the
associated Profile will generate an Alarm and s&ledts.

Audio
Audio alarms are defined by selecting a Cameraafudofile, similar to
Motion alarms. Audio Vox events detected on thedeld camera during
time periods specified by the associated Profilké generate an Alarm and
send Alerts.
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Events

Panic Buttons

Alerts

Event alarms are triggered by a security devicepsit your system using
the optional GateWatch™ Third-Party Integrationt&afe. These devices
may include access keypads, smoke alarms, andgterisecurity devices.
Events detected on the selected device duringpieneds specified by the
associated Profile will generate an alarm and sAfedts. For more
information on GateWatch, please refer to the GateW™ Third-Party
Integration Software Administration Guide.

Panic buttons are special transmitters that cad sesignal to specially
equipped e-Watch cameras. Panic buttons are sotiased with Profiles
and always cause Alarms.

Alerts are sent in response to Alarms. The system cagrgenViewWatch
popup alerts, pager calls, and e-mail messages Oeiined, Alerts may
be set to "On" or "Off." If an Alarm is detectdaljt the Alert's status is
Off, that Alert will not be sent.

ViewWatch Popup Alerts

When an alarm is detected, and the system is Arempdpup window will
display on the ViewWatch screen with a descriptbthe event and sound
an audible alarm. The audible alarm may be manubdigbled if desired
by using the “mute” option in the computer’s sowadtrol. Additionally, a
colored border will blink around the video paneted camera that detected
the motion event. If the popup dialog is closedght click on the alarmed
camera’s video pane will display the popup aledialj. The respective
camera icon on the map window will also blink. Toimking border color
can be selected and setup at the server using-Wateh Server App.
ViewWatch can display up to three popup windows.thfee popup
windows are displayed and another alert is receitieel oldest popup
window will close and the new alert will display. héh the system is
Disarmed, the camera icon and camera video borleblink if the Alert
is turned on, but the popup alert will not appéldre popup alert only
appears when the system is Armed. If a cameradthsabMotion or Audio
alarm and a Panic Button alarm, the Panic Buttamatakes precedence.

Managing Popup Alerts With Multiple ViewWatch Windo  ws

If you are running multiple instances of ViewWatwh a single computer,
popup alerts will be displayed in each ViewWatcmaaw. This behavior
may be undesirable in some cases, for example, alhehthe ViewWatch
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windows are in a single large video wall displdydu launch one or more
of the ViewWatch instances as a hamed station, tinempopup alerts will

be displayed only on the named stations. See Ch&pfer details on

defining named ViewWatch stations.

Panic Button Alarms

The e-Watch® Situational Awareness System can befigroed to
interface with optional panic button devices. Pdnitton devices usually
consist of a transmitter that sends a signal tecaiver connected to an e
Watch camera. Signals can be sent over hard-wyrgtérss or via infrared
wireless. When the camera receives the signallaamas displayed at the
ViewWatch station as described above. Some tratesngieévices are in the
form of a “fob.” For example, many automobile kegyew contain a
wireless fob that allows the owner to lock and gklthe car doors and turn
on/off the alarm. Most fobs are programmable, ahgndifferent buttons
to be set for different activities. When an alarsntiiggered by panic
button, the camera’s video pane displays a blinldapred border. The
border color corresponds to the number of the Paniton that was
pushed. If the camera has both Motion and PanitoBwlarms, the Panic
Button alarm takes precedence. When the alarmgligdpup appears on
the ViewWatch station, it can be acknowledged, reliéaand closed by
right-clicking on the blinking video pane or caméan. Figures 15-1 and
15-2 show popup windows for Motion and Panic alalialog windows,
respectively. Figure 15-3 shows the dialog boxdknawledge, clear, and
close the alarm popup. Clicking the Acknowledgediustops the audible
alarm and causes the blue LED to flash on the cant@icking the Clear
button stops the audible alarm and stops the blghki the map icons and
video pane borders. Alert suppression is resetnmgdhat new events on
already alarmed cameras trigger alerts. Camera LERsNn to normal
operation.
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Figure 15-1. Motion Alarm
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Figure 15-2. Panic Alarm

Figure 15-3. Motion Alarm Dialog Window
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Pager Calls

A pager call is defined by entering a dial strimgl he name of the pager's
owner. When an alarm is detected, the system valltle number string,
notifying the pager owner of the alarm with a texdssage.

E-mail Messages

E-mail messages are defined by entering the e-adaitess and name of
the recipient. When an alarm is detected, the sysi#l send a message to
the e-mail address that includes a descriptioh@&tvent.

Defining Alarms

e-Watch is more than a surveillance system. lisis a highly customizable
alarm and notification system. To take advantagéhisf feature, alarms
must be defined.

If your facility has multiple sites, load the sfte which you want to create
an alarm. ClickLoad Site in the Actions Menu. A list of the sites
programmed into your system will be displayed. KCbo the site you wish

to load and click . Figure 15-4 shows the Load @itedow.

Event Setup

To set up Profiles, Alarms, and Alerts, clidkefine Events in the
ViewWatch Define Menu. This will display the Evemindow as shown in
Figure 15-5.
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Figure 15-4. Load Site Window

Figure 15-5. Events Window
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Adding, Editing, Or Removing An Alarm Profile

You can add, edit, and remove alarm profiles tlediné how the system
responds to alarms, enabling multiple security ades. For example, you
may program one profile for nighttime security amek for daytime.

Adding A Profile
To add a new profile, click thedd button on the Events window to display
the Alarm Profile window as shown in Figure 15-6lI&w the steps below
to create the new profile.

1. Type the profile name into the Profile name fieddu can name the
profile anything up to 50 characters, but the nahmuld be related to

the profile condition.
2. Click theAdd button to display the Alarm Time window as shown i

Figure 15-7.

Figure 15-6. Alarm Profile Window
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Editing A Profile

ok

N o

©

Figure 15-7. Alarm Time Window

Click on the pull down menu f@ay and select the day of the week
this alarm will cover. For example, select Monday.

Select thérom andTo times.

Click on theAlways, Once, or On specificdate radio button to select
the one you want.

Click Continue.

To add more days of the week to this profilegkcthe Add button again
and repeat Step 3. To cover all seven days of dekweach must be
added separately.

Click Continue to close the Alarm time window.

Click OK to close the Alarm Profile window.

To edit a profile, follow the steps below.

ogkrwnNpE

©oNOe

Click Define Eventsin the Define Menu to display the Events widow.
Click on theProfiles tab.

Highlight the profile you wish to edit.

Click theEdit button to display the Alarm Profile window.

Highlight the item you want to edit and click t&dit button to display
the Alarm Time window.

Edit the Day and Times.

Click Continue when finished.

Click OK to close the Alarm Profile window.

Click OK to close the Event window.
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Removing A Profile
To remove a profile, follow the steps below.

Click Define Eventsin the Define Menu to display the Events widow.
Click on theProfiles tab.

Highlight the profile you wish to remove.

Click theRemovebutton. A confirmation message will be displayed.
Click OK on the confirmation message to remove the prdilek
Cancelto cancel the operation.

Click OK to close the Events window.

aorwbE

o

Adding, Editing, Or Removing Alarms

As previously stated, there are four types of Alsrmotion, audio, event,
and panic button. A motion alarm is triggered bytiomg which is detected
by the system through its cameras. The sensitdfitpotion detection can
be adjusted in the Camera Definition window. Awliawalarm is triggered
by sound, which is detected by an audio-equipp@teca. The sensitivity
of sound detection (or Vox Level) can be adjustethe Camera Definition
window. An event alarm is triggered through Gat&diaby a security
device. A Panic Button alarm is triggered by acgdepanic button device.
You can add, edit, and remove motion, audio andtesfarms.

NOTE

A Panic Button event will always trigger an alarnfou do not need to set
up Panic Button Alarms.

Adding A Motion Alarm
To add a new motion alarm, follow the steps below:

1. Click Define Eventsin the Define Menu to display the Events window.

2. Click on theAlarms andMotion tabs as shown in Figure 15-8.

3. Click theAdd button on the Events window to display the Selntn-
era window as shown in Figure 15-9.
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Figure 15-8. Events Window Display for Motion Alarm

Figure 15-9. Select Camera Window

4. Click on the Select Site pull-down menu and gdlee site for which
you want to add an alarm.

5. Highlight the camera you want to trigger the mlaNote the checkbox
for "selecting all cameras from this site" locatéédhe bottom of the

window. Check this box if you want all camerashat $ite to trigger the
alarm.
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6. Click Continue to display the Select Profile window as showniig F
ure 15-10.

Figure 15-10. Select Profile Window

7. Highlight the profile you want to use.

8. Place a check mark in the box next to "Activate tamera's alarm pro-
file." Do not check this box if you do not wanttton on the alarm for
this camera.

9. Click Continue to return to the Events window. Note that the \&t&or
the camera you selected is "ON" if you chose tovatg the alarm in
Step 8.

10. Click OK to close the Events window.

Editing A Motion Alarm
To edit a motion alarm, follow the steps below.

1. Click Define Eventsin the Define Menu to display the Events window.
Refer to Figure 15-5.

2. Click on theAlarms andMotion tabs.

3. Highlight the camera you wish to edit and cliok Edit button to dis-
play the Select Profile window.

4. Activate or deactivate the camera's alarm prafienarking or
unmarking the box. Select another profile if deskire

5. Click Continue to return to the Events window.

6. Click OK to close the Events window.

Removing A Motion Alarm
To remove a motion alarm, follow the steps below.
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Click Define Eventsin the Define Menu to display the Events window.
Click on theAlarms andMotion tabs.

Highlight the camera you wish to remove.

Click theRemovebutton. A confirmation message will be displayed.
Click OK on the confirmation message to remove the prdiiliek
Cancelto cancel the operation.

Click OK to close the Events window.

Adding, Editing, Or Removing An Audio Alarm

Audio alarms are handled the same way as motiamalaexcept that you
click theAudio tab on theAlarms page (see Figure 14-8).

Adding, Editing, Or Removing An Event Alarm

Event alarms are handled the same way as motioms|axcept that you
click theEventstab on theAlarms page (see Figure 14-8). Event alarms
are associated with third-party systems tied iRfWlagch via the GateWatch
option. Before Event Alarms can be added, editedemoved, devices
must be created as detailed in the GateWatch Puartly Integration
Software chapter.

Defining Alerts

Now that we know how to setup alarms, it is neagsgadefine and setup
alerts to respond to the alarms. To define aléatiow the steps below:

1. Click Define Eventsin the Define Menu.
2. Click theAlerts tab. Three tabs indicate the types of alerts alksl

Station, Pagers, and E-Mail. At this point, you radg, remove, or edit
alerts.

Click the tab corresponding to the type of ajer wish to add and
click the Add button to display the tab's assodatendow, as shown in
Figures 15-11 through 15-13. You may activate dest &y marking
the box.
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Figure 15-11. Pager Window

Figure 15-12. E-Mail Window

Figure 15-13. Station Window

Directions For Adding Each Type of Alert

Station Alerts

A station alert will send a message to a ViewWatetion indicating that
an alarm has been triggered.
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1. Type the name for this alertkmiendly Station Namefield. This name
will appear in the list of alerts when you retuortieAlerts menu.

2. Type the IP address of the station intoAlderessfield to which you
wish to send the alert. Refer to Figure 15-14.

Figure 15-14. Station Alert Configuration Window

Pager Alerts

A pager alert will cause the system to dial a pagben an alarm is
triggered.

1. Type the name for this alertMamefield. This name will appear in the
list of alerts when you return to tiAderts menu.

2. Enter the number for the pager in Dial String field. Be sure to
include any area codes or dialing codes requirelidcout. If you wish
to add a number to send to the pager after it ban dialed, you may
do so by adding four commas, then adding the nuniteder to Figure
15-15.
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Figure 15-15. Pager Alert Configuration Window

E-Mail Alerts

If an e-mail alert is defined, SiteWatch will e-miaiformation regarding a
triggered alarm to the preset e-mail address.

1. Type the name by which you wish to refer to #iest inName
2. This name will appear in the list of alerts wiyen return to thélerts
menu. Type the e-mail addressHrMail Address. Refer to Figure

15-16.
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Figure 15-16. E-mail Alert Configuration Window

Arming the System

A display in the Menu Bar indicates when the sysiedisarmed or armed.
See Figure 15-17.

Figure 15-17. Armed/Disarmed Indicator

After alarms and alerts have been defined, chekn System in the
Actions Menu. This will activate the defined alararsd alerts. To disarm
the system, cliclbisarm Systemin the Actions Menu.

When the system is disarmed, defined alarms wilkeacons in the Map
Window and video pane borders to blink red, bualeots will be sent. The
Zoom to Alarm features are also disabled.

Zoom To Alarm

Click Alarm Zooms in the Actions Window to open the Alarm Zooms
window (Figure 15-18). The Alarm Zooms window cansa three
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checkboxes that determine how ViewWatch respondsnwan alarm
occurs.

Figure 15-18. Alarm Zooms Window

When Zoom To Alarm is checked, ViewWatch automatically displays
camera video of the area where an alarm is triggere

When a camera triggers a motion alarm, the videast from the alarmed
camera will be displayed in am expanded video pane.

If your system includes a GateWatch interface keosecurity devices and
an alarmed event occurs at a security device thiaera camera, the Video
Window is re-configured to four panes (2x2), digplg the video from the
four cameras closest to the triggered device.

When Play Audio On Zoom To Alarm is checked, ViewWatch
automatically plays the audio streams from zoonssderas.

WhenPlay Audio On Alarm is checked, ViewWatch automatically plays
the audio streams from alarmed cameras, but daepenftorm Zoom To
Alarm.
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CHAPTER 16

GateWatch™ Third Party Integration
Software

GateWatch is an add-on module to the e-Watch sy8tatallows e-Watch
to interface with third party access control andrml systems, such as
access keypads, smoke alarms, or perimeter sequogucts. It allows
third party devices to be added to maps and madtor ways similar to e-
Watch cameras.

Access control and alarm systems are integral paftthe security
installation for many schools and businesses. TlaeWatch add-on
module gives the security officer the ability tomitor e-Watch surveillance
cameras, and third party access and alarms atathe sime. GateWatch
provides the bridge between the third party systeche-Watch.

Generally, when the 3rd party system detects a daygntry, a door

opening, or some other event, it records this métdron in its database.
GateWatch captures this information using a spieedldata interface. This
allows e-Watch to monitor, capture, and report @ady system data, and
correlate it to archived e-Watch images or vid&be 3rd party data can be
formatted in two ways: 1) A “standard” format whigdcords the date and
time of an event, and any message or other datadei by the third party

system. This data enters GateWatch unchangedsamat imanipulated in

any way. 2.) A “custom” format that can be detik® provide more

information associated with the third party systamg allow data fields to
sorted or filtered. The specialized data interfeamesdesigned as “plug-in”
modules that can readily be developed and impleaderity e-Watch

Corporation, or one of it's designated reselleie\8atch is delivered with

predefined data interfaces for generic fixed-formsgstems and Isonas
systems.

The GateWatch add-on module is designed so tleanitbe installed as a
separate add-on product to the standard e-Watcelati®ihal Awareness
System.
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GateWatch Operating Procedures

When the GateWatch add-on module is installed GhteWatch Menu is
added to the Menu Bar (Figure 16-1). The GateWafidnu includes
GateWatch Devices By clicking GateWatch Devices, you or your
system administrator can set up 3rd party devieesnterface with
e-Watch. You must have the Administrator Role tdlds. The GateWatch
Menu also includes$sateWatch Standard Report, GateWatch Custom
Setup,and GateWatch Custom Report.

Figure 16-1. The GateWatch Menu

Configuring GateWatch

After GateWatch is installed, you may begin thefiguration process by
defining the types of 3rd party devices and addegn to your site's map.
Defining 3rd Party Devices

The first step in setting-up the 3rd party systertoidefine its devices.
Follow the steps below:

1. Click GateWatch Devicesn the GateWatch Menu to display the
Define Devices window as shown in Figure 16-2.
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N

Figure 16-2. Define Devices Window

Click the Types edge tab and click the Add buttemter the name of
the device type. Device types may be things suatoas keypad,
lock, window, badge reader, or some other typeei&he name in the
Type field and click Continue.

Click the Sources edge tab and click the AdddoutEnter the name
of the source. It may be the name of the compaatysinpports and
maintains the 3rd party device, the name of thepartly system, or
any other name that you choose.

Select a source type from the pulldown list.déiyselect source type
“Isonas”, also enter the IP address and port nummbitre Isonas
server computer. Click Continue.

Click the Devices edge tab and click the Adddrutb display the
Add Devices window as shown in Figure 16-3.
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10.

11.
12.

13.

14.

Figure 16-3. Add Devices Window

This window contains five fields: Identifier, TgpSource, Associated
Camera and Handle Aux Event. The type and souetasfivill con-
tain the names of the type and source you prewaushted. Now
you must identify the device.

Enter an identifier in the Identifier field. kige 16-3.

Highlight a type in the Type window and a sourcthe Source win-
dow.

Optionally, you may choose to select an Assodi@amera from the
list provided. Normally this will be a camera tihgmonitoring the
area around the 3rd party device. Video from tls®asated camera
cam be displayed when a device alarm occurs.

Optionally, you may choose to handle “Aux” exeea$ Doorbell
alerts. This option is designed for use with Isomesess contol sys-
tems.

Click Continue to finish adding the device.

Notice that for each edge tab, there is an &uitDelete button. To
edit any entry, click the desired edge tab, hidttlan entry, and click
the Edit button. To delete an entry, click the Deleutton.

An Add, Edit, or Delete operation may be cartélg clicking the
Cancel button.

After all devices have been defined, click OKlmse the Define
Devices window.
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Adding Device Icons To The Site Map

After the 3rd party devices have been defined, thagt be added to the
site map(s). Follow the steps below:

1. Click Define Mapsin the ViewWatch Define Menu to display the
Define Maps window as shown in Figure 16-4.

Figure 16-4. Define Maps Window

2.  Click on the pull-down tab on the Map field amdest the site map to
which you want to add the 3rd party device icons.

3.  Onthe right side of the Define Maps are threeepahat list the Sites,
Devices, and Cameras that are setup on your e-\WWgstem. The
devices you created earlier appear in the Devioe.daigure 16-4.

4.  Place the mouse pointer over the device thatwanmt to put on the
site map and drag it to its location on the mapidéahat the pointer
changes to a "hand" when you place it over theageWhen you
click and hold the left mouse button, the hand glearto a small cir-

cle with a slash through © . As you drag the devb the map, the

Q will change to a small blue rectangle. Once yeach the location
on the map, release the mouse button and "dropddtiee icon into
place.
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Figure 16-5. Device Icon Placed On Site Map

5. Click the Save button. A message will be displagtting that the
map has been saved. Click OK on the message.
6. Click OK to close the Define Maps window.

Now that the site map has been updated with the 3remparty device
(Figure 16-5), the map showing the device mustdaelédd. Please see
Chapter 13 for details.

Additional Features With Isonas Access Control
Systems

Additional features are available for use with B®@access control systems
and proximity card readers. “Isonas” must be sebtkdb the source type
field.

Opening Doors

In the Add Devices window you may select an AsdedaCamera.
Normally this will be a camera that is monitoringetarea around the
Isonas reader. When you view this camera in Viewe¥aan “open door”
icon will be displayed at the bottom of the videsmp as shown in Figure
16-6. When you click the “open door” icon, the lasnaccess control
system will open the door.
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Figure 16-6. Video Pane With Open Door Icon

Viewing Pictures Of People

Isonas access control systems can record pictirgeaple to whom

proximity cards have been assigned. If you havecsedl an Associated
Camera for an Isonas reader in GateWatch, thenWagah can display the
person’s picture next to the camera video whenrd isapresented to the
reader, as shown in Figure 16-7. The picture malessy to verify that the
card is being used by the authorized person.

Figure 16-7. Camera Video With Associated Isonasuire

Responding To Doorbells

Isonas proximity card readers have an Aux input ta be wired to a
standard doorbell pushbutton. To use the Aux irgsué doorbell, use the
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Isonas Crystal Access Administrator program to igumé the door’'s Aux
input as “Use AUX DB” and “w/o unlatch” (Figure 1%-

Figure 16-8. Isonas AUX Input Configured As Dookbel

If you have selected Handle Aux Events As Doorfwllan Isonas reader
in GateWatch (refer to Defining 3rd Party Devicbswe), then ViewWatch

can respond to the pushbutton. ViewWatch will digpa popup window

that includes the name of door and an Open Dodobudccompanied by a
doorbell chime, as shown in Figure 16-9. You canose to open the door
by pressing the Open Door button.

If you have selected an Associated Camera in Gat#Neefer to Defining

3rd Party Devices above), then the window will alsplay the video from
that camera. You can review the video before degi@ihether to open the
door.

If the Associated Camera is equipped with an aadrid, then the camera’s
line or microphone input and line output can benaxted to a microphone
and speaker located next to the door. This arrargeoffers a number of
additional features. The doorbell button will caaseecorded message to
be played on the camera’s speaker to announcehihatoorbell has been
activated. You can change the recorded messageefidgcmg the file
c:\e-watch\sounds\doorbellanswer.wav. This file traesrecored in g.711
audio format. If you click the Open Door buttoneha recorded “buzz”
sound will be player on the camera’s speaker tdfyntie person at the
door that the door is open. You can change thez'bsaund by replacing
the file c:\e-watch\sounds\operationsadmit.wav.sTile must be recored
in g.711 audio format.

If the Associated Camera is equipped with an agdial, then the popup
window will also include a Push To Talk buttonytfu have a microphone
connected to your computer, you can press and tn@dPush To Talk
button with the mouse to speak to the person aldlbe Release the mouse
to listen to the person at the door. There is adlsvttd meter that displays
your microphone volume. The microphone icon undatim¢he VU meter
works the same as the Push To Talk button. NexhéoVU meter are
microphone volume and mute controls.
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Figure 16-9. Doorbell Window
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CHAPTER 17

GateWatch Reports

GateWatch ties the e-Watch Situational Awarenessefyto a 3rd party
system to enable the e-Watch user to monitor ttga&rty system in
conjunction with monitoring camera activity from/éatch.

When the 3rd party system records data, it carubecpover the RS-232
serial line connected to e-Watch and displayed@ateWatch Report. The
data in the report is dependent on the 3rd padieay and the type of data it
captures. When a customer decides to add GateVaidlaich technicians
and engineers will help develop a report configunrabased on the type of
data the system processes.

Customizing GateWatch

In Chapter 16 we discussed how to define 3rd pdetyces and add them
to the e-Watch system. We identified four type @¥ides in our 3rd party
system: Door, Keypad, Lock, and Window (Refer tgufe 16-3). We also
added the name of our source, Redville SecurityeBys. Next, we
identified our device, a keypad, which we identifees K29 (Refer to Figure
16-4). Next, we created an icon for our device pladed it on the facility
map, saved the map, and loaded it to the Map WindRefer to Figure 16-
6). All devices in the 3rd party system that geteedata should be
identified and added to the device list as outlim@hapter 16.

Now we will determine the GateWatch Report layoud svhat data fields
will be included in the report. For information ganerating Camera
Reports, refer to Chapter 18. To customize a GatieWReport, follow the
steps below

1. Move the mouse pointer ov&ateWatch in the Menu Bar to display
the GateWatch Menu as shown in Figure 17-1.
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Figure 17-1. GateWatch Menu

2. Click GateWatch Custom Setup to display the GateWCustom
Setup window as shown in Figure 17-2.

Figure 17-2. GateWatch Custom Setup Window

3.  Click the Add button to display the Add Fieldswaow as shown in
Figure 17-3.
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10.

Figure 17-3. Add Fields Window

Highlight the source you wish to use.

Enter sequence number in the Seq field to detggha sequence in
the report you want this entry to display. For epéanenter the num-
ber 1. This means that this report entry will digpin the first posi-
tion of the report line.

Enter the name for this data field. For examgheer EventDate. This
means that EventDate will be the first data fieldlisplay in the
report line.

Enter the Start data column as a number. MostlA&#Ea lines con-
sist of 80 columns. This means that 80 charactaide entered into
a line of a database record. For example, enfEhis.means that the
data field for EventDate will start at position nioen 1.

Enter the End data column as a number. For exgrapter 8. This
means that the data field for EventDate will endaition number 8,
thus allowing eight spaces for a date entry (€.4/31/02).

Click the Device ID box if this entry is for awdee and it has an ID.
In this case, EventDate does not have a Devicedlt,would not be
checked. It is important that one, and only oné&rydmave the Device
ID checked so that the e-Watch system can relat8rith party data to
the appropriate icon on the map.

Click Continue. The entry just created will nappear in the Gate-
Watch Custom Setup window.
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11. Continue to add data fields for the GateWatchdReas described in
Steps 1-9. After all data fields have been createdport can be gen-
erated. Remember that the data fields created must the data

produced by the 3rd party system.

Example Of A 3rd Party System

The example below shows a 3rd party access caystém interfaced
with an ViewWatch Monitor Station. The system iflexhthe Photot ADT
System. The system records door and keypad enfiiese devices have
been setup in the Define Devices window as showkigare 17-4.

Figure 17-4. Define Devices Window

Likewise, GateWatch has been customized to refirectinique
characteristics of the 3rd party system and tolaysihe relevant
information when a report is generated. Figure Bh&ws how the system
was customized in the GateWatch Custom Setup window

153



|Chapter 17

Figure 17-5. 3rd Party Custom Setup

Notice in Figure 17-5, seven data fields were e@dbr the 3rd party
system. Each data field has been named and segimantkallocated a
number of spaces for the data field to displayinfi@mation, and whether
or not the device has an ID. Thus, when a GateWatstom Report is
generated for the 3rd party system, it will dispilagse data fields, as
shown in Figure 17-6. Notice in Figure 17-6 tharthare two additional
data fields in addition to the seven created. TlaeseSource and Date
located at the left. These two data fields will & exist as they are
created when the GateWatch receives the 3rd patsy @herefore, the data
fields created in the custom setup will always &fier these two entries.

Figure 17-6. Report Format Showing 3rd Party Daialés

Next, we will discuss how to generate a GateWatepdr.

Generating A GateWatch Report

Users must have the Investigator Role or highgetterate reports. To
generate a GateWatch Report, follow the steps below
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1.

Move the mouse pointer ov@ateWatch in the Menu Bar to display
the GateWatch Menu as shown in Figure 17-1.

Click GateWatch Standard Reportor GateWatch Custom

Report, whichever is desired. The Standard Report induBid party
information in a static display. This display cahbhe changed by
varying the data field positions or by sorting ittefing the informa-
tion. The Custom Report allows sorting and filtgrof the data as
will be discussed later. For our discussion, weetselected the Gate-
Watch Custom Report, which will display the GatedtaCustom
Report Setup window as shown in Figure 17-7.

Figure 17-7. GateWatch Custom Report Setup Window

3.

4.

Highlight and double-click on the 3rd party systdesired. This will
change "Not Selected"” to "Selected.” At the tophefwindow, enter
the From and Through times and dates the repouiglover. The
default setting is for the immediately precedingihdo edit the
times and dates, click in the field and use thangb down tabs to
make changes.

Click the Run button to generate the report asvehin Figure 17-8.
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Figure 17-8. GateWatch Custom Report

5. Notice that the report shows access and enteyfdathe time and
date specified. At the top of the report are twtidns: Setup and
Exit. Clicking on Setup returns to the GateWatclstGm Report
Setup window where the times and dates can be reddihd new
report generated. Of course, clicking on Exit witise the report.

6. To sort a column, left-click on the column headimhis will sort the
column is ascending or descending order.

7. Tofilter avalue, left-click on the value tdiér. This will result in
the display shown in Figure 17-9.

Figure 17-9. Filtered GateWatch Custom Report

8.  To return to unfiltered status, click on the text located immedi-
ately above the Source column that reads "Click beremove fil-

ter."
9. To display details, right-click on any value sh®wn in Figure 17-10.
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Figure 17-10. GateWatch Event Details

10. Clicking on the Show Video button will convenetPrimary Screen
to Browse mode and reconfigure the Video Windoviotor panes,
displaying the video from the four cameras closeshe device trig-
gered. Figure 17-11 shows the Primary Screen invBeanode.

Figure 17-11. Primary Screen In Browse Mode Withe®¢atch Event
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11. At this point the user can playback the videorfthe four cameras
nearest the device, perhaps to discern who or tiggered the
event. For details on video playback, see Chapter 1
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CHAPTER 18

Reports

The Reports process begins when a user left-ciickise Reports Menu in
the ViewWatch Menu Bar. Users must have the Ingatitr Role or higher
to generate reports.

Generating Reports

To generate a report of event activity, click aopn theReports Menu
(Figure 18-1). If your system is equipped with GEaéch, you will have
additional GateWatch reports in the GateWatch Meee Chapter 17).

Figure 18-1. Reports Menu

Camera Report

The Camera Report enables the user to select fnemicoall of the cameras
defined for the site. The report indicates the oroactivity for a particular

camera during a specified time frame. To generatanaera report, follow

the steps below:

1. Click Camera Reportin the Reports Menu to display the Camera
Report Setup window.
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2. Set the timeframe for the report by setting Feord Through times by
clicking on the arrows to the right of the time atate, or typing in the
desired information. Refer to Figure 18-2.

Figure 18-2. Report Setup, From and Through Times

3. Select the site from the Select Site pull dowmméntries for each
defined site are contained here. If you wish torshth defined cameras
for all defined sites, select "All" from the pulban menu. Select the
camera(s) for which you would like a report by deutlicking on that
camera in the list. Th8tatusfor cameras you select will change to
"Selected". See Figure 18-3. If you wish to segdiclisted cameras,

click at the bottom of the setup screen. If yolkkena
mistake, you can select Deselect All and start.over

Figure 18-3. Camera Report Setup
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4. Click to run a report on the selected camerath®

timeframe specified. The system will retrieve tlagadand display the
report. See Figure 18-4. The report displays afbneach camera
selected. Each line consists of the camera nama aedes of small
event icons, ospots Each spot represents a time period of two percent
of the total time selected on the Camera RepottiSatreen. Initially,
all of the spots are colored black. After the réorun, time periods
with no events are represented by a black spoe Bhwts represent
time periods with less than the average numbevefits, and time peri-
ods with more than the average number of eventeegresented by a
red spot. When a blue or red spot is present, matwcurred on the
indicated camera.

Figure 18-4. Camera Report

Reading The Spots

When the mouse pointer is placed over a blue orspmt, a text box
appears showing the From and To times and the fDatbe motion events
captured, as shown in Figure 18-5.
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Figure 18-5. Camera Report Showing Spot Text Box

Camera Report Detail

When the spot is clicked, the Camera Report Dstaigen is displayed as
shown in Figure 18-6.

Figure 18-6. Camera Report Detail Screen
The Detail screen displays information about thet selected. This screen
contains three tabs as described below.

* Time Tab: Displays the start and end date and time repteddyy the
selected spot.
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» Stats Tal Displays the number of events represented bgjlog and
the average number of events represented by al gpothe selected
camera.
» View tab: The view tab contains two sub-buttons: Report lamages
as described below.
Report Button: Displays the Spot Camera Report, which is similar
to the Camera Report except that the Setup bustaisabled and
only the camera and time represented by the sdlegpet is
displayed.

Images Button Clicking the Images button causes the images
represented by the selected spot to be loaded th@oimage
Browser for viewing.

Camera Report Scheduling

Reports may be scheduled to run at preset timedater or recurring
execution. Reports can only be scheduled from avWiatch station.
Follow the steps below to set up a preset timetoar report.

1. Click Camera Reportin the Reports Menu.
2. Double-click on the desired camera.
3. Click the button to open tli@gamera Report Schedule

window as shown in Figure 18-7.

Figure 18-7. Camera Report Schedule Window
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4. To set the timeframe for the report, click Time tab and enter the

times for the report.
5. Click on theFrequencytab and select Once, Daily, or Weekly as

shown in Figure 18-8.

Figure 18-8. Camera Report Frequency Settings

6. To activate this schedule, click tAetivate tab.
7. Select the Active butto™  as shown in Figure 18-9

Figure 18-9. Activating Camera Report Schedule

164



| |Chapter 18

8. After setting time, frequency, and activationgic|

9. If you wish to cancel the schedule at any tinliek . To
keep the schedule in inactive status, select vadtom the Activate
tab.

System Log Report

The System Log Report is an online log that lifitalarm events and alarm
system errors detected by the system. The sysigmepmrt is setup via the
Log Report Setup window as shown in Figure 18-10.0ne or more
remote SiteWatch servers are connected, the “S€wpnection Records”
option will be displayed along with a Servers didgpwn list. You can
select multiple servers for the report by using @arclick or Shift-click.

Figure 18-10. System Log Report Setup
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To setup and run a System Log Report, follow trsteps:

Click System Log Reportin the Reports Menu

Enter "From" and "To" times and dates. The defaulé is current date
and time minus one hour.

Select the items to be included in the report. @amotion, device
events, panic buttons, server connections andraysteors may be
selected.

Select the servers to be included in the repiotthel drop down list is
displayed.

To exit Log Report Setup, click the Exit button.

To generate a Log Report, left-click the Run baitfbhe report will dis-
play all alarm records for the timeframe and datdscted. See Figure
18-11.

System Log Report Details

Figure 18-11 shows a sample system log report. répert shows the
following for each record displayed.

Line Detalil

Record type

Record date and time

Record detail data

User ID (By), for alarm acknowledgement and alatearing events

Figure 18-11. Log Report

After running a report, a new report can be setypglicking on the Setup
button to display the Log Report Setup window ag@iick the Exit button
to close the report.

The columns and lines of the report can be manipdlas follows:
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1. Leftclicking on a column sorts the detail lirmsthe values in that
column.

2.  Left clicking on a value filters the detail linkg that value. Refer to
Figure 18-12.

Figure 18-12. Log Report Filtered

w

Right clicking on a Camera Motion or Panic Buttenord displays
video as follows:

» Switches ViewWatch to Browse Mode.
* Re-configures the Video Window to one video pane.

» Set the From and Through times to the beginnindp@first minute
prior to the event through two minutes after thergyv

» Displays the images from the camera in the Vidaoe?

4.  Right clicking on a Device Event record displaideo as follows:

* Switches ViewWatch to Browse Mode.

* Re-configures the Video Window to four Video Panes

» Sets the From and Through times to the beginnineofirst minute
prior to the event through two minutes after thergv

» Displays the images from the four cameras clasette device in the
video panes.

Camera Database Exception Report

The Camera Database Exception Report lists anyegiancies in the
camera database, including duplicate MAC addressels duplicate IP
addresses. The camera database is maintained tewach, which
automatically reconciles duplicate addresses. Hewaliscrepancies can
be introduced by manually editing the database gudime Camera
Definition Screen.
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The Camera Database Exception Report is autonigtipppduced on a
daily basis by SiteWatch, and if any discrepanaresfound then a popup
error message will be displayed on ViewWatch stetioTo view the most
recent report, follow the steps below:

1. Click Camera Database Exception Reporin the Reports Menu to
display the report .

2.  Click thePrint button to print the report.

3. If you have made changes to the camera dataygasean click the
Regenerate Reportutton to cause SiteWatch to re-scan the data-
base. Allow one minute for the scan to complet®tgefe-opening
the report.

Figure 18-13 shows a sample Camera Database Eccdpéiport.

Figure 18-13. Camera Database Exception Report
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Camera Connections Report

The Camera Connections Report shows the systeral sermber, the
number of licensed cameras, the number of camerasntly connected to
the SiteWatch server, and useful data about eatlerea The number of
cameras connected to the server cannot exceedutihben of licensed
cameras. To view the report, follow the steps below

1. Click Camera Connections Reporin the Reports Menu.
2.  Click thePrint button to print the report.

Figure 18-14 shows a sample Camera ConnectionsrRepo

Figure 18-14. Camera Connections Report

Camera Status Report

The Camera Status Report includes all of the inédion about each
camera that is recorded in the SiteWatch camebdaé. The report also
shows the current status of each camera’s TCPvarcloinnection and TCP
control connection to the SiteWatch server. The €@anstatus Report is
very useful for checking on the current connecstatus of your cameras,
and for identifying potential network problems. Wiew the report, follow
the steps below:

1. Click Camera Status Reportin the Reports Menu to open the Cam-
era Status Report Setup screen (Figure 18-15).
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Figure 18-15. Camera Status Report Setup Screen

If you have installed the optional Multiserver daote, more than one

2.
SiteWatch server may be displayed in the Servemgdowi. Select one
or more servers to include in the report.

3.  Click theRun button to display the report (Figure 18-16).

Figure 18-16. Camera Status Report
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4.  Click theSetupbutton to return to the Camera Status Report Setup
screen

5. Click theSelect Columnsbutton to select the data columns to be
included in the report (Figure 18-17). Each avadatata item is
listed. Place a check in the checkbox next to a e to include it

in in the report.

Figure 18-17. Camera Status Report, Select Columns

6. Click theAuto Refresh button to turn auto refresh on or off. If auto
refresh is turned on, the display will be autoradljcrefreshed at the
selected interval.

7.  Click theTools button to display a list of installed e-Watch sgfte

tools. Each tool can be launched directly from lisis

Click any column heading to sort the report at tolumn.

Click any data value to filter the report by tkatue (Figure 16-18).

© ©
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Figure 18-18. Camera Status Report, Filtered By €anModel

10. Right-click a row to display live video from thaamera. You may be
asked to provide your SiteWatch username and padswo
11. Click and drag and column heading to re-arrdhgeolumns.

License Report

Each SiteWatch server must have one camera lidenssach connected
camera. If there are as many connected camerabeas are camera
licenses, then additional camera connection attemip$ail. The number
of licenses for a server is encoded in the RegistrdNumber stored in the
e-Watch key in the Windows Registry. The Licenspore shows the
number of available licenses and the number of ecied cameras. There
are three different versions of the License Regepending on whether the
server is a stand-alone server (Figure 18-19)carise Server (Figure 18-
20), or is obtaining licenses from a License Se(Fegure 18-21).

Figure 18-19. License Report, Stand-Alone Server
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Figure 18-20. License Report, License Server

Figure 18-21. License Report, Obtaining Licenses
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CHAPTER 19

Zones

A Zone is a predefined collection of cameras. Waewone is assigned to a
video pane, the video streams from the cameraeirzone are displayed
one at a time at a predetermined frequency. Anywihk the Administrator
Role may define and create a zone. There are thegs to access the
Define Zones window:

1. Click Define Zonesin the Define Menu.

2. Right-click on a camera icon on the Map Windomg gelect Zones
from the menu.

3. Right-click on a live video pane and select Zdines) the menu.

Once a zone has been created, it can be accessdidKiyg List Zonesin
the Windows Menu. This window displays a list ofadable zones. The
user may "drag and drop” any zone from the lisi anty pane in the video
window.

Adding A Zone

To add or create a new zone, follow the steps helow

1. Click Define Zonesin the Define Menu (or choose another method as
described above) to display the Define Zones windewhown in Fig-
ure 19-1.
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Figure 19-1. Define Zones Window

2. Select the site from the drop do®alectSite menu where you wish to
add the zone. This will display a list of all camefor that site.

3. To add a camera to the new zone, place the npmister over a cam-
era, press and hold the left mouse button, andy"dree camera to an
empty field on the right side of the window. Coniéto drag individual
cameras to the right side until you have seleciddie@cameras for this
zone.

4. Set the cycle time in the box located in therigpt of the window. The
default time is 10 seconds. This means that theecasryou selected for
the zone will cycle every 10 seconds. Cycle time lva set from 5 to
999 seconds.

5. Click the Save Zone button to display the Saveedeindow as shown
in Figure 19-2. Enter a name for the zone and ¢helOK button. A
message will appear stating that the zone has$mard.

Figure 19-2. Save Zone

6. Click OK to close the Define Zones window.

Viewing A Zone

To view a zone, follow the steps below:
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1. ClickList Zonesin the Windows Menu display the List Zones window
as shown in Figure 19-3.

Figure 19-3. List Zones Window

2. To view cameras within a zone, right-click on do@e name. A win-
dow will display the cameras that are in that zone.

3. To view a zone, select and "drag" it to any vigaoe. The cameras in
that zone will start streaming their video and diag from camera to
camera according to the cycle rate set for the.zone

Editing A Zone

To edit a zone, follow the steps below:

1. Click Define Zonesin the Define Menu to display the Define Zones

window as shown in Figure 19-1.
2. Click Load Zone to display the Load Zone windaswshown in Figure

19-4.

Figure 19-4. Load Zone Window

3. Select the Zone you want to edit from the dropadonenu and click
OK. Change the following information as desired:
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> Cycle: The number of seconds the monitor will displagea
from a camera before switching to the next camera.

> Zone Cameras Click and drag off existing cameras or drag in
new cameras.

> Zone Name After making desired edits, click the Save Zoné b
ton to display the Save Zone window as shown imfeid.9-5.

Figure 19-5. Save Zone Window

Enter the name for the zone. The changes magvseisinder the cur-
rent name or you may enter a new name. After nathi@egone, click

OK.
To cancel the operation, click tBancelbutton.

Deleting A Zone

To delete a zone, follow the steps below:

1.

2.
3.

Click Click Define Zonesin the Define Menu to display the Define

Zones window.

Click Load Zone to display the Load Zone window .

Select the Zone you want to delete from the dtoywn menu and click
OK.

Click the button. You will be prompted with antio-
mation message. ClidRK to delete the zone.
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CHAPTER 20

Camera Configuration Utility

Overview

The Camera Configuration Utility provides a waydetect and configure

cameras as they are added to an e-Watch netwaskufied to aid in the

setup and configuration of new cameras. The utiitynstalled on the e-

Watch server and can be installed on any workstattmnected to the same
network to which the cameras are also connected.

Installing The Camera Configuration Utility
The utility is automatically installed on the SiteWth server, however you
have the ability to install it on separate machine§he following
instructions are for independent installations.

1. Insert the e-Watch Installation CD-ROM

2.  Click Start>Run. Navigate to the Camera Configfdter.exe file.

3. Click OK. InstallShield Wizard will open and baghe installation.

4.  Follow the instructions on the Install Shield.

5.  The utility will be installed in the default lowan ‘C:\Program
Files\e-Watch\e-Watch Camera Configuration Utilityless specified
differently during the install procedure. The follimg files will be
installed:

 CameralP.exe
« EwatchCameraConfig.exe
« Ewatchcameraconfighelp.chm (help file)

* EWatchWirelessUtil.exe
6. Anicon for the camera configuration utility wile created in a Pro-
gram Folder. The default Program Folder is ‘Progge-Watch'.

Camera Configuration Utility Help

Comprehensive help is provided by pressing the &1 Kelp titles are
shown in Figure 20-1.
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Figure 20-1. Camera Configuration Utility Help

Camera Configuration Utility Procedures
The following steps explain how to use the camerdiguration utility.

1. Click the icon in the e-Watch Program Folder pemthe e-Watch
Camera Configuration Utility window as shown in &iig 20-2. Note
that the window contains three major parts: Canaanection,
Connected Camera, and Configuration. Each is destin more
detail below
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Figure 20-2. Camera Configuration Utility Window

2.
3.

Enter the server IP Address .
Click the Connect button located after the IP v&dd field. When the

program is connected to an e-Watch server, twegnn lists dis-
play all cameras defined on the e-Watch server.l8heontains
cameras that have already been configured. A sexomdins cam-
eras that have not yet been configured. Cameragsdva not been
configured are identified by the friendly name "N@€amera n." See

Figure 20-3
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Figure 20-3. Camera Pull-Down Lists
Important : If the camera is not connected to the e-Watclve&3eeither
because the server address has not yet been aadfiguthe camera or the
server is not running, then yowust use thdP Addressdge tab to connect
to the camera. You cannot connect to the cameng tise Using Server
edge tab.

Connecting Using The Using Server Tab

The following steps explain how to connect to a egarnthat is already
connected to the e-Watch Server.

1. Click the Using Server edge tab.
2. Select the camera from the Old Cameras list@iNgw Cameras list.
3. Click the Connect button below the selected camer

Connecting Using The IP Address tab

The following steps explain how to connect to a emmthat is not
connected to the e-Watch Server, either becausgetiver address has not
yet been configured in the camera or the serveotisunning.

1. Click the IP Address edge tab
2. Enter the IP address of the camera
3. Click the Connect button.

Removing A Camera

The e-Watch Server maintains a list of camerashbaé connected. If a
camera is never re-connected, it is automaticaipaved from this list

after one month. You can click the Remove buttomanually remove a
camera that has been permanently disconnected.athan will prevent

the server from sending alert notifications that ¢Amera is offline.
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Camera Configuration Procedures

1. When the camera is connected, the following carparameters are
displayed as shown in Figure 20-4.

e Camera ID (displayed only when connected throhghserver)

» Friendly Name (displayed only when connected tglotine server)
* Model Code

« Device identification number and Option codes

* MAC address

e |P address

» E-Watch server address

Figure 20-4. Connected Camera Parameters

Viewing Video. To view video, click the Video edgab to display SIF
MPEG and Motion JPEG video panes as shown in Figass. Click the
Start button to start playing the video. Click tve desired video pane to
open a new window and display the video at fukksi2lick the Stop button
to stop playing the video.

Figure 20-5. Viewing Video

Camera Configuration Pages. When the program isextiad to a camera,
the camera configuration pages are populated agrsimoFigure 20-6.
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Figure 20-6. Camera Configuration Pages - SetupeéPag

a. Setup Page. Click the Setup edge tab to digplaysetup page. See
Figure 20-6. The Setup page is populated onlyaefdAmera is connected
through the server. It shows the following:

Camera friendly name

Camera class

Description

Archive high resolution video selection

Archive low resolution video selection

Archive audio selection (audio-equipped camerdg)on

Archive audio With Motion Alarm selection (audiopgpped cameras

only)
Archive JPEG selection

External Device
Panic Button Name
Alert if offline selection

If Alert If Offline is de-selected, alerts will ndite sent to viewing stations
when the camera is offline. This can be usefukftwations when cameras
are offline for maintenance or repair. CamerashwAlert If Offline
disabled are reported in the Camera Database EansReport.
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Figure 20-7. TCP/IP Configuration Page

b. TCP/IP Configuration Page. Click the IP edgethan the TCP edge tab
to display the TCP/IP Configuration page as showirigure 20-7. The
TCP/IP Configuration page shows:

* Auto or fixed IP selection

e |P address (disabled if auto)

* |P subnet (disabled if auto)

* |P gateway (disabled if auto)

» Auto or fixed e-Watch server selection

* e-Watch server IP address (disabled if auto)

e TTL (time to live) (disabled if auto). Default wed is 15
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Figure 20-8. IP Multicast Configuration Page

c. IP Multicast Configuration Page. Click the IRjedab then the Multicast
edge tab to display the IP Multicast Configurag@@age as shown in Figure
20-8. SeeMulticast Addressesn Chapter 4 for details about multicast
address assignments. The IP Multicast Configuraismye shows:

e Auto or fixed Multicast selection

 DHCP server address (disabled if Fixed)

e Multicast scope name (disabled if Fixed)

* High resolution multicast address

e Low resolution multicast address

e Motion JPEG multicast address

e Audio multicast address
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Figure 20-9. Picture Page

d. Picture Page. Click the Picture edge tab tplaysthe Picture page as
shown in Figure 20-9. The Picture page contairtsngstfor the following:

e Brightness

e Contrast
* Saturation
e Hue

Figure 20-10. Archive Stream Page
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e. Archive Stream Page. Click the Streams edgéhtabthe Archive tab to
display the Archive Stream page as shown in FiQ@€.0. The Archive
Stream page contains settings for the high reswivrchive stream:

Stream on/off selection.

Stream protocol, choice of TCP or UDP. Choosing®TgDarantees that
any interruption of the Archive stream will be dgtsl by the server
and logged in the e-Watch event log, and that a&fiyned alerts will be
sent. If you choose UDP then interruptions of tmehfve stream may
not be detected. On the other hand, the UDP prbteqaires less net-
work overhead and may be preferable in situatiomsres packet re-
tries are frequent or bandwidth is at a premium.

Save As Startup button. This button saves theeaticonfiguration as
the camera’s power-on startup configuration.

Figure 20-11. High Resolution Stream Page

f. High Resolution Stream Page. Click the Streadgedab then the High
Res tab to display the High Resolution Stream @agehown in Figure 20-
11. The High Resolution Stream page contains ggttifor the high
resolution real-time stream:

Multicast on/off selection.
Unicast selection, choice of On, On Demand or Off.
Type, currently MPEG-1 is the only option.

Save As Startup button. This button saves theeaticonfiguration as
the camera’s power-on startup configuration.
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Figure 20-12. Low Resolution Stream Page

g. Low Resolution Stream Page. Click the Streange e¢db then the Low
Res tab to display the Low Resolution Stream pagghawn in Figure 20-
12. The Low Resolution Stream page contains seattifty the low

resolution real-time stream:

Multicast on/off selection.

Unicast selection, choice of On, On Demand or Off.

Type, choice of MPEG-1 or Motion JPEG.

If Motion JPEG is selected, additional controls Kéaximum Band-
width and Target Frame Rate or Quality are provided

Set As Default button. This button saves the MotlBEG settings as
the default Motion JPEG settings for all cameras.

Save As Startup button. This button saves thesatigonfiguration as
the camera’s power-on startup configuration.
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Figure 20-13. Audio Stream Page

h. Audio Stream Page. Click the Streams edge tab the Audio tab to
display the Audio Stream page as shown in Figuret20The Audio
Stream page contains settings for the audio resd-titream:

Multicast on/off selection.
Unicast selection, choice of On, On Demand or Off.

Save As Startup button. This button saves thesaticonfiguration as
the camera’s power-on startup configuration.

Figure 20-14. Audio Page
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i. Audio Page. Click the Audio edge tab to dispthg Audio page as
shown in Figure 20-14. The Audio controls are eedbdnly for audio-
equipped cameras. This page contains the followargmeters:

e Audio input

* Microphone gain
e Audio gain

*  \ox level

e Save JPEG on Vox on/off

e Save JPEG on Vox seconds
* VU Meter

e Speaker receive buffer

e Speaker output level

Figure 20-15. JPEG Page

j. JPEG Page. Click the JPEG edge tab to dispkyBEG page as shown
in Figure 20-15. This page contains the followirggmeters:

* Resolution, choice of Full size, SIF, or QSIF

e Quality value, ranging from 0 to 100

e Image rate value, from .5 to 10 seconds per image

* Motion Detect Sensitivity Threshold value, frontd0100

* Motion Detect Sensitivity Pct Changed value, frono 100

NOTE: If you set both Motion Detect Sensitivity Threghand Motion Detect Sensitivity
Pct Changed to 100, then motion detection is deshbl
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Figure 20-16. Encoder Page

k. Encoder Page. Click the Encoder edge tab tdajighe Encoder page.
See Figure 20-16. The Encoder page allows confiiguraf the following:

¢ Current firmware version.

« Firmware version available from the server. Thfare version
available from the server is determined by thestegivalue
FirmwareVersion and can be set using the e-WatcheBApplication
(see Appendix D).

* Firmware Download Button. When clicked, sends mmmand to the
camera to download the latest firmware from theateW server. This
button is disabled if firmware is not availabletbe server.

+ LEDs on/off selection.
* Reset Button. When clicked, sends a command toaheera to reset.

* Video Source selection. This option is not visibtdess applicable to
the camera.

* Pan/Tilt Orientation. Two options are availablegrlght and Inverted,
depending on how the camera is mounted. If mountad upright
position, choose the Upright setting. If mountedminverted position,
choose Inverted. Pan/tilt orientation is not visibhless applicable to
the camera

* Encoder board and power supply temperature.

|. Apply Button. After completing all settings, ck the Apply button to
send all necessary updates and configuration clsaiagdhe camera or to
the e-Watch server, if applicable. After applyingfates, the configuration
utility waits for the camera to restart. All progracontrols are reloaded,
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including camera pull-down lists. If a new camerasvadded, it will be
moved from the New to the OId pull-down list. Theneera will be selected
in the pull down list. If the IP configuration chged, the camera will be
disconnected after applying changes and reconnected

m. Cancel Button. When clicked, all pending confagion changes are
discarded and all original control values are nesto

The Camera IP Utility (Figure 20-17) is broadcasiltincluded in the
Camera Configuration Utility. The purpose of tta®l is simple; send a
broadcast. If a camera is taken from one subneintdher, its network
settings are not known or are not compatible with ¢urrent network; the
camera configuration utility will have no way torsmunicate with the
camera. lItis in these situations the Camera IiRydtecomes useful. This
utility can send the desired network settings ef tamera in a broadcast.
The broadcast will travel until the correct cameeeives it and adjusts its
network setting to those specified.

Figure 20-17. Camera IP Utility

When the program is connected to an e-Watch setiverserver will be
queried every 10-seconds. If a new camera is ptligge the network, the
program will recognize it and update accordingligeTcamera pull down
list will be updated with any additions or changéshe addition of a new
camera is detected, a popup dialog will be disglapéfering the option to
connect to and configure the new camera. The pnogvdl be connected
to the new camera and the configuration pagesilipdated.
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CHAPTER 21

Wireless Camera Configuration Utility

Overview

The Wireless Configuration Utility is used to capfie e-Watch wireless
cameras. This utility is automatically installed the SiteWatch server,
however it cannot be used directly from the serwihen installed on the
server the utility becomes altig-in” for the Camera Configuration Utility.
To use the wireless configuration utility directipou must build a
configuration station.

The wireless cameras must connect to a base, dbes ib referred to as an
access point The wireless cameras currently do not suppastirag WEP
keys or LEAP. The access point is not provide@Watch. Please get the
following information from the access point you wahe cameras to
associate (connect) with.

e SSID
« MAC address
WEP key (If used)

This application is designed to configure a wirgleamera before it is
installed. All new wireless camer88JST be configured before they are
installed. This will require the use of a laptapstand alone computer that
IS NOT connected to a network.

Wireless Camera Configuration Station

Before a wireless camera can be used on a wirelesgork it must be
configured. To configure a camera you must buildvieeless camera
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configuration station. The station will be usedctmnect directly to the
wired port of the wireless camera. The followingj tve required.

A non-networked computer such as a laptop witloekimg NIC (Net-
work Interface Card).

A CATS5 crossover cable
An e-Watch® wireless camera.

Building A Wireless Camera Configuration Station

All

Note

e-Watch wireless cameras default to the same ABdress

(192.168.10.2) when they are connected with th& uwired Ethernet
port. It is for this reason that the computer ® used for the station must
not be connected to a network.

1.

2.

ok

Change the IP Address of the computer to be asdke station to
192.168.10.1

Connect a CAT5 crossover cable from the compattre wired port
on the wireless camera.

If you do not have a cross over cable you carausarmal CAT5
cable connected to a hub and then another norrhld cannected to
the camera.

Provide power to the e-Watch wireless camera.

Make sure that the wireless camera is not adealcigith any access
point. The green LED on the wireless card sholalshf quickly to
indicate non-associated status. It is best to poffell access points
before using the wired Ethernet port.

IMPORTANT : If the wireless camera is associated with ansgpeint, the Wireless
Camera Configuration Utility will not be able toramunicate with the
camera.

Installing The Wireless Camera Configuration Utilit vy

To install the Wireless Configuration Utility onelConfiguration Station
please do the following.

1.
2.
3.

4.

Install the e-Watch CD into the Configurationt®ia.

Click start->run

Enter the following in the Open dialog. "D:\wass utility\e-Watch
Wireless Utility Install.exe” where D is the driledter of the CD
ROM.

Follow the on-screen Install Shield instructibomgomplete the
installation.

To uninstall the application simply re-run the ailgr and it will default to
an uninstaller.
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When the utility is installed it will add a shortco the start menu under
programs>e-Watch>Wireless Application Utility. €dion this short cut to

launch the utility. This will display the e-Watdkireless Client Utility as
shown in Figure 21-1.

Figure 21-1. Unconnected Wireless Client Utility

When the utility successfully connects to the cameér will load the
current settings and display them as in figure 21-2

Figure 21-2. Connected Wireless Client Utility
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Controls
The controls for the system are divided into 3 talisach tab has an
“Apply” button on the bottom of the screen, howeeécking apply will
apply the changes from all the tabs. The tabsSystem”, “WEP Keys”,
and “RF Network”.

System

The system tab (Figure 21-3) controls the main eotion and control
system. The system tab holds the most basic ofemion settings. These
settings must be done in order for the camera &nessociate with a
wireless access point. The following is an expli@maof the System
settings.

* Friendly Name: This setting will add a name te dtamera. You can
use this name to quickly find the camera in the(A&ess Point) setup
or control screen.

e SSID 1thru 3: Thisis the SSID of the AP you Wie camera to asso-
ciate with. You may enter up to three, for 3 difiet access points.

« AP MAC 1 thru 4: This is the MAC address of thB fou want the
camera to associate with. If you do not enter aQvithe camera will
ignore this capability. You may enter up to 4 MA@dresses for 4 dif-
ferent access points.

* Antenna Mode (Receive and Transmit): This settiogtrols the anten-
nas on the wireless camera for receive and transmit

Figure 21-3. Wireless Client Utility System Tab
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WEP Keys

RF Network

The WEP Keys tab (Figure 21-4) controls the eneoyptising WEP keys.
This part is optional. Do this only if the AP tbamera will associate with
has WEP encryption. The camera allows you to sipréeo 4 WEP keys,
however only one will be used (The transmit keypu can tell the camera
which key to use by selecting it to be the trangkey, do this after you
entered the key in the text field. The keys capfiitered in either ASCII or
hex. To select the method of entry, click on thER\Key Entry Method
selection. The camera supports either 40 or 128/EP keys. Select the
key size for the key you are entering. Once aHas/been entered into the
camera, it will alert you by showing an “AlreadytSmessage in front of
the key.

Figure 21-4. Wireless Client Utility WEP Keys Tab

The RF Network tab lets you fine-tune the RF sigrialom here you can
control the following:

* Transmit Power

» Data Retries.

* Fragment Threshold

* RTS Threshold

* RTS Retry Limit

» Usage of short radio headers.
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Figure 21-5. Wireless Client Utility RF Networkbrla
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CHAPTER 22

Multiserver Operation

Overview

Configuring

The SiteWatch Situational Awareness Software isgtiesl so that multiple
servers can be used in a SiteWatch network. Wharstart the ViewWatch
module, you log on to a SiteWatch server. Thig\®dtch server is your
local server Other SiteWatch servers are caltethote servers When a

remote server connects to your local server, yau use the following

ViewWatch features to work with the remote server:

Set up remote cameras

Load remote sites

View live remote video

View archived remote images and video

Control remote cameras

Add remote cameras, sites and GateWatch devicesnap
Receive remote alerts

Review remote cameras in the Camera Report

Review remote GateWatch devices in the GateWagpbrts
Review the remote system log

The names of sites, cameras and other devicesededin a remote server
are displayed with the remote server's name appkntte example:
camera3@EWATCH2

Servers For Multiserver Operation

In the interest of security, SiteWatch servers nimgstonfigured to connect
to remote servers, and to accept connections femmote servers. When
your local serveconnects ta remote server, your local server downloads
your local database to the remote server, and oseitse remote server can
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view your local server’s cameras. When your losatver accepts a
connection froma remote server, the remote server downloadsatthdse
to your local server, and you can view the remeteey’s cameras.

You can choose to which remote servers your lomades will connect, and
from which remote servers your local server wilteuat connections.

IMPORTANT : To ensure correct operation in a multiserver emrment, all of the
participating servers should be time synchronidégou are using a
version of Microsoft Windows that supports time @yronization, such
as Microsoft Windows Server 2003, you can use fterating system’s
time synchronization feature. If not, you can adt @r more NTP
servers to the e-Watch registry value TimeServers.

Proxy Video

If your local area network can receive multicastffic from the remote
server's cameras, then no special configuratioreqgired to view live
video. However, if your local area network canremteive multicast traffic
from the remote server’s cameras, then your loeales must request a
unicast stream for each remote camera that you wwistew locally. This

is called proxy video Only one proxy video stream is requested per
camera, regardless of the number of local ViewWatekions that may be
viewing the video. When the last local statiorpsteiewing the video, the
unicast stream is terminated.

Archiving Proxy Video

For special applications where the connection betwtbe servers may be
very low bandwidth, or somewhat unreliable, it m@gy advantageous to
store an archive copy of the video stream fromrdmote server as it is
being viewed. That way, you can review the aratigepy of the video

even if the connection to the remote server becamasailable. This is

called archiving proxy video Archiving proxy video is not usually
required, since the archived images and videorsigsezan be downloaded
from the remote server as needed.

Remote Server Definition

Click Define Sitesin the ViewWatch Define Menu. You can also click
Define Maps in the Define Menu, then click theSites, Stations and
Remote Servers button. This will bring up the "Site, ViewWatclghion
And Remote Server Definition” window. Click tiserverstab.

Accept Connection From Any Server Checkbox
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If you with to accept connection from any remotesee check the Accept
Connection From Any Server Checkbox. Remote semeords will be
created automatically as remote servers conngaiuolocal server.

To manually create remote server records, follosgéhsteps:

1. Click theAdd button to put the window in new server mode.
2. Enter the remote server name.

IMPORTANT : The name you enter here must match the ServerNalae entered in the
remote server’'s Registry using the e-Watch Serveplidation. The
default value of ServerName is the remote compaiteetwork name.
For multiserver operation, you are encouraged &gtgtic ServerName
values for all servers to avoid difficulties in teeent that network names
are changed.

Enter the remote server’s IP address or netwanken

Check or clear the Connect To checkbox. If yloec& this checkbox,

your local server will connect to the remote seraed users on the

remote server will be able to view your local seiweameras.

5. Check or clear the Accept Connection From Chexkhibyou check
this checkbox, your local server will accept aroiming connection
from the remote server, and you will be able tawibe remote
server’s cameras. If you clear this checkbox, yocal server will
refuse a connection from the remote server, andetihnete server’s
database will be deleted from your local serveris Theckbox is not
shown if the Accept Connection From Any Server Ghex is
checked.

6. Check or clear the Require Download For Browssckhox. If you

check this checkbox, your local server will dowrdamages

archived on the remote server that are requestashypyiewWatch

Station in browse mode. If you clear this checkhibg, ViewWatch

Station will attempt to load the images directlgrr the remote

server. You should check this checkbox only if ygiewWatch sta-

tions may not be able to establish an HTTP conoedt the remote
server, or if you wish to keep a local copy ofialages reviewed in
browse mode.

how

IMPORTANT : If you clear the Require Download For Browse dthex, you should
configure your_localSiteWatch server as an Internet Explorer Trusted
Site. See Chapter 8, “Installing the ViewWatch™ Miad for details. If
your local SiteWatch server is not trusted, yowalserver will continue
to download images archived on the remote server.
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7. Check or clear the Proxy Video Streams checkiybyou check this
checkbox, your local server will request a uniciistam from the
remote server for each camera that is viewed hcélke this option
only if multicast traffic from the remote servecameras is not avail-
able on your local area network.

8. Check or clear the Archive Proxy Video Streamecgbox. Check
this checkbox if you want your local server to keeparchive copy of
video streams from the remote server as they ang beewed. This
option is available only if the Proxy Video Streadmeckbox is
checked.

9. Check or clear the Discover Multicast Streamskhex. This option
is useful only if your SiteWatch Server may be dbleeceive multi-
cast streams from the remote server’s cameras, Yo can check
this checkbox to have your local server attemplaiect these
streams instead of requesting a proxy unicast tr@mremote server.
This option is available only if the Proxy Videa&ims checkbox is
checked.

10. Check or clear the Motion JPEG Only checkboxedBhthis check-
box if you have a low-bandwidth connection to temote server and
you want your local server to request only Moti®G proxy
streams from the remote server. The AllowAutoMjpegistry value
on the remote server must be sdtte. This option is available only
if the Proxy Video Streams checkbox is checked.

11. Select a maximum kilobits per second bit rateafloproxy Motion
JPEG streams requested from the remote servefrarne rate of all
proxy streams will be reduced until the total biterof all streams is
less that the selected maximum. This option islalvka only if the
Motion JPEG Only checkbox is checked.

12. Click theUpdate button to save the new server record.

Checking Remote Servers

Each time a remote server connects to, or discasrfemm, your local
server, a record of that event is written to thetey log file. You can
review these events using the System Log Repod{tén 22).

You can quickly check on the status of remote serby clickingList
Servers in the ViewWatch Windows Menu to display the LBérvers
window (Figure 22-1). The List Servers windowsdigtach remote server,
and its current status, connected or disconnected.
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Figure 22-1. List Servers Window

Using A License Server

One camera license is required for each cameraectenh to a SiteWatch
server. Ordinarily, each SiteWatch server has edfirumber of available
licenses. This number is coded into the registnatiomber that you have
recorded on your SiteWatch server using the e-W8ativer Application

(see Camera Licenses in Chapter 2).

There is a potential problem with this method ofmega licensing in a
multiserver network. You may wish to move a numtfezameras from one
server to another, perhaps to achieve load balgn@&at the server to
which the cameras will be connected will not hawgutiicient number of
camera licenses. The SiteWatch server will refuse mew camera
connections, and you will receive the error naifions described in
Chapter 2. You would have to contact e-Watch TesdinSupport to re-
allocate your licenses between your servers anegivemew registration
numbers.

You can make use of a License Server to avoid phidblem. Contact

e-Watch Technical Support, request a License Sé&tegistration Number,
and record the License Server Registration Numberooe of your

SiteWatch servers in the same way as you would renaloregistration

number (refer to Figure 2-9). The License Servagi®eation Number will

be encoded with the total number of camera liceas@dable on all of

your SiteWatch servers, and will identify the seras a License Server.
Now use the e-Watch Server Application on your odevers to enter the
IP address of the License Server in the Regisigu(E 22-2).
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Figure 22-2. Setting The License Server

Each of your SiteWatch servers, including the Leme®erver, will obtain
cameras licenses from the License Server on areded basis. You are
free to move cameras between servers without hatongbtain new
registration numbers from e-Watch. The licenseustatf each server is
shown in the ViewWatch License Report for that sefigures 18-19, 18-
20 and 18-21). If many cameras are moved betwerrersein a short
amount of time, it may become necessary to foreeLibense Server to
rebuild the camera license allocations. To do this, the e-Watch Server
Application on the License server and set the valuResetLicenses to 1

(Figure 22-3).
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Figure 22-3. Resetting The Licenses On The LicEeseer

Temporary License Server

In the event that the License Server is offline #ory reason, each
SiteWatch server will revert to using the number caimera licenses
encoded in its own registration number. If you wigbu can set up a
temporary license server. You will need the SitedWaED, and the HASP
key and registration number from the License Server

Set up a computer to be used as the temporaryskceerver. Install
Microsoft .NET Framework Version 2 and the Micrdst# Redistributable
Package available from Microsoft, or in the Additb Files folder on the
SiteWatch CD. Insert the HASP key and the SiteWa@h. Run
“D:\installers\e-WatchLicenseServer.exe” from thie®atch CD, where
“D” is the drive letter of your CD drive. If possé) set the IP address of the
temporary license server to the IP address of tbhenlse Server. If this is
not possible, use the e-Watch Server Applicatioryaur other SiteWatch
servers to set the Registry valugenseServeto the IP address of the
temporary license server.

When the installation is complete, cli€kart thenRun thene-Watch then
License Server Enter the License Server’s registration numiemtclick
the Start button. The correct number of available licenskeukl be
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displayed. The temporary license server will altecicenses to your
SiteWatch servers in the same way as the LicenseiS@igure 22-4).

Figure 22-4. Temporary License Server

Multiserver User Example

There are two SiteWatch servers on the example arkfvserverA and

ServerB, as depicted in Figure 22-5. Cameras armemted to both

servers. User “joesmith” always logs on to ViewWattsing ServerA as
described in Chapter 9. The job description ofe§mith” requires that he
have the Investigator role, that he be able to valwof the cameras
connected to ServerA, and that he be able to viely selected cameras
connected to ServerB.

Figure 22-5. Example Multiserver Network
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Steps To Take On ServerA

Since “joesmith” logs on to ViewWatch using ServeyAu need to define
him as a user on ServerA. You need to assign thestmator role to
“joesmith” so he will have the appropriate ViewWafgermissions. Follow
these steps:

Log on to ViewWatch using ServerA.

Click Define Permissiondn the ViewWatch Define Menu.
Click theUserstab.

Enter the user’s user ID, password, name, ad rol

Click theSavebutton.

aorwbE

Figure 22-6 shows the completed user definitiofjadsmith” on ServerA.
He can view all of the cameras connected to Sergerée this is permitted
by the Investigator role. If we wanted to restfjcesmith” to view only
selected cameras connected to ServerA, we woukltteciee new role and
assign the new role to “joesmith”. The new role lbobe similar to
Investigator, but would be limited to viewing sebst sites or camera
groups (see “Defining And Editing Roles" in Chapt@r for more
information about roles).

Figure 22-6. User Definition On ServerA

Steps To Take On ServerB

The first thing to do on ServerB is to identify tt@meras on ServerB that
“joesmith” is permitted to view. We can do thisaither of two ways. We
can define a site that includes exactly these casner we can define a
camera group that includes exactly these cameter R Chapter 9 for
details. For the purposes of this example, we wgi# a camera group.

207



|Chapter 22

oghrwpnpE

~N o

Log on to ViewWatch using ServerB.

Click Define Permissionsn the ViewWatch Define Menu.
Click theCamera Groupstab.

Click theNew button.

Enter a name like “Joes Cameras* for the new cam®up then
click theOK button.

Check the cameras that “joesmith” is permittedi¢ov.

Click theSavebutton.

Figure 22-7 shows the completed camera group nddoesd Cameras”.

Figure 22-7. Camera Group On ServerB

Next, we define a role that is similar to Investagabut is limited to the
cameras in “Joes Cameras”.

8.
9.

10.
11.

12.

13.

14.

Click theRolestab.

Selectnvestigatorin the Role list.

Click theSave Asbutton.

Enter a name like “Joes Role" for the new rbkntclick the OK but-
ton.

In the Permission box, scroll down and un-ch&@éw/Control all
camera groups”.

In the Permissions box, locate Wiew/Control Camera Groups
section and check the boxes next to “Joes Cameras”.

Click theSavebutton.
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Figure 22-8 shows the completed role.

Figure 22-8. Restricted Role On ServerB

The last step is to assign the new role to “jodsmiRemember that we
defined the user “joesmith” on ServerA. But sinegv@rA and ServerB are
connected using the MultiServer module, the usénitien of “joesmith”
will have been passed automatically from ServerA ServerB, and
“joesmith” will be listed on ServerB as a “Remotsdd’.

15.
16.
17.
18.
19.

Click theRemote Userdab.
SelecServerAin the Remote Server list.
Selecjoesmithin the Remote Users list.
Selectloes Rolen the Role list.

Click the Save button

Figure 22-9 shows the completed Remote Server itlefirof “joesmith”
on ServerB.
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Figure 22-9. Remote Server Definition On ServerB

User “joesmith® can now log on to ViewWatch on Sa#& with
Investigator permissions. He can view all of theneeas connected to
ServerA, and he can view the cameras connectedri@@® that are in the
“Joes Cameras” camera group.
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CHAPTER 23

Exporting Images

SiteWatch™ provides a simple procedure to expailagéech® images from
the SiteWatch archive. SiteWatch Export createsl@ef that contains the
images, a viewer program, and an image verificagmgram. The folder
with the exported images may be copied to a compait or other

removable media.

The removable media can them be transported angected to any other
Windows computer. The viewer program on the media be used to
review the images, and the image verification paaogcan be used to verify
that the images are genuine and have not beeedlter

Creating The Export Folder

Follow these steps to create the export foldereRef Figure 22-1.

1. Double-click the e-Watch Server App icon on thite\®atch server
desktop.

2.  Click theExport tab.

3. Select the desirdefom andThrough dates and times.

4.  Select the desired cameras by clicking the chegks in theCam-
eraswindow.

5. Enter a valid folder name in tieport Folder box, or click the

Browsebutton to select a folddf.the folder already exists, it must be

empty; SiteWatch will not export images to a nomptgrfolder

Click theExport button.

The progress bar visually shows the progreskeoékport procedure.

N o
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Figure 23-1. Exporting Images

Creating The Export Folder From ViewWatch

You can also create the export folder from withiewWatch by clicking
Export in the ViewWatch Tools Menu. Creating the foldesni within

ViewWatch is slower than on the server desktop bseall of the files
have to be copied over the network. If you havey anffew minutes to
export, you can create the folder from within Vieath. If you have a

long time or many cameras to export, you shouldteréhe folder from the
server desktop.

Copying The Export Folder

You can use Windows Explorer to copy the complesgdort folder to
removable media or to another computer. Be sucopy all files exactly
as they were written to the original export fold2a not add or delete any
files. If any files are added or deleted, the ekp@wer may not function
correctly.
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Viewing The Exported Images

Obtain theSiteWatch Export User Guidedocument number URG-9159-
001, which contains detailed information on reviegviand verifying the
exported images. You can find this document in‘tleeumentation” folder
on the SiteWatch CD.
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CHAPTER 24

Mobile Viewer

Overview

SiteWatch™ includes a mobile viewer web applicaon can use to view
video with any web browser that supports the “xtipatt-replace” content
type. As of this writing, x-multipart-replace is pported by Mozilla,
Firefox, Chrome, Safari, and Opera. It is not cuotlse supported by
Microsoft Internet Explorer. For example, you caew video on Apple
devices including iPad and iPhone using Safari, @mdAndroid devices
using Firefox. You can view the video from any camthat has the low
resolution stream type set to Motion JPEG.

Preparing The Cameras

The mobile viewer receives the camera’s low regmhustream. In order to
view the video from a camera, the low resolutioram type must be set to
Motion JPEG. For e-Watch cameras, refer to Chadteand Chapter 20 for
details on configuring the low resolution streanpety For third party
cameras, refer to the e-Watch configuration docunfen that camera
manufacturer.

Preparing The e-Watch Server

There are three registry settings that control rttabile viewer. You can
adjust these settings using the e-Watch Serveriégifn.

HTTPEnable - Make sure that this settingyiee.

HTTPBasePort - Each camera that you wish to vieyuires an available
IP port on the e-Watch server. This setting defitheslowest port number
in the range of ports that can be used for mohég/mg. Each additional
camera will use the next higher port number.
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HTTPFrameRate - This setting determines the maxirftame rate sent to
the mobile viewer. If a camera’s low resolutionesain is set to a higher
frame rate, the e-Watch server will lower the frarmate when sending to
the mobile viewer.

Starting The Mobile Viewer

Start the web browser in your mobile device. Etiterfollowing URL in
the browser’s address window where <serverlP>adPhaddress of the e-
Watch server:

http://<serverlP>/ewatch/mobile.asp

The mobile viewer will appear in your browser wimdas shown in Figure
24-1.

Figure 24-1. Mobile Viewer

Enter your e-Watch user name and password, thathéa@O button. The
site and camera selection window will appear asvehm Figure 24-2.
Only cameras that have the low resolution streantosklotion JPEG will

appear in the camera list,

215



|Chapter 24

Figure 24-2. Mobile View Site And Camera Selections

Select the site and camera you want to view, thprnthe GO button.The
video will appear as shown in Figure 24-3. TapB#«K button to return
to the site and camera selections.

Figure 24-3. Mobile Viewer Video Window
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Router Considerations

If you wish to use the mobile viewer on a netwoutside of your firewall
(on a cellular network, for example), and if youtWatch server is inside
your firewall, then you may have to configure yoouter to allow the
mobile viewer to connect to the e-Watch server. @atault HTTP port,
port 80, and the range of ports determined by tbgistry setting
HTTPBasePort (sed’reparing The Serverabove) need to be port-
forwarded from the router to the e-Watch serveyolfi do not wish to use
port 80 for the mobile viewer you can specify aterate port on the
mobile viewer URL, for example:

http://<serverlP>:8080/ewatch/mobile.asp
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APPENDIX C

Glossary

Activity Gated Storage™ Module

A method of reducing overall archive storage reguients by only storing video when the
camera or encoder detects activity with its ficldiew.

Alarm

An event that the system will detect, e.g., motilblarms can be defined for different cam-
eras at different times, enabling alerts to be sdm@n a motion alarm is detected. Each
defined alarm can be set to On or Off. If an alegmetected but that alarm's status is Off,
no alert will be sent.

Alert

An alert is a response to an alarm. Alerts maynldee form of a Monitor Station popup,
pager call, or e-mail that contains a descriptibthe event.

Browse Mode

When in Browse Mode, the system displays a vanégontrols for reviewing archived
still images or MPEG video clips. Archived vides tospecific date and time can be
recalled and played back on the video window.

Cam Controls

A series of controls that enable the user to cbatnd adjust camera parameters such as
zoom, pan, tilt, focus, hue, saturation, brightpesstrast, etc.

Camera Report

A report generated to reflect activity from camesasther security devices. A camera
report displays the camera name and average nwhbestion events, represented by a
line of colored dots. Time periods with no eventsr@presented by a black dot, while blue
and red dots represent time periods of few and mneaepts, respectively. By clicking on a
dot, the user can recall and playback the moti@mtsvduring the specified time period.
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Menu Bar

One of three main areas of the ViewWatch screenpther two being the Video Window
and the Map Window. The Menu Bar, located acrosgdp of the screen, contains all
functions for configuring and using the system.

E-Mail Message

An alert generated in response to an alarm. E-medsages are defined by entering the
name of the recipient and the recipient's e-mallesk. When an alarm is detected, the
system will send an e-mail message that includdesaription of the event alarm.

Event

Event settings determine what kind of events ttstesy will detect and what actions it

will take in response to a detected event. Deteetedits are called alarms. System
responses are called alerts. When motion, or anettent is detected, the system will exe-
cute an alarm and send an alert to interested peesol he system must be armed for
alerts to be sent.

Export

A procedure whereby images are copied from theA&iteh archive and made available
for transfer to removable media.

GateWatch™ Third-Party Integration Software

GateWatch is an additional software package thatvalthe e-Watch system to interface
with third-party access control and alarm systesush as access keypads, smoke alarms,
or perimeter security implements. It allows thiraHy devices to be added to maps and
monitored in ways similar to e-Watch cameras.

List Cameras

A screen accessed from the Windows Menu that disgdist of cameras for a specific
site.

List Zones
A screen accessed from the Windows Menu that disg@dist of zones for a specific site.

Map Window

One of three main areas of the ViewWatch screenpther two being the Video Window
and the Menu Bar. The Map window, located in thpaupeft of the screen, is used to
setup and display facility maps. The maps contzons representing cameras or other
security devices. The user is able to "drag ang'drameras from the map to video panes
to monitor the cameras’ video.

225



| |Appendix C

Multiserver

Multiserver is an additional software package #ilmws the e-Watch system to provide
seamless access to sites, maps, cameras and atamany SiteWatch™ server no matter
where these data are stored.

Pager Call

An alert generated in response to an alarm. Padjerare defined by entering the name of
the pager's owner and a dial string. When an aisudhetected, the system will dial the
pager number.

Popup Alert

An alert that pops up on the ViewWatch screen spoase to a defined Alarm, containing
a description of the event and sounding of an deidilarm. The audible alarm may be
manually disabled.

Presets

A preset is a collection of all of the ViewWatchtseys, which include: sites, maps, video
screen formats, video streams displayed, and pyimrasecondary screens selected.

Primary Screen

A PC running Windows 2000 or Windows XP, and Winddnternet Explorer, connected
to a network, and configured with SiteWatch syssaftware, used as an e-Watch Situa-
tional Awareness System or Monitoring system. Thm&y Screen controls all aspects

of the e-Watch system.

Profile

A profile is a setting of days and times during e¥halerts are to be sent in response to
alarms. This feature allows alerts to be sent ppsessed according to a predefined sched-
ule. The system can be armed or disarmed throwgRribfiles Screen. If the system is dis-
armed, alarms will be detected but no alerts valsknt.

Region of Interest

A rectangular area drawn on the Video Window widefines a Region of Interest (ROI).
When ROl is enabled, only video containing motiorhe ROI will be played back.

Role

Grants authority to use specific system featuresfanctions. A Role is assigned to each
user and determines which features and functicatsuger may access. The three pre-
defines roles are: Administrator, Investigator, arser.

Secondary Screens

Additional screens to supplement the Primary S¢resed only for viewing video from
selected cameras. Secondary screens don't havasemouser interface, and are con-
trolled from the Primary Screen.
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SiteWatch™ Situational Awareness Software

The software used to manage and use your e-Wastérsy This package includes the
SiteWatch server, ViewWatch module, MotionWatch oledEventWatch module and
DecisionWatch module.

Tape Service

A service program that allows running the tape baddevice on a computer other than
the SiteWatch server.

Video Window

One of three main areas of the ViewWatch screenpther two being the Map Window
and the Menu Bar. The Video Window, located inupeer right of the screen, is used to
display streaming video from the system's cam@dias.Video Window can be configured
as multiple video panes.

ViewWatch™ module
The software used to view video.

Zones

A predefined collection of cameras. The video stre&om the cameras are displayed one
at a time on a rotating basis at a predeterminied ra
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Acronyms and Abbreviations

APER Aperture

AUX Auxiliary

CAM Camera

CONTR Contrast

DSL Digital Subscriber Line

ID Identification

IGMP Internet Group Management Protocol
IP Internet Protocol

JPEG Joint Photographic Expert Group
LAN Local Area Network

MPEG Motion Picture Expert Group

PC Personal Computer

PITIZ Pan/Tilt/Zoom

QSIF Quarter Standard Interchange Format
ROI Region of Interest

SAT Saturation

SHUT Shutter

SIF Standard Interchange Format
VGA Video Graphics Array/Adapter
VLAN Virtual Local Area Network

VPN Virtual Private Network

WAN Wide Area Network
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Registry Settings

The following settings are maintained in the SitedN&" server’s Registry.
Use the e-Watch Server App to change these settisgseeded. The
default values for most of these settings are gahd installation and do
not need to be changed. See Chapter 4 for ingtngcaind a list of settings
that are installation-specific.

NOTE: ViewWatch™ stations must be able to download tiateh video filter from the
URL specified by the value BilterURL . If not, the stations will not display video.
If this value is blank, or if the SiteWatch sereannot connect to the URL (if, for
example, the system is on a secured network), tiherSiteWatch server will
substitute its own URL and the ViewWatch statioiisdewnload the filter from
the SiteWatch server. This arrangement works fostrrstallations. However, if
the ViewWatch stations cannot download the filiarify that the value of
FilterURL is the URL of a computer with SiteWatch instabed to which the
ViewWatch stations can connect.

AcceptAllConnections — Indicates whether to automatically accept
incoming connections from other SiteWatch servers

AccessDataExpirationDays— The number of days that access data are
retained on disk

AlertAutoSuppressMinutes — The number of minutes to suppress alerts
after acknowledgement.

AlertFromEmailAddress — The ‘From’ address used in alert messages

AllowAutoMjpeg — Indicates whether to automatically switch caraera
low bandwidth streams from QSIF MPEG to Motion JRE@quested by a
ViewWatch station or a remote SiteWatch server

BackupStartTime — The time of day to begin tape backup, as ‘hhmm’
between 0000 and 2359

CameraCheckinterval — The number of minutes between checks for
offline cameras
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FilterURL — The URL where the video filter may be downloadéthis
setting is blank, the video filter will be downlaadi from the SiteWatch
server

FirmwareAutoUpdate — Indicates whether to automatically update the
firmware when a camera connects to the server

FirmwareServer — The camera firmware server IP address or network
name; if this setting is blank, the firmware wik hlownloaded from the
SiteWatch server

FirmwareVersion — The camera firmware version appropriate for this
release of SiteWatch

HTMLRelativePath — The webserver virtual directory that pointshe t
e-Watch HTML folder

ImageRelativePath— The webserver virtual directory that points he t
image directory

ImageRetentionDays— The number of days to retain images on disk.
ImageRoot— The root directory for images

LogFolder — The folder where log files are created

LogMaxSize— The maximum cumulative size of all log fileskitobytes

MinFreespacePercent— The minimum amount of free space to keep on
disk

ModemWaitSeconds— The number of seconds to wait between modem
dials

MulticastAddressAudio — The format of the multicast audio stream

MulticastAddressMjpeg — The format of the multicast motion JPEG
stream

MulticastAddressQsif — The format of the multicast QSIF video stream
MulticastAddressSif — The format of the multicast SIF video stream

PanicButtonKeys — The alarm types associated with the Panic Button
keys

PreloadCameraControls— Indicates whether to preload camera controls.

ProxyPortsFirst — The first port number in the range used for wide
stream proxies

ProxyPortsLast — The last port number in the range used for video
stream proxies

ProxyStreamTimeout — The number of seconds before a proxy video
stream will timeout
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RegistrationNumber — The e-Watch Registration Number

RetrievedFileExpirationDays — The number of days that retrieved files
are retained on disk

RetrievedRelativePath— The webserver virtual directory that points to
the retrieved image directory

RetrievedRoot— The root folder for retrieved images
ServerAliases— Other server network names or |IP addresses

ServerName— The name of the server; if left blank, the comep name
will be used

ServerURL — The URL of the server
ServiceDBRoot— The root folder where the database files astalted

SetTimeFrequency —  The number of minutes between time
synchronization attempts

SetTimeTimeout— the number of milliseconds to wait for a tineer
to respond

SupportEmail — The e-Mail addresses of support contacts
SystemColorBasic— The basic map icon color
SystemColorHighlight — The highlighted map icon color
SystemColorMaptag— The map tag color
SystemColorMotion— The motion alarm color
SystemColorPanicButton— The panic button alarm colors
TapeControl — The method of tape control, ‘manual’ or ‘robot’
TapeDevice— The name of the tape device
TapeRobotDevice— The name of the tape robot device

TapeServer— The tape server IP address or network nantbisifsetting
is left blank, the e-Watch Service on the SiteWa&ehver will perform all
tape operations

TapeServerimageRoot— The path to the e-Watch image root folder
from the perspective of the tape server; if thitisg is left blank, the value
of ImageRoot is used

TapeServerRetrievedRoot— The path to the e-Watch retreived root
folder from the perspective of the tape servethi$ setting is left blank,
the value of RetrievedRoot is used

TapeStructure — The structure of the tapes, ‘daily’ or ‘packed’
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TFTPServerEnable — Indicates whether to start the SiteWatch Qnilt-
TFTP server

TFTPServerFolder — The source folder used by the SiteWatch built-in
TFTP server

TFTPServerTimeout — The timeout value used by the SiteWatch built-in
TFTP server

TimeServers— A list of time servers to contact for time shingnization

UDPJpegPortsFirst— The first port number in the range used for UDP
JPEG streams

UDPJpegPortsLast— The last port number in the range used for UDP
JPEG streams

VerifyTapeWrites — Indicates whether to verify tape writes
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APPENDIX E

Installation Checklist

This checklist is provided as a convenient aid wimstalling an e-Watch
Situational Awareness System.

[ ] 1. Verify Server and Monitor Station prerequisites
[ ] 2. Review network capabilities and configuration
[ ] 3. Choose data root

Data root:

[ ] 4. Install SiteWatch Server software
[ ] 5. Customize Server installation
[ ] 6. Prepare tape volumes
[]17. Prepare DHCP
8. Install cameras and encoders
9. Install ViewWatch
10. Install video filter
11. Install map files and define maps
Define sites
13. Set up cameras
14. Update camera firmware
15. Setup maps
16. Verify video

O ooodood 4
]
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Numerics
3rd Party Devices 142
3rd Party System

Example 153
A
AcceptAllConnections 229
AccessDataExpirationDays 229
Activity Gated Storage 224
Administrator Role 56, 174
Alarm 224
Alarm Profile 130

Adding 130

Editing 131

Removing 132
Alarm Profile window 130
Alarms 123

Audio 123

Defining 128

Event 124

Event Setup 128

Motion 123
Alert 123, 224
AlertAutoSuppressMinutes 229
AlertFromEmailAddress 229
Alerts

Defining 124, 135

E-Mail 138

Pager 137

Popup 124

Station 136
AllowAutoMjpeg 229
Arming the System 139
Audio Alarm 135
Authority Levels 55
Auto logon 59
Automated Notification 1
Auto-Remove Feature 108
Available Maps 116
B
BackupStartTime 229
Browse Mode 79, 224

INDEX

Buffer
Setting Size for a Specific Camera 80
Size 80
Buffer Size 80
C
Cable Installation 43
Cable Type 42
Cache 58
Cam Controls 224
Camera
Adding 106
Alert If Offline 94
Archive
High-Res Video 94
JPEG 94
Low-Res Video 94
Archive Audio 94
Archive Audio With Motion Alarm 94
Camera Class 94
Camera Model 94
Configuration Procedures 182
Description 94
e-Watch Server Address 96
External Device 94
Friendly Name 75, 94
ID Number 94
Installation 35
IP Address 94
IP configuration 95
MAC Address 94
Maximum Connections 7
Motion Detection Sensitivity Controls 102
Panic Button Name 94
Save As Startup 100
Setup 91
Time To Live 96
Camera Configuration Utility
Help 178
Installing 178, 194
Procedures 179
Camera Connections Report 169
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Camera Controls 122
Explanation 98
Camera Definition 92
Cameralcon 117, 174
Camera Report 160, 224
Camera Report Schedule 163
Camera Status Report 169
CameraChecklinterval 229
CS-Mount Camera 41
D
Data Root 14
Daylight Camera 40
Define Maps Window 73, 114, 145
Define Users window 63, 65
Define Zones 174, 175
Devices
3rd Party Devices 142
DHCP 32, 95
Drag And Drop 76, 77, 117, 174
Dual-Head Logon 59
E
ELAN 4
E-mail Message 128, 225
Etherenet 3
Ethernet Connectors 42
Event 77, 225
Event Alarm 135
Event Window 128
Export 211, 225
Folder 211
F
Filter 113
Installation 113
Manual Installation 113
FilterURL 230
Firmware 105

Firmware Maintenance, Automatic 19

FirmwareAutoUpdate 19, 230
FirmwareServer 230
FirmwareVersion 19, 230
G
GateWatch 124, 141, 159, 225
Configuring 142
Reports 150, 154

H
Hardware Requirements 4
Hardware Setup 6
HASP Key 8, 205
Hotspot
Camera 115
Device 115
Site 115
HTMLRelativePath 230
I
IGMP Snooping 3
IIS 6, 13
ImageRelativePath 230
ImageRetentionDays 230
ImageRoot 230
Installer 13
Interactive Logon 61
Investigator Role 55
J
JPEG 1, 94, 97, 102
L
LAN 1
License Agreement 13
License Report 172
License Server 172, 203
License Server Registration Number 203
Licenses, Camera 10, 203
List Cameras 117, 225
List Zones 225
Live Mode 117
LogFolder 230
Logging On
Auto 59
Initially 55
Remotely 70
Single-Pane 59
LogMaxSize 230
Logon Selection Files 85
M
MADCAP 22
Magnetic Tape 24
Map Window 71, 118, 119, 225
Actions 73
Maps 114, 120
Adding New Camera 108
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Defining 114

Icons 72, 118

Map Tags 115
Memory 5

Predefined 50
Pelco Dome Camera Pan/Tilt Sensitivity Op-

tion 83

Picture Controls

Menu Bar 71, 73, 78, 79, 109, 117, 139, 142, Explanation 99

150, 155, 159, 225
Actions Menu 79
Define Menu 79
GateWatch Menu 79
Mode Menu 78
Reports Menu 79
Tools Menu 79
Windows Menu 79

MinFreespacePercent 230

Mobile ix

ModemWaitSeconds 230

Motion Alarm
Adding 132
Editing 134
Removing 134

Motion Detect Mask 102

MPEG 1, 224

Multicast 3, 45

Popup Alert 226
Power 91
PreloadCameraControls 83, 230
Presets 88, 226

Automatic 88

Loading 89

Saving 88

Scheduling 89
Processor 5
Profile 123, 226
ProxyPortsFirst 230
ProxyPortsLast 230
ProxyStreamTimeout 230
Push-To-Talk 104
R
Region of Interest 226
Registration Number 8, 9, 15, 203, 231
Registry 17

Multicast Address Dynamic Client Allocation Reports 142, 159

Protocol 22
Multicast Addresses 21
Multicast Routing Protocol 3
MulticastAddressAudio 230
MulticastAddressMjpeg 230
MulticastAddressQsif 230
MulticastAddressSif 230
Multiserver 199, 226
Connections 200
Proxy Video 200
N
Network Storage 20
O
Online Registration 9
Operating System 6
P
Pager Call 128, 226
Panic Button Alarms 125
PanicButtonKeys 230
Passwords
Changing 50

Camera Database Exception Report 167
Camera Report 159
Detail 162
Reading 161
Scheduling 163
GateWatch Custom Report 156
GateWatch Standard Report 165
Generating 159
System Log Report 165
Detail 166
RetrievedFileExpirationDays 231
RetrievedRelativePath 231
RetrievedRoot 231
ROI 226
Roles 55
S
Serial Number 8
Server
Configuration 16
Installation 13
ServerAliases 231
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ServerName 231

ServerURL 231

ServiceDBRoot 231

SetTimeFrequency 231

SetTimeTimeout 231

Sites 114, 116, 119

Sites And Monitor Stations 50, 116, 200

SiteWatch 91, 227

SMTP 6

Storage Requirements 5

Straight-Through Cables 43

SupportEmail 231

SystemColorBasic 231

SystemColorHighlight 231

SystemColorMaptag 231

SystemColorMotion 231

SystemColorPanicButton 231

T

Tape Backup 24

Tape Service 26, 227

TapeControl 231

TapeDevice 231

TapeRobotDevice 231

TapeServer 231

TapeServerimageRoot 231

TapeServerRetrievedRoot 231

TapeStructure 231

TFTP 105

TFTP server 19

TFTPServerEnable 19, 232

TFTPServerFolder 232

TFTPServerTimeout 232

Third Party Integration Software 141

TimeServers 232

U

UDPJpegPortsFirst 232

UDPJpegPortsLast 232

Unicast 3

Uninstall 15

URL Parameters
Bandwidth 60
Combining 61
Maxpanes 60
Streamtype 60

USB device 15

User 55
Adding 64
Defining and Editing 63
Name 64
Password 64
Predefined 63
Role 55, 64
UserlD 64
\Y
VerifyTapeWrites 232
VGA monitors 54
Video 117
Live mode 118
Other Maps and Sites 119
Viewing 117
Video Pane 117, 174
Video Walls 84

Video Window 71, 73, 75, 77, 118, 120, 140,

227
Actions 76

ViewWatch 45, 91, 113, 124, 163, 227
Define 48, 50
Display Settings 46
Hardware Requirements 45
Installation 45, 47
Logging On 55
Monitor Station 54, 92
Primary Screen 54, 70, 118, 122, 226
Secondary Screens 51, 54, 226
Setting Options 81
Setting Up 54

VLAN 4

w

WAN 1

Web Registration 8

Window ID 63, 86

Window Positioning 86

Wireless Camera Configuration 193
Controls 196
RF Network Tab 197
System Tab 196
WEP Keys Tab 197

Wireless Camera Configuration Station 193
Building 194
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Z

Zones 174, 227
Adding 174
Cycle Time 175
Deleting 177
Editing 176
Viewing 175

Zoom to Alarm 139
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